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SA2 has been considering the architectural impacts relating to a security issue brought about by the ability for a mobile to connect to more than one access point (concurrently and sequentially). The problem is highlighted in the attached documents from SA3 (S2-031749 & S2-031118) and the scope of the discussion is very broad as highlighted in the attached LS from CN4 (S2-032321). Since this is an important issue, where service to the user may be impacted, it was felt advisable to involve SA1 as early as possible in the discussions.

In summary, it is possible for a mobile terminal to connect to multiple networks, either within GPRS via different PDP contexts to different APNs (i.e. "virtual connections") or via different access networks, e.g. via simultaneous GPRS and WLAN connections (as requested by SA1). SA3 has indicated that multiple PDP contexts are a potential security threat. 

Given that terminals are likely to require multiple PDP contexts for the support of different services, e.g. IMS, MBMS, Internet browsing, corporate network access, MMS, WAP, the blocking of simultaneous PDP contexts could have a detrimental effect on services. For instance, a user might want to browse their corporate Intranet while still being able to make IMS based calls. These scenarios and the potential threats are something that 3GPP needs to understand in more detail in order to ensure that a solution can be developed.

Actions

To SA1:

SA2 kindly requests SA1 to consider this security issue highlighted in the attached documents and to consider what is required from a service perspective. Specifically, SA2 asks SA1 to consider the service implications of limiting simultaneous PDP contexts or simultaneous network connections (e.g. CS, WLAN and GPRS).
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