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Discussion

According to TR 22.934 v6.1.0, section 5.2.3 states the following:

=====================================================================================

5.2.3 
Internetworking trust 

3GPP systems interworking with WLANs should consider the possibility of security weaknesses within the WLAN.  The level of trust for physical communications and signalling in the network may be affected by the security of the servers, their operating software and the procedures used in the interworked WLAN.  The level of trust of communication between the WLAN and the 3GPP system may be considered to have three levels - 

1)
The WLAN may be completely untrusted by the UE and the 3GPP system. 

2)
The WLAN contains elements that may be trusted by the UE and the 3GPP system.  For example, the WLAN may include trusted servers that look after aspects of security and authentication interworking with the 3GPP systems (e.g. 802.1x, 802.11i).  However, other elements of the network may be untrusted. 

3)
All of the elements of the WLAN may be fully trusted by the UE and the 3GPP system.  

Mutual authentication between the UE and the WLAN/3GPP System should be used to assure the needed level of trust by both entities for interworking and access to services.  In the case of an untrusted interworked network, this may limit the charging possibilities as, for example, some messages may be spurious.  For a network with trusted servers and authenticated messages, the charging records may be considered trusted.

=====================================================================================

Given the above, the editor’s note in Annex B.2 Trust Relations in TS 33.234 is not accurate, and needs to be modified to correctly reflect the actual intent.

Proposal

B.2

Trust relations

To design or evaluate a security solution, the trust relations between the participants must be identified. In a public WLAN access scenario, we have one or more operators and (possibly independent) access providers, and several subscribers. 

The subscribers cannot trust each other.  Someone else accessing the network from the same WLAN access network as the user, may be trying to perform DoS attacks targeted at the user, or eavesdrop on his traffic, steal his credentials to gain access at a later time etc.

An operator cannot trust any mobile terminal that tries to connect to the network. Before authentication, the mobile station could belong to anyone, with or without a subscription. Even after a mobile station has been authenticated, the device may act maliciously. The user himself may be performing fiendish activities, or someone else may have hijacked his session.

The operators and/or access providers may choose to trust each other. Such trust relations normally rely on  (legally binding) roaming agreements. If such an agreement is in place, a user may use another operator’s access network, and will be authenticated by the "home operator". Depending on which solution is chosen, the user may have to put trust in other, visited operators, as well as in his home operator. 

 [Editor's note: The cellular operators may provide the WLAN access in the future In addition, there also will be important WLAN-only operators on the market.. The level of trust of communication between the WLAN and the 3GPP system may be considered to have three levels - 

1)
The WLAN may be completely untrusted by the UE and the 3GPP system. 

2)
The WLAN contains elements that may be trusted by the UE and the 3GPP system.  For example, the WLAN may include trusted servers that look after aspects of security and authentication interworking with the 3GPP systems (e.g. 802.1x, 802.11i).  However, other elements of the network may be untrusted. 

3)
All of the elements of the WLAN may be fully trusted by the UE and the 3GPP system.]
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