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Annex D (informative):
Management of sequence numbers

The example sequence number management schemes in [21] Informative Annex C can be used to ensure that the authentication failure rate due to synchronization failures to kept sufficiently low when the same sequence number mechanism and data is used for authentication in the PS/CS domains, in IMS and WLAN. This can be done by enhancing the method for the allocation of index values in the AuC so that authentication vectors distributed to different service domains shall always have different index values (i.e. separate ranges of index values are reserved for PS, CS ,IMS operation and WLAN access). The AuC is required to obtain information about which type of service node has requested the authentication vectors. Reallocation of array elements to the IMS domain can be done in the AuC with no changes required to already deployed USIMs.

As the possibility for out of order use of authentication vectors within the WLAN service domain may be quite low, the number of existing array elements that need to be reallocated to the WLAN domain could be quite small. This means that the ability to support out of order authentication vectors within the PS, CS and IMS domains would not be significantly affected. 

Sequence number management is operator specific and for some proprietary schemes over the air updating of the UICC may be needed.
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