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3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Subclause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply.

example: text used to clarify abstract rules by applying them literally (place saver to retain format).
TEK – Traffic Encryption Key: the common encryption key, encrypting the MBMS traffic broadcasted to all users.

KEK – Key Encryption Key: the pre-shared encryption key in the UE and the network node (i.e. BM-SC) is, a) used by the network node to encrypt the TEK before distributing the TEK to the UE; and b) used by the UE to decrypt the TEK received from the BM-SC. Whehther the KEK is the same as CK or  derived from CK is FFS.
3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

KEK
Key Encryption Key

MBMS
Multimedia Broadcast/Multicast Service

TEK
Traffic Encryption Key
******* NEXT PROPOSED CHANGE *******

6.2 Key management

Editor’s note: this section will contain the details of how the keys are updated in a Multicast Service

Editor’s note: The key management mechanisms and detailed procedures are currently under investigation and they may change depending on e.g. chosen charging models.

6.2.1 General

The multicast data of a specific MBMS service is protected with a common traffic encryption key (TEK). The TEK is distributed to all the UEs that have registered to the MBMS service in order for the UEs to be able to decrypt the encrypted multicast data sent from the BM-SC.

The TEK is generated by the BM-SC and distributed to the UEs using the MIKEY [6] protocol.  MIKEY is carried over HTTP.

Editor’s note: How to carry MIKEY over HTTP needs to be specified in 3GPP or by an IETF RFC. 

When the TEK is distributed to the UEs, it is protected by the BM-SC with a Key Encryption Key (KEK) and encapsulated into MIKEY message. The KEK is unique shared secret between a UE and the BM-SC, i.e. it is not common to all UEs in the group. The UE and the BM-SC retrieve the KEK during the authentication procedure. E.g. it can be the CK resulting from the Digest AKA procedure between the UE and the BM-SC or the KEK can be derived from the CK. 

Editor’s note: How to derive the KEK from, e.g. CK is FFS.
Editor’s note It is FFS if TLS could be used as a protection mechanism for TEK distribution.
The key management can be separated in two parts, initial keying and the re-keying.

6.2.2 Initial keying

The initial keying happens point to point between the UE and the BM-SC when the UE registers to the MBMS service. In the initial keying the UE receives the TEK from the BM-SC in order to be able to decrypt the encrypted MBMS data sent from the BM-SC. The UE has to be authenticated and authorised for the specific MBMS service before the TEK is distributed to it. 
Note that the IGMP Join message is considered as a join request for the nearest router (i.e. GGSN) [not for the application server (i.e. BM-SC)] in order for the to GGSN to enable multicast transmission towards the UE. The GGSN may need to perform authorisation towards the BM-SC, but this authorisation is made in order to trigger the MBMS context activation and resource reservation procedures towards SGSN and RAN.  The MBMS application in UE is authorised to the MBMS service during the authentication when it gets the TEK.


Editor’s note: If a UE is registering for a second (or n:th) MBMS service to the same BM-SC, it should not be authenticated again, but only authorised for the requested service. This saves authentication vectors and signalling burden especially on the radio interface.

The initial keying procedure is as follows


Figure 1 Initial keying

Note: The user is authenticated depending on the chosen authentication framework. This procedure uses HTTP Digest AKA as example.

1. It is assumed that the UE has learnt the multicast IP address of the service and the IP address of the BM-SC from the service announcement. It is also assumed that the regular PDP context has been setup.

2. The user sends a HTTP request (HTTP GET [IMSI, Multicast IP address]) to register to a specific MBMS service to the BM-SC via the general purpose PDP context.

3. The BM-SC initiates a HTTP Digest AKA authentication challenge towards the UE. The UE responds.
Note that the detailed authentication procedure is described in chapter x.x.

4. When the UE has responded successfully to the challenge, the BM-SC makes a check whether the UE is authorised to receive this MBMS service. If the UE is authorised for the specific MBMS service, the BM-SC sends the following parameters encrypted with KEK in a MIKEY message to the UE. Refer to point 4 in figure 1: 

· Traffic encryption key (TEK); 

· Master Key Identifier (MKI), which identifies the TEK. This is used in the security protocol (i.e. SRTP) to indicate which TEK is in use. From the MKI the UE sees when a new TEK has been taken into use. The UEs must have received the new TEK before the TEK is activated in the multicast data transmission;

Editor’s note: The exact mechanisms how the UEs fetch the new TEK without causing congestion (e.g. overloading the BM-SC) is under investigation.

· Time to fetch a new TEK. This is a time specified by the BM-SC when the UE has to fetch new TEK in order to avoid congestion when UEs fetch new keys;

Editor’s note: The current view is to use time. Another possibility enabled by MIKEY is to use an SRTP Sequence Number value to indicate the time to fetch a new TEK. These alternatives need further investigation.
Editor’s note: A parameter for “Lifetime of the TEK” may not be needed since the exact activation of the new TEK is indicated when the MKI changes in SRTP packets and the UE knows when to fetch the new key from the “Time to fetch a new TEK” parameter.
Editor’s note: MIKEY has an optional Response message, which could be used to ensure the delivery of TEK to the UE. It is shown as 4b) in the figure above. Whether this message could be applicable for MBMS is FFS.

5. The UE sends IGMP / MLD Join message over the regular PDP context in order to signal its interest in receiving a specific MBMS service identified by a multicast IP address.
Note that the IGMP Join message is considered as a join request for the nearest router (i.e. GGSN) [not for the application server (i.e. BM-SC)] in order for the to GGSN to enable multicast transmission towards the UE. The GGSN may need to perform authorisation towards the BM-SC, but this authorisation is made in order to trigger the MBMS context activation and resource reservation procedures towards SGSN and RAN.  The MBMS application in UE is authorised to the MBMS service during the authentication when it gets the TEK.

6. The MBMS Context Activation, Session Start, etc procedures until the data transmission phase are out of the scope of this TS. Refer to TS 23.246 [5].

7. The BM-SC sends streaming MBMS multicast data. It is carried over SRTP [7]. The MKI field is present and it specifies the used TEK. The UE decrypts the received data.

6.2.3 Re-keying

6.2.3.1 General

Different reasons for re-keying include e.g. group membership changes, creation of new keys, expiration of keys or then a user that has been “offline” during the latest re-keying may want to re-synchronize the keys. Applicable re-keying mechanism depends among other things on the chosen charging models, which are currently FFS.

Re-keying procedure includes two phases: a) actual re-keying, i.e. sending the new TEK to the UEs and b) activating the new TEK. 

6.2.3.2 Re-keying

Re-keying is performed point to point between each UE and the BM-SC.

When time to fetch a new TEK comes, UE requests a new TEK from the BM-SC. MIKEY does not include a specific re-key request message but the UE needs to make a “re-registration” request by sending a HTTP request to the BM-SC. The network may perform authentication procedures depending on the authentication framework. Refer to point 2 in figure 1.
The congestion problem when requesting new TEKs is FFS. It can be overcome by e.g.

· Sending many keys at one re-key message

· Spreading individual re-keying requests randomly within an interval 

· Scheduling the users to request new keys so that no overlap occurs

· Distributing BM-SC functionality to several entities

The BM-SC sends similar parameters as in the registration phase to the UE encrypted with KEK in a MIKEY message: 

· Traffic encryption key (TEK);

· Master Key Identifier (MKI), which identifies the TEK. This is used in the security protocol (i.e. SRTP) to indicate which TEK is in use. From the MKI the UE sees when a new TEK has been taken into use. The UEs must have received the new TEK before the TEK is activated in the multicast data transmission;

Editor’s note: The exact mechanisms how the UEs fetch the new TEK without causing congestion (e.g. overloading the BM-SC) is under investigation.

· Time to fetch a new TEK. This is a time specified by the BM-SC when the UE has to fetch new TEK in order to avoid congestion when UEs fetch new keys;

Editor’s note: The current view is to use time. Another possibility enabled by MIKEY is to use an SRTP Sequence Number value to indicate the time to fetch a new TEK. These alternatives need further investigation.
Editor’s note: A parameter for “Lifetime of the TEK” may not be needed since the exact activation of the new TEK is indicated when the MKI changes in SRTP packets and the UE knows when to fetch the new key from the “Time to fetch a new TEK” parameter.
6.2.3.3 Activation of new TEK 

It is assumed that the UEs have fetched the new TEK before the new TEK is activated.

Editor’s note: The exact mechanisms how the UEs fetch the new TEK without causing congestion (e.g. overloading the BM-SC) is under investigation.

The SRTP data packets include the MKI field, which identifies the current TEK. 

When a new TEK is activated, the BM-SC updates the MKI respectively in the sent SRTP packets. 

UEs notice the MKI change in the received SRTP stream and can thus activate a correct TEK for decrypting the received data. 

UEs that have been out of radio coverage and may therefore have dropped out of key synchronisation from the current TEK can notice that the MKI in SRTP data stream is unknown for them. These UEs can then request a new TEK from the BM-SC. It is FFS whether this is needed for streaming services.
The exact activation of the new TEK is indicated when the MKI changes in SRTP packets.

Editor’s note: The current view is to use time as a lifetime of the TEK. Another possibility enabled by MIKEY is to use an SRTP Sequence Number interval to indicate the lifetime. These alternatives need further investigation.

6.3 Protection of the transmitted traffic

Editor’s note: This section will contain the details of how traffic is protected 
Different types of media can be carried over the MBMS service. The requirements of different media require specific security protocol solutions.

Editor’s note: The security protocols for different MBMS media are under investigation. SRTP is applicable only for streaming media and its detailed usage in MBMS requires e.g. coordination with SA4. The security protocols for messaging / download applications are FFS.

SRTP [7] is used as the security protocol for protecting streaming MBMS data. SRTP tailored for use with MIKEY. SRTP is a security protocol and a profile of RTP, which can provide confidentiality, message authentication and replay protection to the RTP/RTCP traffic. SRTP can achieve high throughput and low packet expansion. SRTP proves to be a suitable protection for heterogeneous environments.
The Master Key Identifier (MKI) field is optional in SRTP [7], but it shall be used in MBMS.  MKI indicates the current TEK that is used by the BM-SC to encrypt the data.

 5. IGMP / MLD Join





 6. MBMS Context Activation, Session Start, etc procedures, refer to TS 23.246 
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