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4.2.4 WLAN-UE Functional Split

4.2.4.1
General

In the case when the WLAN-UE, equipped with a UICC (or SIM card), for accessing the WLAN interworking service, is functionally split over several physical devices, that communicate over local interfaces e.g. Bluetooth, IR or serial cable interface, then is shall be:

· Possible to re-use existing UICC and GSM SIM cards; and
· EAP-AKA and EAP-SIM shall terminate in the TE (e.g. laptop computer).
4.2.4.2
Sequirity requirements on local interface
The security functionality required on the terminal side for WLAN-3G interworking may be split over several physical devices that communicate over local interfaces. If this is the case, then the following requirements shall be satisfied:

· Any local interface shall be protected against eavesdropping, undetected modification attacks on security-relevant information. This protection may be provided by physical or cryptographic means.

· The endpoints of a local interface should be authenticated and authorised. The authorisation may be implicit in the security set-up.

· The involved devices shall  be protected against eavesdropping, undetected modification attacks on security-relevant information. This protection may be provided by physical or cryptographic means. 

[Editor’s note: New work item approved at SA3#28” U(SIM) Security Reuse by Peripheral Device on local Interfaces” (S3-030307). The Local interface” undetected modification” requirement - cryptographic requirement for short range e.g. Bluetooth is FFS pending the completion of this WI]   
4.2.4.3
Communication over local interface via a Bluetooth link

For SIM access via a Bluetooth link, the SIM Access Profile developed in BLUETOOTH SIG forum may be used, see [21].
[Editor note: The version of the SIM Access Profile specification in the reference needs to be updated, if SA3 decides that a new version is required.]
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