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PREFACE

This document has been prepared by the 3GPP Task Force, and contains an example set of
algorithms which may be used as the GSM authentication and key generation functions A3 and
A8. (Itisnot mandatory that the particular algorithms specified in this document are used — the

A3 and A8 functions are operator-specifiable rather than being fully standardised.)
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3.1

3.2

OUTLINE OF THE DOCUMENT

Section 3 (normative) introduces the algorithms and describes their input and output parameters.
Section 4 (normative) defines the algorithms. Section 5 (informative) describes an aternative
algorithm that some operators may prefer. Section 6 (informative) provides test data.
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INTRODUCTORY INFORMATION (NORMATIVE)

Introduction

Within the security architecture of the GSM system there are security functions A3 and A8. The
operation of these functions falls completely within the domain of an individual operator, and the
functions are therefore to be specified by each operator rather than being fully standardised. The
algorithms specified in this document are examples that may be used by an operator who does not
wish to design hisown.

Theinputs and outputs of the two functions are defined in section 3.2.

Algorithm Inputs and Outputs

Theinputs to the algorithms are given in table 1, the outputs in tables 2 and 3 below.

Parameter | Size (bits) [ Comment

Ki 128 | Subscriber key K;[0Q]...K;[127]

RAND 128 | Random challenge RAND[0]...RAND[127]

Table 1. inputsto A3 and A8
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Parameter | Size (bits) | Comment

SRES 32 | Signed response SRES[0]...SRES[31]

Table 2. A3 output

Parameter | Size (bits) | Comment

Ke 64 | Cipher key K¢[0Q]...K[63]

Table 3. A8 output

THE MILENAGE-2G ALGORITHMS (NORMATIVE)

An example algorithm set for UMTS, called MILENAGE", is specified in [1]. MILENAGE-2G
makes use of MILENAGE.

Specificaly, the functions from the UM TS MILENAGE which we make use of are the following
(we prefix al input and output names by “MIL3G-" to distinguish them clearly from the inputs
and outputs of A3 and A8):

Function Inputs Output
f2 MIL3G-RES[0]...MIL3G-RES[63]
MIL3G-K][Q]...MIL3G-K[127]
f3 MIL3G-CK]Q]...MIL3G-CK[127]
MIL3G-RAND[O0]...MIL3G-RAND[127]
f4 MIL3G-IK[0]...MIL3G-IK[127]

The MILENAGE-2G functions are defined as follows:
+ Let (MIL3G-K[Q]...MIL3G-K[127]) = (K;[Q]...K[127])
« Let (MIL3G-RAND[0]...MIL3G-RANDI[127]) = (RAND[0]...RAND[127])

+  Compute MIL3G-RES, MIL3G-CK and MIL3G-IK from MIL3G-K and MIL3G-RAND,
using the MILENAGE functions f2, 3, and f4 respectively

e Set(K[0]...Kc[63]) = (MIL3G-CKI[O]...MIL3G-CK[63]) O
(MIL3G-CK[64]...MIL3G-CK[127]) O
(MIL3G-IK[0]...MIL3G-IK[63]) O
(MIL3G-1K[64]...MIL3G-IK[127])

« Derive SRES from MIL3G-RES using an operator-selected SRES Derivation Function.
This function must be precisely specified for the MILENAGE-2G A3 agorithm to be fully
defined. The two main recommended options are as follows”:

! Informative note: MILENAGE uses a 128-bit operator-specific constant OP; a value has to be assigned to
this constant for MILENAGE to be fully specified.
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6.1.

«  Recommended SRES Derivation Function #1: (SRES[0]...SRES[31]) =
(MIL3G-RES[Q]...MIL3G-RES[31]) 00 (MIL3G-RES[32]...MIL3G-RES63]).

«  Recommended SRES Derivation Function #2: (SRES[0]...SRES[31]) =
(MIL3G-RES[Q]...MIL3G-RES[31]).

Alternative SRES Derivation Functions may be specified.

AN ALTERNATIVE ALGORITHM (INFORMATIVE)

The MILENAGE-2G algorithms defined in section 3 are obtained by applying standard 3G-to-2G
conversion functions defined in [4] to the outputs of the UMTS MILENAGE agorithms.

If there isno desire to retain this compatibility with UMTS MILENAGE used in its 2G mode, a
much simpler and more efficient algorithm would be to set TEMP = E, (RAND), where E isthe

128-hit block cipher used as a basic building block in MILENAGE, i.e. TEMP = the result of
encrypting RAND using the key K;; then choose non-overlapping substrings of TEMP to be SRES
and K¢, e.g. SRES= TEMP[0]..TEMP[31] and Kc = TEMP[64] ... TEMP[127].

This alternative does not form any part of the MILENAGE-2G agorithms; it isincluded just for
information.

TEST DATA FOR MILENAGE-2G (INFORMATIVE)

I ntroduction

The test data sets presented here are derived directly from the MILENAGE test setsin [3].

2 |nformative note: the 3GPP standard conversion function to derive a GSM SRES of 32 hits fromaUMTS
XRES of up to 128 bitsisasfollows[4]:

SRES = XRES* 1 xor XRES*2 xor XRES* 3 xor XRES*4, where XRES* is 16 octets long and
XRES* = XRES if XRESis 16 octetslong and XRES* = XRES || 0...0 if XRES is shorter than 16
octets, XRES*i are al 4 octets long and XRES* = XRES*1 || XRES*2 || XRES*3 || XRES*4

Recommended SRES Derivation Function #1 is the result of applying this standard conversion function to
a64-bit XRES equal to MIL3G-RES[(]...MIL3G-RES[63] from MILENAGE. Recommended SRES
Derivation Function #2 is the result of applying this standard conversion function to a 32-bit XRES equal
to MIL3G-RES[Q]...MIL3G-RES[31] from MILENAGE.
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Format

The format of each test data set is as follows:

Test Set n

Ki subscriber secret key

RAND random challenge

oP operator-specific MILENAGE constant
OPc derived from OP and Ki — see[1]

M L3G RES | MILENAGE f2 output, included for information only

A3 output SRES, if Recommended SRES Derivation

SRESHL Function #1 is used — see page 6

A3 output SRES, if Recommended SRES Derivation

SRESH2 Function #2 is used — see page 6

M L3G CK MILENAGE {3 output, included for information only

M L3G | K MILENAGE f4 output, included for information only

Kc A8 output (cipher key)

All test datain this tabular format is shown in hexadecimal representation. The first test set isaso
shown in binary, to show explicitly the relationship between the binary data and the hexadecimal
representation.

Test Sets

Test Set 1 in binary formt

Ki 01000110 01011011 01011100 11101000 10110001 10011001 10110100 10011111
10101010 01011111 00001010 00101110 11100010 00111000 10100110 10111100

RAND 00100011 01010101 00111100 10111110 10010110 00110111 10101000 10011101
00100001 10001010 11100110 01001101 10101110 01000111 10111111 00110101

oP 11001101 11000010 00000010 11010101 00010010 00111110 00100000 11110110
00101011 01101101 01100111 01101010 11000111 00101100 10110011 00011000

OPc 11001101 01100011 11001011 01110001 10010101 01001010 10011111 01001110
01001000 10100101 10011001 01001110 00110111 10100000 00101011 10101111

M L3G RES | 10100101 01000010 00010001 11010101 11100011 10111010 01010000 10111111

SRES#1 01000110 11111000 01000001 01101010

SRES#? 10100101 01000010 00010001 11010101

M L3G CK 10110100 00001011 10101001 10100011 11000101 10001011 00101010 00000101
10111011 11110000 11011001 10000111 10110010 00011011 11111000 11001011

M L3G | K | 11110111 01101001 10111100 11010111 01010001 00000100 01000110 00000100
00010010 01110110 01110010 01110001 00011100 01101101 00110100 01000001

Kc 11101010 11100100 10111110 10000010 00111010 11111001 10100000 10001011
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Test Set 1

Ki 465b5ce8 b199b49f aabf 0a2e e238a6bc
RAND 23553che 9637a89d 218ae64d ae47bf35
oP cdc202d5 123e20f6 2b6d676a c72cbh318
OPc cd63cb71 954a9f4e  48a5994e  37a02baf
M L3G RES | a54211d5 e3ba50bf

SRES#1 46f 8416a

SRESH#?2 ab4211d5

M L3G CK b40ba9a3 c58b2a05 bbf0d987 b21bf8cb
M L3G | K f 769bcd7 51044604 12767271 1c6d3441
Kc eae4be82 3af 9a08b

Test Set 2

Ki fec86ba6 eb707ed0 8905757b  1bb44b8f
RAND 9f 7¢8d02 laccf4db 213ccffO c7f71laba
oP dbc59adc  b6f9alef  735477b7 fadf8374
OPc 1006020f 0a478bf6 b699f 15¢ 062e42b3
M L3G RES | 8011c48c 0c214ed2

SRES#1 8c308a5e

SRES#2 8011c48c

M L3G CK 5dbdbb29 54e8f3cd e665b046 179a5098
M L3G | K 59a92d3b  476a0443 487055cf  88b2307b
Kc aa01739b 8caa976d

Test Set 3

Ki 9e5944ae a94b8116 5¢82fbf9 f32db751
RAND ce83dbc5 4ac0274a 157cl1l7f8 0d017bdé6
oP 223014c5 806694c0 O7caleee f57f004f
OPc ab64ab07a ela2a98b b88eb421 0135dc87
M L3G RES | f365cd68 3cd92e96

SRES#1 cfbce3fe

SRES#2 f 365cd68

M L3G CK e203edb3 971574f5 a94b0d61 b816345d
M L3G | K 0c4524ad eac041c4 dd830d20 854f c46b
Kc 9a8ec95f 408cc507
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Test Set 4

Ki 4abldeb0 5ca6ceb0 51fc98e7 7d026a84
RAND 74b0cd60 31alc833 9b2b6ce2 bBc4alB6
oP 2d16c5cd  1fdf6b22 383584e3  bef2a8d8
OPc dcf07cbd 51855290 b92a07a9 891e523e
M L3G RES | 5860fclb ce35le7e

SRES#1 9655e265

SRESH#?2 5860f clb

M L3G CK 7657766b 373d1c21 38f307e3 de9242f9
M L3G | K 1c42e960 d89b8fa9 9f2744e0 708ccb53
Kc cdcldc08 41b8la22

Test Set 5

Ki 6c38all6 ac280c45 4f59332e e35c8c4f
RAND ee6466bc  96202c5a 557abbef f 8babf 63
oP lba0OOala 7c6700ac 8c3ff3e9 6ad08725
OPc 3803ef 53 63b947c6 aaa225e5 8fae3934
M L3G RES | 16c8233f 05a0ac28

SRES#1 13688f 17

SRES#2 16c8233f

M L3G CK 3f8c7587 feB8ed4b23 3af676ae de30ba3b
M L3G | K a7466ccl e6b2al33  7d49d3b6 6e95d7b4
Kc df 75bc5e  a899879f

Test Set 6

Ki 2d609d4d bOac5bf0 d2c0de26 7014de0Od
RAND 194aa756 013896b7 4b4a2a3b 0Oaf 4539e
oP 460a4838 5427aa39 264aac8e fc9e73e8
OPc c35a0ab0 bcbfc925 2caff 15f 24ef bde0
M L3G RES | 8c25al6c d918aldf

SRES#1 553d00b3

SRES#2 8c25al6c¢c

M L3G CK 4cd08460 20f8fa07 31dd47cb dc6bedll
M L3G | K 88ab80a4 15f15c73 711254al d388f 696
Kc 84b417ae  3aeab4df 3
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Test Set 7

Ki ab30a7fe 428fadl0 82c45edd fcel3884
RAND 3a4c2b32 45c50eb5 ¢71d0863 9395764d
oP 511c6cd4e 83e38c89 blc5d8dd e62426fa
OPc 27953e49 bc8af6dc c6e730eb  80286be3
M L3G RES | a63241el ffc3ebab

SRES#1 59f 1ad44a

SRES#2 a63241el

M L3G CK 10f O5bab  75a99a5f bb98a9c2 87679c3b
M L3G | K f9ec0865 ebh32f223 69caded40 c59c3a44
Kc 3b4e244c  dc60ce03

Test Set 8

Ki d9151cf0 4896e258 30bf2e08 267b8360
RAND f761le5e9 3d603feb  730e2755 6cb8a2ca
oP 75fc2233 a44294ee B8e6de25c  4353d26b
OPc c4c93ef f e8a08138 ¢203d4c2 7ce4e3d9
M L3G RES | 4a90b217 1lac83a76

SRES#1 50588861

SRES#2 4a90b217

M L3G CK 71236b71 29f9b22a b77ea7a5 4c96da22
M L3G | K 90527eba a5588968 db417273 25a04d9e
Kc 8d4ec01d eb97acfe

Test Set 9

Ki a0e2971b 6822e8d3 54al8cc2 35624ecb
RAND 08eff828 b13fdb56 2722c65c  7f30a9b2
oP 323792fa ca2lfb4d 5d6f13cl 45a9d2cl
OPc 82a26f22 bba9e948 8f949al0 d98e9cc4
M L3G RES | 4bc2212d 8624910a

SRES#1 cde6h027

SRESH#?2 4bc2212d

M L3G CK 08cef 6d0 04ec6147 1l1la3c3cda 048137fa
M L3G | K ed0318ca 5deb9206 272f 6e8f a64ba4l1l
Kc d8debc4f f bcd60aa
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Test Set 10

Ki Oda6f 7ba 86d5eac8 al9cf563 ac58642d
RAND 679ac4db acd7d233 ff9d6806 f4149ce3
oP 4b9a26fa 459e3acb ff36f401 5de3bdcl
OPc 0db1071f 8767562c a43a0a64 c41e8d08
M L3G RES | 6fc30fee 6d123523

SRES#1 02d13acd

SRES#2 6f c30f ee

M L3G CK 69blcae7 ¢7429d97 5e245cac b05ab517c
M L3G | K 74f 24e8c  26df58el b38d7dcd  4f 1b7f bd
Kc f Oeaab0a 1ledcebb?

Test Set 11

Ki 77b45843 c88e58cl 0d202684 515ed430
RAND 4c47eb30 76dc55fe  5106cb20 34b8cd78
oP bf 3286c7 a51409ce 95724d50 3bfe6e70
OPc d483afae 562409a3 26b5bb0Ob  20c4d762
M L3G RES | aefa357b eac2a87a

SRES#1 44389d01

SRES#2 aef a357b

M L3G CK 908c43f0 569ch8f 7 4bc971le7 06c36c¢5f
M L3G | K c251df 0d 888dd932 9bcf4665 5b226e40
Kc 82dbab7f 83f 063da

Test Set 12

Ki 729b1772 9270dd87 ccdf 1bfe  29b4e9bb
RAND 311c4c92 9744d675 b720f3b7 e9blcbdO
oP d04c9c35 bd2262fa 810d2924 d036fdl3
OPc 228c2f 2f 06ac3268 a9e6l6ee  16db4dbal
M L3G RES | 98dbbd09 9b3b408d

SRES#1 03e0f d84

SRES#2 98dbbhd09

M L3G CK 44c0f 23c  5493cfd2 41e48f19 7eldl012
M L3G | K 0c9f b816 13884c25 35ddOeab f3b440d8
Kc 3c66cb98 cab2d33d
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Test Set 13

Ki d32dd23e  89dc6623 54cal2eb  79dd32fa
RAND cf7d0abl  d9430695 Obf12018 fbd46887
oP fe75905b 9da47d35 6236d031 4e09c32e
OPc d22a4b41 80a53257 08a5ff70 dof 67ec?
M L3G RES | af 4a41le 1139f 2c2

SRES#1 be73b3dc

SRESH#?2 af 4a41le

M L3G CK 5af 86b80 edb70df5 292cc112 1chad50c
M L3G | K 7f Ad6ae7 440e1878 9a8b75ad  3f 42f 03a
Kc 9612b5d8 8a4130bb

Test Set 14

Ki af 7c65el  927221de 591187a2 ¢5987a53
RAND 1f 0f 8578 464fd59b 64bed2d0 9436b57a
oP Oc7acbh8d 95b7d4a3 1cb5aca6d 26345a88
OPc ad4cf5c81 55c08a7e ff418e54 43b98e55
M L3G RES | 7bffabc2 f41fbc05

SRES#1 8f e019c7

SRES#2 7bf f abc2

M L3G CK 3f8c3f3c cf7625bf  77fc94bc fd22f d26
M L3G | K abcbae8f d46115e9 961a55d0 da5f 2078
Kc 75a150df 3c6aed08

Test Set 15

Ki 5bd7ecd3 d3127a41 d12539%be d4e7cf71
RAND 59b75f 14  251c7503 1dObcbac  1c2c04c7
oP f967f 760 38b920a9 cd25el0c 08b49924
OPc 76089d3c 0f f3efdc  6e36721d 4fceb747
M L3G RES | 7e3f44c7 591f 6f 45

SRES#1 27202h82

SRESH#?2 7e3f 44c7

M L3G CK d42b2d61 5e49a03a c275abae f97af 892
M L3G | K 0b3f 8d02 4feb6bbfaf aa982b8f 82e319c2
Kc b7f 92e42 6a36fech
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Test Set 16

Ki 6cdlc6ce bleOleld f1b82316 a90b7f 3d
RAND f69b78f3 00a0568b ce9f0ch9 3c4bedcH9
oP 078bfca9 564659ec d8851e84 e6c59b48
OPc a219dc37 fldc7d66 738b5843 c799f 206
M L3G RES | 70f 6bdb9 ad21525f

SRES#1 ddd7ef e6

SRESH#?2 70f 6bdb9

M L3G CK 6edaf 99e  5bd9f85d 5f36d91c 1272f b4b
M L3G | K d61c853c  280dd9c4 6f297bae c¢386del?
Kc 88d9del0 a22004c5

Test Set 17

Ki b73a90cb cf3afb62 2dba83c5 8aB8415df
RAND b120f 1c1 a0l102a2f 507dd543 de68281f
oP b672047e 003bb952 dca6bcb8a f0e5b779
OPc df 0c6786 8fa25f74 8b7044c6 e7c245b8
M L3G RES | 479dd25c 20792d63

SRES#1 67e4f f 3f

SRES#2 479dd25c

M L3G CK 66195dbe d0313274 cb5ca7766 615fa25e
M L3G | K 66bec707 eb2afc47 6d7408a8 f2927b36
Kc a819e577 a8d6175b

Test Set 18

Ki 51222502 14c¢33e72 3a5dd523 fcl45fcO
RAND 81e92b6c  OeelOel2e bceba8d9 2a99df ab
oP c9e87632 86b5boff  bdf56el2 97d0887b
OPc 981d464c  7c52eb6e 50362349 84adObcf
M L3G RES | 28d7b0f2 a2ec3deb

SRES#1 8a3b8d17

SRES#2 28d7b0f 2

M L3G CK 5349f be0 98649f94 8f5d2e97 3aB81cO00f
M L3G | K 9744871a d32bf9bb dldd5ce5 4e3e2eba
Kc 9a8d0e88  3ff0887a
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Test Set 19

Ki 90dcaded a45b53cf 0f 12d7¢9 c3bc6a89
RAND 9f ddc720 92c6ad03 6b6e4647 89315b78
oP 3ffcfeSb  7b111158 9920d352 8e84e655
CPc ch9ccccd4  b9258e6d cad76037 9f b82581
M L3G RES | a95100e2 760952cd

SRES#1 df 58522f

SRES#2 a95100e2

M L3G CK b5f 2da03 883b69f9 6bf52e02 9ed9ac45
M L3G | K b4721368 bcl6ea67 875c5598 688bb0ef
Kc ed29b2f1 c27f9f 34
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