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4.1.2 Network elements

The list below describes the access control related functionality in the network elements of the 3SGPP-WLAN
interworking reference model:

the UE (petentiathy-equipped with (U)ICC card) utilised by a 3GPP subscriber to access the WLAN interworking
service. The UE may be capable of WLAN access only, or it may be capable of both WLAN and 3GPP System
access. Some UE may be capable of simultaneous access to both WLAN and 3GPP systems. The UE may
include terminal types whose configuration (e.g. interface to a UICC), operation and software environment are
not under the exclusive control of the 3GPP system operator. For instance, the UE may be alaptop computer or
PDA withaWLAN card, UICC card reader and suitable software applications, or the UICC may residein the
3GPP ME and be accessed through Bluetooth, IR or serial cable interface. All these aternatives must be
carefully studied from a security perspective.

the AAA proxy represents alogical proxying functiondity that may reside in any network between the WLAN
and the 3GPP AAA Server. These AAA proxies are able to relay the AAA information between WLAN and the
3GPP AAA Server.

The number of intermediate AAA proxiesis not restricted by 3GPP specifications. The AAA proxy functionality
can reside in a separate physical network node, it may reside in the 3GPP AAA server or any other physica
network node.

the 3GPP AAA server islocated within the 3GPP network. The 3GPP AAA server :

* retrieves authentication information and subscriber profile (including subscriber's authorisation information)
from the HLR/HSS of the 3GPP subscriber's home 3GPP network;

» authenticates the 3GPP subscriber based on the authentication information retrieved from HLR/HSS. The
authentication signalling may pass through AAA proxies.

e communicates authorisation information to the WLAN potentially via AAA proxies.

o registersits (the 3GPP AAA server) address or name with the HLR/HSS for each authenticated and
authorised 3GPP subscriber.

e may act dsoasaAAA proxy (see above).
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