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**x%% START OF CHANGES *****

1 Scope

Thistechnical specification covers the security mechanisms and procedures necessary to protect the MAP protocol. The
complete set of enhancements and extensions to facilitate security protection for the MAP protocol istermed MAPsec
and it covers transport security in the MAP protocol itself and the security management procedures.

The security mechanisms specified for MAP areon the appllcatl on Iayer This meansthat MAPsec isi ndependent of the
network and transport protocolsto be used.

This technical specification contains the stage-2 specification for security protection of the MAP protocol. The actual
implementation (stage-3) specification can be found in the MAP stage-3 specification, TS 29.002 [4].

NOTE: Itisexplicitly noted that automated key management and key distribution is not part of Rel-5. All key
management and key distribution in Rel-5 shall therefore be carried out by other means. (See Annex A)

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.

» For anon-specific reference, the latest version applies. Inthe case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3G TS 21.133: Security Threats and Requirements.

[2] 3G TS 21.905: 3G Vocabulary.

[3] 3G TS 23.060: General Packet Radio Service (GPRS); Service description; Stage 2.

[4] 3G TS 29.002: Mobile Application Part (MAP) specification.

[5] NIST Specia Publication 800-38A "Recommendation for Block Cipher Modes of Operation”
December 2001.

(€] ISO/IEC 9797: "Information technology -- Security techniques -- Message Authentication Codes

(MACs) -- Part 1: Mechanisms using a block cipher”, Ed.1, 1999-12-16.

[7 FIPS Publication 197: " Specification for the Advanced Encryption Standard (AES)",
November 26, 2001.

Fxxxx NEXT CHANGED CLAUSES *****

3.2 Symbols

For the purposes of the present document, the following symbols apply:

f6 MAP encryption algorithm.
f7 MAP integrity algorithm.
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signalling.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AES Advanced Encryption Standard
im of )

ESP—— Eneapsulating-Seeurhy-Payload

FALLBACK Fallback to unprotected mode indicator
. :

HE———Interneticey-Exehange

MAC Message Authentication Code

MAC-M MAC used for MAP

MAP Mobile Application Part

MAP-NE MAP Network Element

MAPsec MAP security —the MAP security protocol suite

MEA MAP Encryption Algorithm identifier

MEK MAP Encryption Key

MIA MAP Integrity Algorithm identifier

MIK MAP Integrity Key

NDS Network Domain Security

NE Network Entity

PPI Protection Profile Indicator

PPRI Protection Profile Revision Identifier

PROP Proprietary field

SA Security Association

SADB Security Association DataBase (also referred to as SAD)
SPD Security Policy Database (sometimes al so referred to as SPDB)
SPI Security Parameters Index

TVP Time Variant Parameter

Fxxxx NEXT CHANGED CLAUSES *****

4 Principles of MAP application layer security

This technical specification defines mechanisms for protecting the MAP protocol at the application layer. The MAP
protocol may also be protected at the network layer when IP is used as the transport protocol. However, whenever inter-
working with networks using SS7-based transport is necessary, protection at the application layer shall be used.

The security measures specified in this TS are only fully useful if al interconnected operators use them. In order to
prevent active attacks all interconnected operators must at least use MAPsec with the suitable protection levels as
indicated in this specification and treat the reception of al MAP messages (protected and unprotected) in a uniform way
in the receiving direction.

Before protection can be applied, Security Associations (SA) needs to be established between the respective MAP
network elements. Security associations define, among other things, which keys, algorithms, and protection profilesto
use to protect MAP signalling. The necessary MA Psec-SAs between networks are negotiated between the respective
Key-Administration-Centres- (KA Cs)y-of-the-network_operators. The negotiated SA will be effective PLMN-wide and
distributed to all network elements which implement MAP application layer security within the PLMN. Signalling
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traffic protected at the application layer will, for routing purposes, be indistinguishable from unprotected traffic to all
parties except for the sending and receiving entities.

Protection at the application layer |mpI|es chanqes to the appl |cat| on protocol itself to allow for the necessary security
functionality to be added.Fi y N-Overview ! y

PLMN A PLMN B
zd
KACa > I (} ————————————————— P KACs
< :> ze C > < :> Ze

Zf

MAP

Zf
[ MAP MAP
N EA1 U NE, A2

N
J NEs

Al

<«---» IKE "connection"

Secure tunnel providing confidentiality and integrity protection

Secured MAP operations

—The MAP application layer security interface between MAP NEs enqaqed in security protected sqnalllnq isreferred
toin this specification asthe Zf interface. ! } :

speemed—mtheapphed—M-APseepFeteeHewpreme The |nterface appl |esto aII MAPsec transectl ons, |ntr& or |nter-
PLMN.

Annex B includes detailed procedures on how secure MAP signalling is performed between two MAP-NEs.
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5 MAP security (MAPsec)

5.1 Security services provided by MAPsec

The security services provided by MAPsec are:

- dataintegrity;
- dataorigin authentication;

- anti-replay protection;

- confidentiality (optional).
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5.2 Properties and tasks of MAPsec enabled network elements

MAPsec MAP-NEs shal maintain the following databases:

- NE-SPD-MAP: A database in an NE containing MAP security policy information (see clause 5.3);

- NE-SADB-MAP: A database in an NE containing MAPsec-SA information. MAP-NEs shall monitor the SA
hard expiry time and expired SAs shall be deleted from the database (see clause 5.4).

MAPsec MAP-NEs shall be able to perform the following operations:

- Secure MAP signalling (i.e. send/receive protected or unprotected messages) according to information in NE-
SPD-MAP and NE-SADB-MAP. The structure of protected messagesis defined in clause 5.5 and the protection
algorithms are defined in clause 5.6.

5.3 Policy requirements for the MAPsec Security Policy
Databases (SPD)

The security policies for MAPsec key management are specified in the NE's SPD. SPDNE-SPD-MAP entries define

which MAP operation components are protected and which MAP SAs (if any) to use to protect MAP signalling based
on the PLMN of the peer NE. There can be nolocal security policy definitionsfor individual NEs. Instead, SPD entries
of different NEs within the same PLMN shall be identical.

Fallback to unprotected mode:

- The"fallback to unprotected mode" (enabled/disabled) shall be available to the MAP-NE before any
communication towards other MAP-NEs can take place. For the receiving direction, it is sufficient to have a
single parameter indicating whether fallback for incoming messages is allowed or not. For the sending direction,
the information should indicate for each destination PLMN whether fallback for outgoing messages is allowed or
not;

- Theuse of the fallback indicatorsis specified in Annex B;

- The security measures specified in this TS are only fully useful for a particular PLMN if it disallows falback to
unprotected mode for MAP messages received from any other PLMN.

Table of MAPsec oper ation components:

- Thesecurity policy database (SPD) shall contain atable of MAPsec operation components for incoming
messages. This table contains operation components which have to be carried in MAPsec messages with
Protection Mode 1 or 2. The use of MAPsec operation components is specified in Annex B.

Uniformity of protection profiles:

- Inorder to ensure full protection, a particular PLMN shall use the same protection profile for incoming MAPsec
messages from all other PLMNSs. In particular, full protection is not ensured when protection profile A (no
protection) is used for some source PLMNs and other profiles are used for other source PLMNSs.
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Explicit policy configuration:

The SPD shall contain an entry for each PLMN the MAP-NE is allowed to communicate with.

Editor’ s note: Some issues need to be investigated: Non-synchronised expiration times issue, mechanism to

5.4

distinguish inbound/outbound SPDs ?

MAPsec security association attribute definition

The MAPsec security association shall contain the following data elements:

Destination PL M N-Id:

PLMN-Id isthe ID number of the receiving Public Land Mobile Network (PLMN). The value for the PLMN-Id
is a concatenation of the Mobile Country Code (MCC) and Mobile Network Code (MNC) of the receiving
network.

Security Parameters I ndex (SPI):

SPI isa 32-hit value that is used in combination with Destination PLMN-Id to uniquely identify a MAPsec-SA.

Sending PL MN-Id:

PLMN-Id isthe ID number of the sending Public Land Maobile Network (PLMN). The value for the PLMN-Id is
a concatenation of the Mobile Country Code (MCC) and Mobile Network Code (MNC) of the sending network.

MAP Encryption Algorithm identifier (MEA):

Identifies the encryption algorithm. Mode of operation of algorithm isimplicitly defined by the algorithm
identifier. Mapping of algorithm identifiersis defined in clause 5.6.

MAP Encryption Key (MEK):

Contains the encryption key. Length is defined according to the algorithm identifier.

MAP Integrity Algorithm identifier (M1A):

Identifies the integrity algorithm. Mode of operation of algorithm isimplicitly defined by the algorithm
identifier. Mapping of algorithm identifiersis defined in section 5.6.

MAP Integrity Key (MIK):

Contains the integrity key. Length is defined according to the algorithm identifier.

Protection Profile Revision | dentifier (PPRI):

Contains the revision number of the PPI. Length is 8 bits. PPRI-vaues are defined in section 6.3.

Protection Profile Identifier (PPI):

Identifies the protection profile. Length is 16 bits. Mapping of profile identifiersis defined in section 6.

SA Hard Expiry Time:

Defines the actual expiry time of the SA. The hard expiry time shall be givenin UTC time.

SA Soft Expiry Time:

Defines soft expiry time of the SA for outbound traffic. The soft expiry time shall be given in UTC time.

Editor’'s Note:  The exact format and length to be defined.

After the hard expiry time has been reached the SA shall no longer be used for inbound or outbound traffic. When the
soft expiry timeis reached, the SA shall not be used any longer for the outbound traffic unless no other valid SA exists.
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A MAPsec SA isuniquely identified by a destination PLMN-1d and a Security Parameters Index, SPI. Asa
consequence, during SA creation, the SPI is always chosen by the receiving side{i-e-the- SPHer-MAP-communications

a BV

If the SA isto indicate that MAPsec is not to be applied then all the algorithm attributes shall contain aNULL value.

Frxxx NEXT CHANGED CLAUSES *****
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Annex A (informative):
Void
Guidelines for manual key management

A.l Inter-domain Security Association and Key
Management Procedures

Manual Inter-domain Security Association and Key Management procedures is subject to roaming agreements.

Some important parts of an inter-domain Security Association and Key Management agreement is:

- todefine how to carry out the initial exchange of MAPsec SAS;

- todefine how to renew the MAPsec SAs;

- todefine how to withdraw MAPsec SAs (including requirements on how fast to execute the withdrawal);

- todecideif fallback to unprotected mode is to be allowed;

- todecide on key lengths, algorithms, protection profiles, and SA expiry times, etc (MAPsec SAs are expected to
befairly long lived).

An SA being used by an NE for incoming traffic expires when it reaches its hard expiry time. When this occurs, the NE
can no longer use that SA to process incoming MAPsec traffic. If anew additional valid SA isinstaled into the NE, the
"old" one must still be kept by the NE until it reaches its hard expiry time, so asto be able to accept incoming traffic
till received under the "old" SA.

An SA being used by an NE for outgoing traffic expires when it reaches its soft expiry time. When this occurs, the NE
must start using another valid SA. If no such valid SA exists, the NE continues to use the "old" SA until it reachesits
hard expiry time or another valid SA effectively becomes available.

In case the current SA gets compromised, a new valid SA should be made immediately available to the NE, which
should then stop using the compromised SA and delete it.

To ease SA renewal, both PLMNs may decide to set up several MAPsec SAs in advance so that NES can automatically
switch from one SA to another SA. In such a situation, the MAPsec SAs would have different soft and hard expiry
times.

When more than one valid SA is available, the NE chooses the one for which the soft expiry time will be reached next.

A.2 Local Security Association Distribution

Manual Local Security Association Distribution is executed entirely within one PLMN and is consequently at the
discretion of the administrative authority.

The requirement on the manual distribution procedures can be summarized as follows:

- Procedures for transporting the relevant MAPsec SA to the MAP-NEs must be defined. In order to ensure that
the MAPsec SA are present when needed, all valid MAPsec SA should be distributed to all MAP-NEs as soon as

they are available.
- Procedures for revocation of MAPsec SAs must be defined.

*xxxx END OF CHANGES *****
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