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Consequences if ¥ Re-keying requirment not complete
not approved:

Clauses affected: ¥ 411

Y|N
Other specs 23 X | Other core specifications ¥
affected: X | Test specifications
X | O&M Specifications
Other comments: ¥*

CR page 1



3GPP TS aa.bbb vX.Y.Z (YYYY-MM) CR page 2

4.1.1 Requirements on encryption protection of MBMS multicast data and
security keys

R4a: 1t shall be possible to protect the confidentiality of MBMS multicast data on the radio interface.

R4b: The MBMS multicast data may be encrypted with a common encryption key, which shall be availableto all
users that has joined the MBM S service.

R4c: The encryption key(s) and the integrity key for the MBMS multicast service shall be encrypted when delivered
to the users. In addition, it may be required to protect these keys with aMAC.

R4d: Only the valid usersthat has joined a MBMS multicast service shall be able to decrypt the encryption key(s)
and the integrity key delivered from the network.

R4e: The UE and MBM S key generator shall support re-keying to ensure Mandate suppert-of-re-keying-athe UE
and-BM-SCn-order-te-ensurethat users that haves joined a multicastMBMS service, but then |eft, shall not gain

further access to theMBMS-multicast service without being charged appropriately. The re-keying shall also
ensure that users joining a multicast service shall not gain access to data from previous transmissions in the
multicast service without having been charged appropriately.

R4g: 1t may be required to encrypt the MBMS multicast data on the “BM-SC - GGSN” interface, i.e. the reference
points Gi and Gmb.

R4h: User identity should not be exposed to the content provider or linked to the content, in the case the Content
Provider islocated in the 3GPP operator’ s network.

Editor’ s Note: It may be required to encrypt the multimedia content on the “ Content Provider - BM-SC” interface.
Asthisinterface shall not be standardized in 3GPP, according to TR 23.846, no such requirement can be
defined by 3GPP.
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