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6.3 Integrity mechanisms

IPsec ESP as specified in reference [13] shall provide integrity protection of SIP signalling between the
UE and the P-CSCF, protecting all SIP signalling messages at the IP level. IPSec ESP general concepts
on Security Policy management, Security Associations and IP traffic processing as described in
reference [14] shall also be considered. ESP integrity shall be applied in transport mode between UE
and P-CSCF.

The method to set up ESP security associations (SAs) during the SIP registration procedure is specified
in clause 7. As a result of the registration procedure, twe-a pairs of unidirectional SAs between the UE
and the P-CSCF, enepairforshared by TCP and-enepairferand UDP, shall be simultaneously
established_in the P-CSCF and later in the UE. Each-paireconsists-ef-anOne SA is for traffic from the UE
to the P-CSCF (inbound SA at the P-CSCF) and an SA is for traffic from the P-CSCF to the UE
(outbound SA at the P-CSCF).

The integrity key IKgsp is the same for the feurtwo simultaneously established SAs. The integrity key
IKesp is obtained from the key 1K,y established as a result of the AKA procedure, specified in clause 6.1,
using a suitable key expansion function. This key expansion function depends on the ESP integrity
algorithm and is specified in Annex | of this specification.

The integrity key expansion on the user side is done in the UE. The integrity key expansion on the
network side is done in the P-CSCF.

The anti-replay service shall be enabled in the UE and the P-CSCF on all established SAs.
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