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1 Scope and objectives

This paper discusses the enhancement of NDS/IP specification to cover the control plane of IP UTRAN as
proposed in [9].
Ericsson proposes:

1. SA3should consider updating the WID for Release 6, cf. [10], to include alink to thework in SA1 on
Network Sharing

2. SA3shouldinvestigate if anew Security Domain should be defined in TS33.210 to capture the
Network Sharing Scenarios which potentially can affect the security requirements for the |u-interface

3. SA3should investigate if protection of e.g. lub and lur should be regarded as Zb interfaces and profiled
in TS33.210 considering the CAPEX to protect these interfaces against the potential added value

2 Background

The proposal in [9], to encrypt and integrity protect the control plane over the |P-based lu interface, seemsto be
a sensible recommendation considering the sensitivity of the conveyed information (e.g. the session keys for the
air link, the control to set on/off the encryption on the air link). NDS extension as Zb interface could be the right
choice. However SA1 is currently working on Requirements for Network Sharing cf. [7] that was not included in
the discussion in [9] but should be considered in the work on enhancing NDS for Release 6. In [8] a number of
scenarios have been identified e.g. a scenario called ' Common Spectrum Network Sharing'. In this scenario a
multiple number of lu interfaces belonging to different Operators are connected to one UTRAN. Ericsson
believes that the enhancement of TS33.210 should include an investigation if a new Security Domain is required
for defining anew Zainterface Za (not necessarily with identical features as Za) i.e. a SEG concept between
UTRAN and CN. However the protection of the other interfacesin UTRAN should require further investigation.
Threats and trust models validating the need of security on such interfaces should be investigated and weighed
towards the implications that adding security would bring.

Currently Ericsson believes that a compelling investigation including threats and risks are missing and it is
believed that the cost issue can be overwhelming. In particular on the lub interface where alow-cost solution for
the Node B:s may be wanted by the operator. Extending the NDS security to Node B:s means requiring both
IPsec and IKE etc. Key management appears to be a troublesome issue due to the immense number of involved
nodes (the UTRAN network is complex and comprises tens of thousands of nodes). There is aneed for asimple
key manaqement solution and it should be further |nveﬂ|qa¢ed what solutionis the r|qht ch0| cem+23%28]—+t+sa
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3 4-Conclusions

As aconclusion, encryption and integrity protection of the control plane over the lu interface seems reasonable
i.e. assuggested in [9]. An extension to TS 33.210 NDS/IP is recommended, potentially by implementing Zb
interface. However the work on Network Sharing in SA1 needs to be considered. In particular it is not clear
whether a new security domain needs to be defined when considering securing the communication between the
CN and UTRAN.

The contribution from Nokia, cf. [9], recommends integrity protection (with low priority) of the control plane
over other IP-based interfaces (i.e. lur, lub, lupc, lur-g and lu-BC). Ericsson recommends SA 3 to request further
study of threats and trust models for such interfaces considering not only the risks but also the cost aspects
should security on those interfaces be included in TS33.210. Ericsson proposes that security for those interfaces
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