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6.5 IRI for packet domain

Intercept related information will in principle be available in the following phases of a data transmission:

1. At connection attempt when the target identity becomes active, at which time packet transmission may or may
not occur (set up of adata context, target may be the originating or terminating party);

2. At the end of a connection, when the target identity becomes inactive (removal of a data context);
3. At certain times when relevant information are available.

In addition, information on non-transmission related actions of atarget constitute IRI and is sent viaHI2, e.g.
information on subscriber controlled input.

The intercept related information (IRI) may be subdivided into the following categories:
1. Control information for HI2 (e.g. correlation information);
2. Basic data context information, for standard data transmission between two parties.
The events defined in ref [11] are used to generate records for the delivery viaHI2.

There are eight different event types received at DF2 level. According to each event, a Record is sent to the LEMF if
thisisrequired. The following table gives the mapping between event type received at DF2 level and record type sent to
the LEMF.

Table 6.1: Mapping between UMTS Data Events and HI2 records type

Event IRl Record Type

GPRS attach REPORT

GPRS detach REPORT

PDP context activation (successful) BEGIN

PDP context modification CONTINUE

PDP context activation (unsuccessful) REPORT

Start of intercept with PDP context active BEGIN_or optionally
CONTINUE

PDP context deactivation END

Location update REPORT

SMS REPORT

ServingSystem REPORT

A set of information is used to generate the records. The records used transmit the information from mediation function
to LEMF. This set of information can be extended in the GSN or DF2 MF, if thisis necessary in a specific country. The
following table gives the mapping between information received per event and information sent in records.
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Table 6.2: Mapping between Events information and IRI information

parameter

description

HI2 ASN.1 parameter

observed MSISDN

Target Identifier with the MSISDN of the target
subscriber (monitored subscriber).

partylnformation (party-identiity)

observed IMSI Target Identifier with the IMSI of the target subscriber partylnformation (party-identity)
(monitored subscriber).
observed IMEI Target Identifier with the IMEI of the target subscriber partylnformation (party-identity)

(monitored subscriber)

observed PDP

PDP address used by the target..

partylnformation

address (services-data-information)
event type Description which type of event is delivered: PDP gPRSevent
Context Activation, PDP Context Deactivation,GPRS
Attach, etc.
event date Date of the event generation in the xGSN timeStamp
event time Time of the event generation in the XxGSN

access point name

The APN of the access point

partylnformation
(services-data-information)

PDP type This field describes the PDP type as defined in TS GSM | partylnformation

09.60, TS GSM 04.08, TS GSM 09.02 (services-data-information)
initiator This field indicates whether the PDP context activation, | initiator

deactivation, or modification is MS directed or network

initiated.
correlation number Unigue number for each PDP context delivered to the gPRSCorrelationNumber

LEMF, to help the LEA, to have a correlation between
each PDP Context and the IRI.

lawful interception
identifier

Unigue number for each lawful authorization.

lawfullnterceptionldentifier

location information | This field provides the service area identity, RAl and/or | locationOfTheTarget
location area identity that is present at the SGSN at the
time of event record production.

SMS The SMS content with header which is sent with the sMS

SMS-service

failed context
activation reason

This field gives information about the reason for a failed
context activation of the target subscriber.

gPRSOperationErrorCode

failed attach reason

This field gives information about the reason for a failed
attach attempt of the target subscriber.

gPRSOperationErrorCode

service center This field identifies the address of the relevant server serviceCenterAddress
address within the calling (if server is originating) or called (if

server is terminating) party address parameters for

SMS-MO or SMS-MT.
umts QOS This field indicates the Quality of Service associated qos

with the PDP Context procedure.

context deactivation
reason

This field gives information about the reason for context
deactivation of the target subscriber.

gPRSOperationErrorCode

network identifier

Operator ID plus SGSN or GGSN address.

networkldentifier

iP assignment

Observed PDP address is statically or dynamically
assigned.

iP-assignment

SMS originating Identifies the originator of the SMS message. DataNodeAddress
address
SMS terminating Identifies the intended recipient of the SMS message. DataNodeAddress
address
SMS initiator Indicates whether the SMS is MO, MT, or Undefined sms-initiator
serving SGSN An E.164 number of the serving SGSN. servingSGSN-Number
number
serving SGSN An IP address of the serving SGSN. servingSGSN-Address
address

NOTE: LIID parameter must be present in each record sent to the LEMF.

6.5.1.1

REPORT record information

The REPORT record is used to report non-communication related subscriber actions (events) and for reporting
unsuccessful packet-mode communication attempts.
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The REPORT record shall be triggered when:

- theintercept subject's mobile station performs a GPRS attach procedure (successful or unsuccessful);

- theintercept subject's mobile station performs a GPRS detach procedure;

- theintercept subject's mobile station is unsuccessful at performing a PDP context activation procedure;

- theintercept subject's mobile station performs a cell, routing area, or combined cell and routing area update;

the intercept subject's mobile station sends an SMS-Mobile Originated (MO) communication. Dependent on
national requirements, the triggering event shall occur either when the 3G SGSN receives the SMS from the
target MS or, when the 3G SGSN receives natification that the SMS-Centre successfully received the SMS;

for GSM and UMTS systems deployed in the U.S., a REPORT record shall be triggered when the 3G SGSN
receives an SMS-MO communication from the intercept subject's mobile station;

- theintercept subject's mobile station receives a SMS Mobile-Terminated (MT) communication. Dependent on
national requirements, the triggering event shall occur either when the 3G SGSN receives the SM S from the
SMS-Centre or, when the 3G SGSN receives natification that the target M S successfully received the SMS;

for GSM and UMTS systems deployed in the U.S., a REPORT record shall be triggered when the 3G SGSN
receives an SMS-MT communication from the SMS-Centre destined for the intercept subject's mobile station;

- asanational option, amobile terminal is authorized for service with another network operator or service

provider.
Table 6.3: GPRS Attach REPORT Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
event type C Provide GPRS Attach event type.
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided.
lawful intercept identifier M Shall be provided.
location information C Provide, when authorized, to identify location information for the

intercept subject's MS.

failed attach reason C Provide information about the reason for failed attach attempts of the

target subscriber.

Table 6.4: GPRS Detach REPORT Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
event type C Provide GPRS Detach event type.
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided.
lawful intercept identifier M Shall be provided.
location information C Provide, when authorized, to identify location information for the

intercept subject's MS.
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Table 6.5: PDP Context Activation (unsuccessful) REPORT Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
observed PDP address C Provide to identify either the:

- static address requested by the intercept subject's MS in association
with a subject-initiated PDP context activation request for
unsuccessful PDP context activation requests; or

- address offered by the network in association with a network-
initiated PDP context activation request when the intercept subject's
MS rejects the network-initiated PDP context activation.

iP assignment C Provide to indicate observed PDP address is statically or dynamically
assigned.

event type C Provide PDP Context Activation event type.

event date M Provide the date and time the event is detected.

event time

access point name C Provide to identify either the:

- packet data network to which the intercept subject requested to be
connected when the intercept subject's mobile station is
unsuccessful at performing a PDP context activation procedure (MS
to Network); or

- access point of the packet data network that requested to be
connected to the MS when the intercept subject's mobile station
rejects a network-initiated PDP context activation (Network to MS).

PDP type C Provide to describe the PDP type of the observed PDP address. The

PDP Type defines the end user protocol to be used between the

external packet data network and the MS.

Initiator C Provide to indicate whether the PDP context activation is network-
initiated, intercept-subject-initiated, or not available.

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

location information c Provide, when authorized, to identify location information for the
intercept subject's MS.

failed context activation C Provide information about the reason for failed context activation

reason attempts of the target subscriber.

umts QOS C Provide to identify the QOS parameters.

Table 6.6: Location Information Update {with-Ne-PBP Context-Active)}REPORT Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMS| C Provide at least one and others when available.
observed IMEI
event type C Provide Location Information Update event type.
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided.
lawful intercept identifier M Shall be provided.
location information C Provide, when authorized, to identify location information for the

intercept subject's MS.
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Table 6.7: SMS-MO and SMS-MT Communication REPORT Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
event type C Provide SMS event type.
event date M Provide the date and time the event is detected.

event time
network identifier

Shall be provided.

lawful intercept identifier Shall be provided.

SMS originating address Provide to identify the originating and destination address of the
SMS destination address SMS message

oI

location information C Provide, when authorized, to identify location information for the
intercept subject's MS.

SMS C Provide to deliver SMS content, including header which is sent with the
SMS-service.

service center address C Provide to identify the address of the relevant SMS-C server. If SMS
content is provided, this parameter is optional.

SMS initiator M Indicates whether the SMS is MO, MT, or Undefined.

Table 6.8: Serving System REPORT Record
Parameter MOC Description/Conditions

observed MSISDN C Provide at least one and others when available.

observed IMSI

event type C Provide Serving System event type.

event date M Provide the date and time the event is detected.

event time

network identifier M Network identifier of the HLR reporting the event.

lawful intercept identifier M Shall be provided.

servingSGSN-Number C Provide to identify the E.164 number of the serving SGSN.

servingSGSN-Address C Provide to identify the IP address of the serving SGSN.

6.5.1.2 BEGIN record information

The BEGIN record is used to convey thefirst event of packet-data communication interception.
The BEGIN record shall be triggered when:
- successful PDP context activation;

- -—theinterception of asubject's communicationsis started and at least one PDP context is active. If more than

one PDP context is active, aBEGIN record shall be generated for each PDP context that is active;

- during the inter-SGSN RAU, when the target has at least one PDP context active and the PLNM has changed;

- thetarget entered an interception area and has at least one PDP context active.
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Table 6.9: PDP Context Activation (successful) BEGIN Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed IMEI

observed PDP address C Provide to identify one of the following:

- static address requested by the intercept subject's MS, and
allocated by the Network for a successful PDP context activation;

- address allocated dynamically by the network to the intercept
subject MS in association with a PDP context activation (i.e.,
address is sent by the Network in an Activate PDP Context Accept)
for a successful PDP context activation procedure when the PDP
Context activation request does not contain a static PDP address; or

- address offered by the network in association with a network-
initiated PDP context activation request when the intercept subject's
MS accepts the network-initiated PDP context activation request.

iP assignment C Provide to indicate observed PDP address is statically or dynamically
assigned.

event type C Provide PDP Context Activation event type.

event date M Provide the date and time the event is detected.

event time

access point name C Provide to identify the:

- packet data network to which the intercept subject requested to be
connected when the intercept subject's MS is successful at
performing a PDP context activation procedure (MS to Network).

- access point of the packet data network that requested to be
connected to the MS when the intercept subject's MS accepts a
network-initiated PDP context activation (Network to MS).

PDP type C Provide to describe the PDP type of the observed PDP address. The
PDP Type defines the end user protocol to be used between the
external packet data network and the MS.

Initiator C Provide to indicate whether the PDP context activation is network-
initiated, intercept-subject-initiated, or not available.

network identifier M Shall be provided.

correlation number C Provide to uniquely identify the PDP context delivered to the LEMF
and to correlate IRI records with CC.

lawful intercept identifier M Shall be provided.

location information C Provide, when authorized, to identify location information for the
intercept subject's MS.

umts QOS C Provide to identify the QOS parameters.
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Table 6.10: Start Of Interception (with PDP Context Active) BEGIN Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
observed PDP address C Provide to identify the:

- static address requested by the intercept subject's MS, and
allocated by the Network for a successful PDP context activation.

- address allocated dynamically by the network to the intercept
subject MS in association with a PDP context activation (i.e.,
address is sent by the Network in an Activate PDP Context Accept)
for a successful PDP context activation procedure when the PDP
Context activation request does not contain a static PDP address.

- address offered by the network in association with a network-
initiated PDP context activation request when the intercept subject's
MS accepts the network-initiated PDP context activation request.

event type C Provide Start Of Interception With PDP Context Active event type.
event date M Provide the date and time the event is detected.

event time

access point name C Provide to identify the:

- packet data network to which the intercept subject requested to be
connected when the intercept subject's MS is successful at
performing a PDP context activation procedure (MS to Network).

- access point of the packet data network that requested to be
connected to the MS when the intercept subject's MS accepts a
network-initiated PDP context activation (Network to MS).

PDP type C Provide to describe the PDP type of the observed PDP address. The

PDP Type defines the end user protocol to be used between the

external packet data network and the MS.

Initiator C Provide to indicate whether the PDP context activation is network-
initiated, intercept-subject-initiated, or not available.

network identifier M Shall be provided.

correlation number C Provide to uniquely identify the PDP context delivered to the LEMF
and to correlate IRI records with CC.

lawful intercept identifier M Shall be provided.

location information c Provide, when authorized, to identify location information for the
intercept subject's MS.

umts QOS C Provide to identify the QOS parameters.

6.5.1.3 CONTINUE record information

The CONTINUE record is used to convey events during an active packet-data communication PDP Context.
The CONTINUE record shall be triggered when:
- ~—Anactive PDP context is modified;

- during theinter-SGSN RAU, when target has got at [east one PDP context active, the PLMN does not change
and the triggering event information is available at the DE/MF.

In order to enable the LEMF to correlate the informations on HI3, a new correlation number shall not be generated
within CONTINUE record.
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Table 6.11: PDP Context Modification CONTINUE Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
observed PDP address C The observed address after modification

Provide to identify the:

- static address requested by the intercept subject's MS, and
allocated by the Network for a successful PDP context activation.

- address allocated dynamically by the network to the intercept
subject MS in association with a PDP context activation (i.e.,
address is sent by the Network in an Activate PDP Context Accept)
for a successful PDP context activation procedure when the PDP
Context activation request does not contain a static PDP address.

- address offered by the network in association with a network-
initiated PDP context activation request when the intercept subject's
MS accepts the network-initiated PDP context activation request.

event type C Provide the PDP Context Modification event type.
event date M Provide the date and time the event is detected.
event time

access point name C Provide to identify the:

- packet data network to which the intercept subject requested to be
connected when the intercept subject's MS is successful at
performing a PDP context activation procedure (MS to Network).

- access point of the packet data network that requested to be
connected to the MS when the intercept subject's MS accepts a
network-initiated PDP context activation (Network to MS).

PDP type C Provide to describe the PDP type of the observed PDP address. The

PDP Type defines the end user protocol to be used between the

external packet data network and the MS.

Provide to indicate whether the PDP context activation is network-

initiated, intercept-subject-initiated, or not available.

Shall be provided.

Provide to uniquely identify the PDP context delivered to the LEMF

used to correlate IRI records with CC.

Shall be provided.

Provide, when authorized, to identify location information for the

intercept subject's MS.

Provide to identify the QOS parameters.

initiator

network identifier
correlation number

lawful intercept identifier
location information

0O O oK O

umts QOS
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Table 6.124a: Start Of Interception (with PDP Context Active) CONTINUE Record (optional)

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed IMEI

observed PDP address C Provide to identify the:

- _static address requested by the intercept subject's MS, and
allocated by the Network for a successful PDP _context activation.

- _address allocated dynamically by the network to the intercept
subject MS in association with a PDP context activation (i.e.,
address is sent by the Network in an Activate PDP Context Accept)
for a successful PDP context activation procedure when the PDP
Context activation request does not contain a static PDP address.

- _address offered by the network in association with a network-
initiated PDP context activation request when the intercept subject's
MS accepts the network-initiated PDP context activation request.

event type C Provide the Continue interception with active PDP event type.

event date M Provide the date and time the event is detected.

event time

access point name C Provide to identify the:

- _packet data network to which the intercept subject requested to be
connected when the intercept subject's MS is successful at
performing a PDP context activation procedure (MS to Network).

- _access point of the packet data network that requested to be
connected to the MS when the intercept subject's MS accepts a
network-initiated PDP context activation (Network to MS).

PDP type C Provide to describe the PDP type of the observed PDP address. The
PDP Type defines the end user protocol to be used between the
external packet data network and the MS.

network identifier M Shall be provided.

correlation number C Provide to uniguely identify the PDP context delivered to the LEMF
used to correlate IRI records with CC.

lawful intercept identifier M Shall be provided.

location information C Provide, when authorized, to identify location information for the
intercept subject's MS.

QO0s C Provide to identify the QOS parameters.

6.5.1.4 END record information

The END record is used to convey the last event of packet-data communication interception.
The END record shall be triggered when:

- PDP context deactivation.
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Table 6.132: PDP Context Deactivation END Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed IMEI

observed PDP address C Provide to identify the PDP address assigned to the intercept subject,
if available.

event type C Provide PDP Context Deactivation event type.

event date M Provide the date and time the event is detected.

event time

access point name Provide to identify the packet data network to which the intercept
subject is connected.

PDP type C Provide to describe the PDP type of the observed PDP address. The
PDP Type defines the end user protocol to be used between the
external packet data network and the MS.

initiator C Provide to indicate whether the PDP context deactivation is network-
initiated, intercept-subject-initiated, or not available.

network identifier M Shall be provided.

correlation number C Provide to uniquely identify the PDP context delivered to the LEM and
to correlate IRI records with CC.

lawful intercept identifier M Shall be provided.

location information C Provide, when authorized, to identify location information for the
intercept subject's MS.

context deactivation reason C Provide to indicate reason for deactivation.
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