3GPP TSG SA WG3 #22bis aSIP ad hoc Tdoc S3z020057
Fort Lauderdale, Florida USA
8" April 2002

Net wor k Wor ki ng Group Jari Arkko
| NTERNET- DRAFT Vesa Torvi nen
<draft-arkko-si p-sec-agree-02.txt> Eri csson
April 2002 Tao Haukka
Noki a

Sanj oy Sen

Lee Val eri us
Nort el Networks

Security Mechani sm Agreenent for SIP Sessions

1. Status of this Meno

This docunent is an Internet-Draft and is in full conformance with all
provi sions of Section 10 of RFC2026. Internet-Drafts are working docu-
ments of the Internet Engineering Task Force (IETF), its areas, and

its working groups. Note that other groups nmay al so distribute work-

i ng docunents as Internet-Drafts.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or nmade obsolete by other docunents at
any tinme. It is inappropriate to use Internet-Drafts as reference

material or to cite themother than as work in progress.

The list of current Internet-Drafts nmay be found at

http://ww. ietf.org/ietf/1lid-abstracts.txt

The list of Internet-Draft Shadow Directories may be found at

http://ww.ietf.org/shadow htm .
The distribution of this meno is unlimted. It is filed as <draft-
ar kko- si p-sec-agree-02.txt>, and expires Cctober, 2002. Please send

comments to the author or to SIPPING or S|P working group.

2. Abst ract



SI P has a nunber of security mechani sms for hop-by-hop and end-to-end
protection. Some of the security mechani sns have been built in to the
SIP protocol, such as HITP authentication or secure attachnents. In

t hese nmechani sns there are even alternative algorithms and paraneters.
Currently, HITP authentication is known to be vulnerable to so called
Bi ddi ng- Down attacks where a Man-1n-The-M ddl e attacker sinply nodi-
fies nmessages in a way that |eads parties to believe the other side
only supports weaker algorithnms than they actually do. Also, currently
it isn't possible to select which security nechanisns to use over a
connection. In particular, even if some nmechani snms such as OPTI ONS
were used to nake this selection, the selection would be again vul ner-
abl e agai nst the Bi ddi ng-Down attack. On small networks configuration
and software update nethods are sufficient to deal with this type of
attacks, but on large networks that evolve over tinme, the security

i mplications are serious: either you deny connections fromlarge
anounts of ol der equi pnent, or risk losing all value of new al gorithns

through attacks that are trivial to the attackers. This docunent
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defines new headers and procedures for negotiating the security necha-
nisnme within SIP. A SIP entity applying this nmechani smnust al ways
require some mninmumsecurity (i.e. integrity protection) from al

communi cating parties in order to secure the negotiation
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I nt roducti on

Traditionally, security protocols have included facilities to agree on
t he used nechani sns, algorithns, and other security paraneters. The
reason for this is that experience has shown al gorithm devel opnent
uncovers problens in old al gorithnms and produces new ones. Further-
nore, different algorithns are suitable for different situations. Typ-
ically, protocols also select other paraneters beyond al gorithns at
the sanme tine.

The purpose of this paper is to study whether simlar functionality is
necessary in SIP [1]. SIP has sone security functionality built-in
such as HTTP aut hentication [4], secure attachnments such as S/ M ME,
and can al so use underlying security protocols such as | PSec/I|KE [2],
TLS [3]. Sone of the built-in security functionality has also alter-
native algorithns and other paraneters. While some work within the
SIP Wrking G oup has been | ooking towards reduci ng the nunber of rec-
omrended security solutions (e.g. reconmend just one |ower |ayer secu-
rity protocol), we can not expect to cut down the nunber of itenms in
the whole list to one. There will still be multiple security solutions
in SIP. Furthernore, given that security work around SIPis inits
early stages, it is likely that new nethods will appear in the future,

to conplete the nethods that exist today.



Chapter 5 shows that wi thout a secure nethod to choose between secu-
rity mechani snms and/or their paraneters, SIP is vulnerable to certain
attacks. As the HITP authentication RFC [4] points out, authentication

and integrity protection using nultiple alternative nmethods and

J. Arkko et al Expi res Oct ober 2002 [ Page 2]

| NTERNET- DRAFT SI P Sec Agreenent 4 April 2002

algorithns is vulnerable to Man-in-the-Mddle (MTM attacks. Mre

seriously, it is hard to know if a SIP peer entity truly can't perform
e.g. auth-int QOP in Digest, TLS, or SSMM or if a MTMattack is in
progress. In small workstation networks these issues are not very rel -
evant, but the deployment of hundreds of millions of snall devices

with little or no possibilities for coordinated security policies, let
al one software upgrades nakes these issues nuch worse. This concl usion

is supported by the requirements from 3GPP [5].

Chapter 6 docunents the proposed sol ution, and chapter 7 gives sone

denonstrati ve exanpl es.

The Probl em

SIP has alternative security nechani sns such as HTTP aut hentication /
integrity protection, lower |ayer security protocol(s), SSMM It is
likely that their use will continue in the future. SIP security is
developing, and is likely to see al so new solutions in the future, for
exanple along the introduction of SIP for new network access technol o-
gies. Future services nay also bring with thensel ves different secu-

rity requirenments and net hods.

Depl oyment of |arge nunber of SIP-based consumer devices such as 3GPP



termnals requires all network devices to be able to acconmpbdat e both
current and future nechanisns; there is no possiblity for instanta-
neous change since the new solutions are comng gradually in as new
standards and product releases occur. It isn't even possible to

upgrade sone of the devices without getting conpletely new hardware.

So, the basic security problemthat such a | arge S| P-based network
must consi der, how do security mechani snms get selected? It would be
desirable to take advantage of new nechani sns as they becone avail abl e

in products.

Firstly, we need to know sonehow what security should be applied, and

preferably find this out wi thout too many additional roundtrips.

Secondl y, selection of security mechani sns MUST be secure. Tradition-
ally, all security protocols use a secure form of negotiation. For

i nstance, after establishing nmutual keys through Diffie-Hellman, |IKE
sends hashes of the previously sent data -- including the offered
crypto nechanisns. This allows the peers to detect if the initial

unprotected offers were tanpered wth.

The security inplications of this are subtle, but do have a fundanen-
tal inportance in building | arge networks that change over tinme. G ven
that the hashes are produced al so using algorithns agreed in the first
unpr ot ect ed nessages, one could ask what the difference in security
really is. Assuming integrity protection is nandatory and only secure
algorithns are used, we still need to prevent MTM attackers from nod-
i fying other paraneters, such as whether encryption is provided or

not. Let us first assune two peers capabl e of using both strong and

weak security. If the initial offers are not protected in any way,
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*any* attacker can easily "downgrade" the offers by renoving the
strong options. This would force the two peers to use weak security
between them But if the offers are protected in sone way -- such as
by hashing, or repeating themlater when the selected security is
really on -- the situation is different. It would not be sufficient
for the attacker to nodify a single nessage. Instead, the attacker
woul d have to nodify both the offer nessage, as well as the nessage
that contains the hash/repetition. Mirre inportantly, the attacker
woul d have to forge the weak security that is present in the second
nmessage, and would have to do so in real tinme between the sent offers
and the | ater nessages. Ot herw se, the peers would notice that the
hash is incorrect. If the attacker is able to break the weak security,

the security nethod and/or the al gorithm should not be used.

In conclusion, the security difference is naking a trivial attack pos-
si bl e versus demanding the attacker to break algorithns. An exanple of
where this has a serious consequence is when a network is first
deployed with integrity protection (such as HTTP Digest [4]), and then
| ater new devi ces are added that support also encryption (such as
SSMME [1]). In this situation, an insecure negotiation procedure
allows attackers to trivially force even new devices to use only

integrity protection.

It can be asked why the devices would be allow ng both weak and strong
security in the first place. The answer lies in understandi ng how net -
wor ks are deployed, and in the |ogistical and econom cal problens in
upgr adi ng gl obal networks instantanously. These issues are of particu-
larly high relevance for networks with a |arge nunber of devices, such
as the third generation nobile networks. Once mllions or even hun-
dreds of mllions of devices have been sold to custoners, it becones

i npossible to replace themw th new devices. Therefore, network equip-
ment such as SIP proxies nust continue to accept even the ol der

equi penent that are less capable in ternms of security. Similarly,
clients wishing to stay in contact regardl ess of who they call or
where they are, have a need to all ow both weaker and stronger necha-
nisns. Naturally, broken security nechani sns nust not be used even

when communi cating with ol der devices and network equi prent.



Sol uti on

The solution to the SIP security negotiation problem should have the

foll owi ng properties:

(a) It allows the selection of security nmechani snms, such as | ower

| ayer security protocols or secure attachnents. It also allows the

sel ection of individual algorithnms and paraneters where the security
functions are integrated in SIP (such as in the case of HITP authenti -

cation or secure attachnents).

(b) It allows both end-to-end and hop-by-hop negoti ation

(c) It is secure, i.e. prevents bidding down attacks.
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(d) It is capable of running wthout additional roundtrips. This is
important in the cellular environnment, where an additional roundtrip

could cost 1000 to 1500 ns for the call set up del ay.

(e) It does not introduce any additional state to servers and proxies.

Currently, SIP does not have any mechani sm which fulfills the require-
ments above. The basic SIP features such as OPTIONS and Require, Sup-
ported headers are capable of inform ng peers about various capabili -
ties including security mechani sms. However, the straightforward use

of these features does not guarantee a secured agreenment. HITP Di gest

algorithmlists [4] are not secure for picking anong the digest



.1

integrity algorithns, as is described in the RFC itself. More seri-
ously, they have no provisions for allow ng encryption to be negoti -
ated. Hence, it would be hard to turn on possible future encryption

schenes in a secure nanner

Procedure

In this solution, the security features are represented as regul ar
option tags in SIP. If there will ever be any features that require
paraneters such as key lengths, the option tags can be associated with

an optional value field.

- The clients MJUST announce a |list of supported option tags in their
first request. The servers MJST use this information in preparing
their response, such as including a challenge if the first conmonly
supported mechanismis HTTP Digest. It isn't necessary, however, for
the server to renenber the clients preferences beyond the response.

If the list is not present in the request when arrived to the server
the server MAY respond with an error nessage. The error nessage MAY
include a list of prefered security mechanisnms as well as HTTP aut hen-

tication challenge if appropriate.

- The servers MJST announce a |list of supported option tags in their
first response. This list MJUST NOT depend on the contents of the |ist
sent by the client in the first nmessage because this |list may have
been nodified by an attacker. For the sane reason, the server SHOULD
continue the process even if there were no conmon security mechani snms
inthe client's and server's lists. Typically, the server's list of
supported option tags is static. However, a server MAY naintain sev-

eral lists, e.g. one for each different access channel

- The client nmakes the selection of the used security nechani sm based
on its own preferences and the server's list. The client MJST start to
use the selected security mechanismfromthe second request nessage.
Not e that non-adjacent SIP entities can not use hop-by-hop security
mechani snms such as TLS or IPsec. If a client receives a list of hop-
by-hop security nmechani sns froma server several hops away, it MJST
NOT try to use these nechanisns with the first hop proxy. The client
MAY try to contact the server several hops away directly | eaving the

ot her proxies in between away.
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- In the client’s second request, the client MJST return the server’s
list.

The security of the agreenent conmes fromthe client’s repetition of
the server’s list of option tags in the second request nessage. The
server can then proceed to verify that the Iist has not been nodifi ed.
If a nodification is detected, the server MIUST return an error or dis-
connect. The server MJST send a positive answer if and only if the
list was not nodified. The server does not need to nenorize the lists
it has sent in earlier responses, provided that the set of security
mechani sms supported by the server is constant, which seens like a
reasonabl e assunption. A proxy or server that inplenents this necha-
ni smnust have a policy on whether or not it accepts such requests
that does not include security agreenent headers. Also these requests

may have been nodi fied by an attacker

Not e that one SIP request MAY include several independent security
agreenent |ists. However, only one header SHOULD be used between two
SIP entities.

Note al so that once the security has been negotiated between two SIP
entities, the sane SIP entities MAY use the sanme security when comu-
nicating with each other in different SIP roles. For exanple, if a UAC
in a end-user equipnment and a UAS in a proxy negotiate sone security,

they may try to use the same security for terminating requests.



Attackers could try to nodify the repeated list in the second request
fromthe client. However, if the selected security nmechani sm uses
encryption this nay not be possible, and if it uses integrity protec-
tion any nodifications will be detected by the server. In order to
ensure this, all clients that inplenent this specification MIST sel ect
HTTP Di gest, S/M Mg, TLS, |Psec, or any stronger nmethod for the pro-
tection of the second request. If HITP Digest is used alone, the secu-
rity agreenment headers MJST be protected. This can be done with HTTP
Digest if combined with MM SIP tunneling, for exanple.

Attackers could also try to nodify the client's Iist of security mech-
anisnms in the first nessage. This would either be revealed to the par-
ticipants, because of unexpected challenges in the server's first
response, or would have no effect because the client picks its own
security nethod only based on its local information and the server's
static list.

The client's first protected request can be a real request such as
I NVITE, as the server MJST check the correctness of the lists before

it proceeds to execute the requested operation

Thi s approch explicitly lists the recipients of the security nethod
agreenent. This is intended to allow a negotiation of the first-hop
security mechanismwhile at the sane tine running e.g. a REG STER with

Di gest authentication to a server sone hops further away.

Thi s approach could also be trivially extended to support security

agreneent over a full path. However, since the sips: UR schene
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. 2.

al ready solves the nost pressing issue in that area we have chosen to

not support this.

Header descri ptions

The Security-Method header indicates who wants security towards whom
and what kind of security. The followi ng ABNF describes the syntax of

this header and extends section 25.1 in [1]:

"Security-Method" HCOLON to-uri COWA fromuri COMVA nechli st

\Wher e
to-uri = addr-spec
fromuri = addr-spec
mechl i st = mechopts *( COWA nechopts )
mechopts = nechtag *( SEM nechtag )

mechtag = option-tag [ EQUAL token]

The meaning of these fields is as foll ows:

- The "to-uri" indicates the desired receiver of the information. The
value of this field should be a SIP URI. Wen sent by a client, the
val ue woul d typically (but not necessarily) contain just the host and

port nunber parts.

- The "fromuri" indicates the sender of the security agreenent infor-
mation. The value of this is also a SIP URI. Wien sent by a client,
the value would typically (but not necessarily) include a username
part.

- The "mechlist"” represents a list of alternative security mechani sns.
I nside one "nmechlist” entry we can have nultiple alternative necha-
nisns and al gorithms. The order of the nechanisns in the list repre-
sents the server preferences; first 'mechopts' in the list is nost
favourabl e mechanism For instance, the list "org.iana.sip.digest;
org.iana.sip.tls, org.iana.sip.ike" would represent the requirenent
that one nust run HTTP Di gest and TLS sinul aneously, but if that is

not possible, also I Psec/IKE is acceptable.



- The "mechopts" represents a list of security mechanisns, all of
whi ch nust be supported sinultaneously on the same connection (such as
both Di gest and TLS).

The "mechtag" represent one individual mechanism The "option-tag"
syntax is used for these in order to facilitiate the easy addition of
new mechani snms. All option tags starting with "org.iana.sip." MJST be
docunented in Internet Drafts or RFCs. The initial |ist of standard-

ized option-tags is presented bel ow

org.iana.sip.cdigest: client authentication with HTTP Di gest
org.iana.sip.digest: nutual authentication with HTTP D gest
org.iana.sip.stls: server authentication with TLS

org.iana.sip.tls: nutual authentication with TLS
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org.iana.sip.smne;: S/MM:

org.iana.sip.ike: IPsec/lKE

Note that HTTP Di gest al one does not fulfill the m nimum security
requirenents (i.e. integrity protection). In order to use HITP D gest
al one, sonme variant of M ME tunneling should be used. HITP Di gest can

al so be conbined with TLS, for exanple.

The optional "token" parameter associated with an "option-tag" can be
used to assign a paraneter value to certain options. This nay be use-
ful to select algorithnms, key lengths, or other simlar paraneters in
mechani snms integrated to SIP. No such paraneters are defined for the

f our above nechani snms, however.



Multiple instances of the same header field can appear in SIP nes-
sages. Typically, the client inserts its own Security-Mthod header
when it sends a request, and the server/proxy adds its own response.
The paraneters are in all cases set in an appropriate nmanner to indi-
cate in the "to-uri" pareneter the party who inserted the header. O
rather -- since the client is copying sone of the server's responses

-- whose security capabilities the header applies to.

Exanpl es

Sel ecting Between New and O d Mechani sns

In this exanple we denonstrate the use of the framework for securing
the first hop using sonme security nmechani sm w thout know ng before-
hand whi ch nmet hods the server supports. W assune that the client is
not willing to reveal any information on what it intends to do, so it
uses OPTIONS in the first nessage that is sent in the clear. The exam
ple starts by a client sending a nessage to the server, indicating
that it is of the new variant that supports TLS in Step 1. In Step 2,
the server responds that with it own list of security mechanisnms --
SIMME or TLS in this case -- and the peers start only common security
service i.e. TLS at Step 3. In Step 4, the client resends the server's
Security-Method header, which the server verifies, and responds wth
200 K.

1. Cdient -> Server:

OPTI ONS server SIP/2.0

Security-Method: sip:client, sip:server, org.iana.sip.tls
2. Server -> Cient:
200 K
Security-Method: sip:server, sip:client, org.iana.sip.snne,
org.iana.sip.tls

3. Security handshake at a |lower layer i.e. TLS

4. Cient -> Server:



J. Arkko et al Expi res Oct ober 2002 [ Page 8]

| NTERNET- DRAFT SI P Sec Agreenent 4 April 2002

I NVI TE server SIP/ 2.0
Security-Method: sip:server, sip:client, org.iana.sip.snne,

org.iana.sip.tls

5. Server -> Cdient:

200

In the exanple we have onitted the returned values of Security-Method
inreplies for clarity. Typically in SIP the servers do not renove

header fields as they answer, they only add new headers.

If this exanple was run wi thout Security-Method in Step 2, the client
woul d not know what kind of security the other one supports, and would

be forced to error-prone trials.

More seriously, if the Security-Method was omitted in Step 4, the
whol e process woul d be prone for MTM attacks. An attacker could spoof
"I CWP Port Unreachabl e" nessage on the trials, or renove the stronger
security option fromthe header in Step 1, therefore substantially

reduci ng the security.

Sel ections Along the Path

This exanple attenpts to show how sel ections can be nade e.g. between
a client and the first-hop proxy while the actual SIP nessages are
still destinated to a server further on in the network. This exanple

al so denonstrates how we can fulfill the 3GPP requirements on being



able to securely agree on the security nmechani sm between the client

and its first hop proxy, w thout adding roundtrips.

In 3GPP networks, the clients make REGQ STER operation in their first
nmessage, in order to informthe home network that they are at a par-
ticular location. Due to the properties of 3GPP radio interfaces, it
is necessary to optimze the nunber of roundtrips needed in the whole
process. Therefore, we try to parallelize the tasks. It should be
noted that the sanme functionality could be achi eved using additiona
OPTI ONS nessages.

Thi s exanpl e does not assume anything on the security nethods used in
3GPP. Instead, it denpbnstrates a general case in which the first hop
proxy and the client term nal nay support one or nore of the three
alternative security solutions: a) TLS with HTTP Di gest, b) |Psec/I|KE
and c) plain HTTP Digest (which may use sone variant of M ME SIP tun-

neling in order to provide full integrity protection).

The exanple starts by a client conming to a new area and | earning the
address of the local proxy. The proxy is of a new version, so it sup-
ports all security nmechanisnms. The client supports alternatives b) and
c). The client also knows its hone server address. W assune that
sonme trust has al ready been established between the client and the
hone, and between the client and the proxy. Perhaps this trust is in
the form of the nodes bel ongi ng under the same PKI, or having dis-

tributed shared secrets beforehand.
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In Step 1 the client contacts the proxy using a REG STER nessage. W

omit the details of the conmunications with the hone server in this



di scussi on, but the proxy forwards the nessages onwards in Step 2. In
Step 3, the proxy responds indicating that it is of the new variant
that supports TLS with HTTP Digest, |Psec/IKE, and plain HTTP Di gest.
In Step 4, the client selects the first nethod is supports (IPsec/|KE
in this case), the protection is turned on. In Step 5, the client
sends the next round of REGQ STER nessages to the server. This includes
the repetition of the original security capabilities of the server

The server verifies this list, and in Step 7 it responds with a 200
K

1. dient -> Proxy:
REAQ STER server SIP/ 2.0
Security-Method: sip:client, sip:proxy, org.iana.sip.ike,
org. i ana. si p. di gest
2. Proxy communi cates with the Server
3. Proxy -> Cient:
401 Aut hentication Required
(HTTP Di gest challenge fromthe proxy to the client)
Security-Method: sip:proxy, sip:client, org.iana.sip.stls;
org.iana.sip.cdigest, org.iana.sip.ike,

org. i ana. si p. di gest

4. Security handshake at a |lower |ayer i.e. |Psec/l|KE

5. Cient -> Proxy:
REAQ STER server SIP/ 2.0
Security-Method: sip:proxy, sip:client, org.iana.sip.stls;
org.iana.sip.cdigest, org.iana.sip.ike,
org. i ana. si p. di gest

6. Proxy communi cates with the Server

7. Proxy -> Cient:



200

As in the previous exanple, if this was run without Security-Method in
Step 3, the client would not know what kind of algorithns the server
supports. In this exanple we denonstrate al so the need for the client
to send its own nechanismlist in Step 1. If this wasn’t known to the
proxy when it responds in Step 3, it could not have provided a suit-
abl e HTTP Di gest chal | enge because at that point the proxy woul d not

have known if the client supports that.
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As in the previous exanple, removing the repetition of the Security-

Met hod header in Step 5 woul d open the systemto M TM attacks.

Security Considerations

This draft is about making it possible to select between various SIP
security mechanisnms in a secure manner. I n particular, the nmethod pre-
sented here allow current networks using e.g. Digest later securely
upgrade to e.g. SSMME without requiring a sinultaneous nodification

in all equipnent.

The nethod presented in this draft is secure only if the weakest pro-
posed nmechanismoffers at |east integrity protection. Therefore, at
| eat HTTP Di gest authentication in conbination with sonme variant of

M ME tunnel i ng SHOULD be used in conjunction w th our approach
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Concl usi ons

The presented nethod appear to secure the selection between different
security mechani snms. The authors encourage security analysis of the
pr oposal

Modi fi cati ons

The -02 version of this draft introduced the follow ng nodifications:
- Clarified that the solution requires always sone base | evel of secu-
rity (i.e. integrity) in order to work. Even 'the weak security' must
not be broken.

- References to Enhanced HTTP Di gest renpved.

- Option tags has been nodified. This version proposes option tags

al so for cases in which a security nethod is used for one direction
only (e.g. if TLS is used for server authentication only).

- Mbdtivation section has been shortened since this is nowa Wsitem

- Text related to alternative solutions shortened and noved to a new

pl ace.

- New rules for possible error and special cases has been added, e.g.
for the case in which an non-adjacent SIP entities try to negotiate
hop- by-hop security nmechani sns.

- The semantics of the 'mechlist' and 'nmechopts' has been changed in
order to cover nore potential use cases. The conma is now 'OR and the
sem colon is now ' AND .

The -01 version of this draft introduced the foll owi ng nodifications:

- Reversed approach to nmake servers statel ess
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12.
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- Renoved di scussion of the use of this for Digest algorithmselec-

tion, since Enhanced Di gest al ready has bi ddi ng- down protection

- Renaned org.iana.sip.digest to org.iana.sip.edigest and renoved the
paraneters, as we can rely on Enhanced Digest to performthe algorithm

sel ecti on.

- Renoved agreenments for full paths.

- Sinplified syntax
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