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1. Overall Description:

The GUP Joint ad hoc on Generic User Profile (GUP Joint ad hoc) would like to thank SA1 for its stated
appreciation of the work performed by the GUP Joint ad hoc on the Generic User Profile Concept and
Definitions, specifically with respect to the Stage 1 specification. The GUP Joint ad hoc is gratified that the SA1
group now wishes to forward the GUP Joint ad hoc’s work on the Stage 1 specification and welcomes the
opportunity to relinquish control of that specification to the SA1 group.

As requested by the SA1 group, the GUP Joint ad hoc has frozen the Stage 1 22.240 specification at the v0.3.0
revision level. The GUP Joint ad hoc, however, feels that it would be remiss in its obligations to provide as
accurate a specification as possible to the SA1 group if the GUP Joint ad hoc did not note the issues and
suggested corrections to the v0.3.0 version of the 22.240 specification that were open at time of freeze. To that
end, please accept the following UP documents covering known issues and suggested corrections to the v0.3.0
22.240 specification that are specified in the Action section below.



Please note that several documents were postponed at the Stuttgart GUP Joint ad hoc meeting, and are
attached here for your further attention.

Please note that the work on TS 23.241 (3GPP Generic User Profile - Data Description Framework) and TS
24.241 (3GPP Generic User Profile Common Objects) has moved to the T2 GUP ad hoc.

The GUP Joint ad hoc group looks forward to a continued collaboration with SA1 for the rapid completion of this
joint effort. To that end, the GUP Joint ad hoc group will be available to participate in the SA1 GUP ad hoc
during the SA1 ad hoc meeting in Phoenix during the week of 14-18 January, 2002.

2. Actions:
To the SA1 and SA1 GUP ad hoc groups.

ACTION: Please review the attached documents for the potential inclusion in or modification of 22.240 Stage 1
v0.3.0 specification.

To the SA2, SA3, SA4, SA5, T2, T3, CN4, CN5, T2 GUP ad hoc group.

ACTION: This is copied to the indicated groups to accommodate the list of groups copied in the original SA1
group liaison statement numbered S1-011176. No action is required since the documents included
here are also reflected in the Status Update provided in UP-010128.

3. Date of Next GUP Joint ad hoc Meetings:

S1 GUP 15-18 Jan 2002 Phoenix, AZ, USA
(for reference)
T2 GUP #1 05-07 Feb 2002 Sophia Antipolis

(for reference)
GUP Joint #8 07-08 Feb 2002 Sophia Antipolis
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Foreword

This Technical Specification has been produced by the 3 Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Verson x.y.z
where:
X thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, e.g. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

The 3GPP Generic User Profile is the collection of datawhich is stored and managed by different entities such asthe
UE, the Home Environment, the Serving Network and Value Added Service Provider, which affects the way in which
an individual user experiences services.

The objective of specifying the Generic User Profileisto provide a conceptual description to enable shared usage of the
information content by the different entities The specification of the GUP should also alow extensibility to cater to
future devel opments.

The 3GPP Generic User Profile is composed of a number of User Profile components. An individual service may make
use of a number of these components. The 3GPP Generic User Profile will be accessed by the user, used in capability
negotiation, managed by terminal management servers, accessed by applications and used in other ways. The fact of
having several domains within the 3GPP mobile system (e.g. Circuit-Switched, Packet-Switched, IP Multimedia
Subsystem and the Service/Application domains) introduces a wide distribution of data associated with the user.

1 Scope

The present document defines the stage one description to the 3GPP Generic User Profile (GUP). It specifies
requirements to the 3GPP Generic User Profile, seen primarily from the user, home environment, serving network and
service provider’s points of view.

This TS includes information applicable to the home environment, device- and network manufacturers and service
providers which are sufficient to provide complete support of servicesin 3GPP networks.

While the 3GPP Generic User Profile may contain components that are out of scope of 3GPP (e.g. for services offered
by third parties) the requirementsin this specification pertain only to those components that lie within the 3GPP system.

3GPP
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2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.

« For anon-specific reference, the latest version applies. 1n the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
release as the present document.

[1 3GPP TS 21.905: 3rd Generation Partnership Project; Technical Specification Group Services and
System Aspects; Vocabulary for 3GPP Specifications.
2] 3GPP TS 22.121: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects Service Aspects; The Virtual Home Environment".
[3] 3GPP TS 22.097: "Multiple Subscriber Profile (MSP) Phase 1; Service description - Stage 1".
[4] 3G TS 21.133: "3G Security; Security Threats and Requirements”.
3 Definitions, symbols and abbreviations

Here are only included definitions that are in addition to that in 21.905.

3.1 Definitions

3GPP Generic User Profile: The 3GPP Generic User Profileis the collection of data which is stored and managed by
different entities such as the UE, the Home Environment, the Serving Network and Value Added Service Provider,
which affects the way in which an individual user experiences services.

Data Consumer: A data consumer is an entity which uses data stored and controlled by another network entity.
Data Source: A data source is an entity which stores and controls data relevant for its operation.

User Profile Component: User Profile components are all the detailed data that specifies. General user and subscriber
info, UE and application capabilities, subscriber settings, user preferences, user settings, identifiers, security policies
and settings, etc. A user may have zero, one or more instances (specific values) of a specific User Profile component,
which is defined here asalogical grouping of related data. An instance of a User Profile component includes identity,
type, structure, access rights, storage locations, and ownership.

3.2 Abbreviations

Here are only included definitions that are in addition to that in 21.905. For the purposes of the present document, the
following abbreviations apply:

GUP 3GPP Generic User Profile

3GPP
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4 General description

The 3GPP Generic User Profileis the collection of data which is stored and managed by different entities such as the
UE, the Home Environment, the Serving Network and Value Added Service Provider, which affects the way in which
an individual user experiences services. The 3GPP Generic User Profile is composed of a number of User Profile
components. An individual service may make use of a number of User Profile components (subset) from the 3GPP
Generic User Profile.

4.1 3GPP Generic User Profile Concept

The advantage of specifying a Generic concept is that the user profile can easily be extended. All new data that will
become part of the User Profile, and all new servicesthat will be developed can use the already existing mechanism
defined for the 3GPP Generic User Profile concept. Only some parts of the User related data are part of the 3GPP
Generic User Profile, which can be classified in the following categories:
[Editor’s Note: possibly move following text to later section, or remove]
Part of 3GPP Generic User Profile:

- Datathat affectsthe way in which an individual user experiences services.

- Settings/Preferences. Configuration data, administration data, object identifiers.

- Capability descriptions.

Examples of data categoriesthat are not part of 3GPP Generic User Profile
- RunTime Data. The datathat is created during the initiation of the session, call or application execution and if
they are only available during the lifetime of such session, call or application execution then they are considered
as Run Time data.

- Historic/Statistic Data. User/system behaviour information (e.g. statistics on the usage preferred web pages;
duration, number of call; error rate).

4.2 GUP and GUP components

[Editor’snote: Terminology to berevisited]
[Editor’snote: possibly use diagram from 67 (M aterna)]

[Editor’snote: diagram to berevisited]

A user has one single 3GPP Generic User Profile, and this Generic User Profile consists of User Profile components. A
User Profile component isalogical grouping of related data.

Further elaboration on the User Profile Component content is needed and will be provided at further meetings.

A user may have one or more instances (specific values) of a specific User Profile component. An instance of a User
Profile component is inherit from the Generic User Profile component. An instance of a User Profile component may be
individually customised by the user.

3GPP
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Generic User Profile

P

User Profile Component

User Profile Component
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User Profile } User Profile User Profile
User Profile

Component Component Component
b Component b P

A User Profile component may includes type, structure, access rights, storage locations, and ownership. There are 2
scenarios to consider for the instantiation of a User Profile component:

- Aninstance of acomponent is stored in one location, but might be copied to other locations for reasons such as
efficiency.

- Severa instances of a component exist with different content (e.g. a Qos instance relative to home use and
travelling).

[Editor’s note: Not agreed upon usage of ‘ Service Customisation Sets]

A particular set of User Profile Component Instances may be grouped into a “ Service Customisation Set”. The user will
experience service according to the currently active Service Customisation Set.

[Editor’s Note: Thefollowing text needsto be considered in relationship to the previoustext, which isalmost a
duplicate, except for diagram references)

A user has one single 3GPP Generic User Profile, and this Generic User Profile consists of User Profile components.

A user may have zero, one, or more instances (specific values) of a specific User Profile component, which is defined
here asalogical grouping of related data. An instance of a User Profile component includes identity, type, structure,
access rights, storage locations, and ownership. There are 2 scenarios to consider for the instantiation of a User Profile
component:

- Aninstance of acomponent is stored in one location, but might be copied to other locations for reasons such as
efficiency. See diagram X.

- Severa instances of a component exist with different content (e.g. a Qos instance relative to home use and
travelling). See diagram Y [Editor’snote: No diagram Y existsin this document]

3GPP
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4.2.1 Logical versus physical GUP
It isimportant to distinguish between the logical and the physical view of the GUP.

Thelogical view of the GUP describes what components belong to the profile, including the component instances
needed for different profile variants (Home, office..).

The physical view of the GUP describes how the different components are distributed over different storage nodes and
the relation between them (e.g. distributed copies for efficiency reasons).

Onelogical view of GUP could have more than one implementation, that is, more than one physical view of GUP.

Thisstage 1 TS elaborates on the logical view.

Logical View of GUP

User Profile Component 1 is
implemented by two Physical
User Profile Components, stored
in node A and B and
User Profile synchronized.
Component 3 User Profile Component 2 is
User Profile implemented in a physical
Component 2 component in storage node A
User Profile Component 3 is
I\ implemented in a physical
| P - | component in storage node B
Physical View of GUP |
Storage node A Storage node B
User Profile
l Component 1
Copy
User Profile User Profile
Component 2 Component 3
Master Master

Figure X: GUP logical and physical view
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4.2.2 Instances of the GUP components — Active sub-profiles

[Editor’snote: Need to revisit terminology regar ding sub-profiles and Service Customisation Sets and fit to
following diagram]

GUP consists of User Profile Components. The GUP could contain more than one instance of a specific User Profile
Component, that is, all the possible values that a certain User Profile Component could have for different situations.
Only one instance of this specific component is active in a specific situation, that is, when the GUP datais
used/accessed, only a subset of all the component instances are relevant, i.e active. We denote this subset Active sub-
profile.

An application accessing the GUP information will only accessiits active sub-profile. However, when managing the
GUP, all different instances would be accessible.

GUP Components | GUP Component I nstances, CI x Sub-profiles that can be activated
Home Meeting Car
UPC Call Forward | CI 1: Status=on, Number= 9999 v
Cl 2: Status=on, Number= 0111 Vv
ClI 3: Status=off, Number= Not def. v
UPC Ring Signal Cl 1: Ring= Mymelody v v
Cl 2: Ring= Silent v
UPC Subscription | CI 1: IMSI= 123 45 6789 v v v
I dentity

[Editor’snote: Need to develop a generic version of the previoustable]

4.3 3GPP Generic User Profile Data Classification

[Editor’snote: Need further discussion and verification of the following bullet points. Currently a lack of
agreement on the definitions.]

The purpose of this classification isto understand the 3GPP Generic User Profile from a contents perspective i.e. what
is within the scope of the 3GPP Generic User Profile.

The data that constitutes the 3GPP Generic User Profile can be classified according to the following classification
criteria. This section contains a non-exhaustive list of classification criteria: Information Characteristics, Storage
location, and Ownership. For each criterion there are examples.

(@) Information Characteristics:
Txt?

e General Information
Thisisinformation not controlling the behaviour of afunction. Examples are

0 General User Information (Name, address, age, sex, D)
0 Logical identifiers (e.g. logical name, personal number, e-mail address)

0 Genera Subscriber Information (Name, bill info, users)

3GPP



Release 5

10 3GPP TS 22.xxx V0.3.0 (2001-10)

e Capability description
describes the capacity of something. It is normally not configurable by the user. Capability information can be
used to select the best content/information/function/strategy among a number of possible ones.

(o]

Terminal Capabilities

Asthe number and variety of devices grows, there is a corresponding increase in the need to adopt the
interaction depending on the capabilities of different devices. The terminal capabilities have to be
described. Examples of terminal capabilities are: User interface capabilities, Communication
capabilities, Synchronisation capabilities, MEXE capabilities, WAP Browser capabilities.

Subscribed Network capabilities

the variety of subscribed network capabilities will vary from user to user. There will be aneed to
describe the subscribed capabilities. Based on this information the subscriber will be allowed to gain
access to the set of subscribed capabilities.

[Editor’snote: revisit the above definition “ service provisioning data” in previous dr aft]

(o]

Serving Network Capability

the capabilities of the used network will vary between networks and even within a network. The
mobile environment related capabilities could differ from place to place. There will be aneed to
describe the supported capabilities. Based on this information and information about subscribed
capabilities, the user will be allowed to gain access to the set of subscribed and supported network
capabilities.

Subscribed Service Capabilities
These data that provisioned to a user or not.

e User'sPreferences
These are wishes set by the user, and indicate a preference to use one particular type of
content/information/function/strategy over another. A preference can be defined before you know which
function will be using them. Examples are:

(o]

(o]

(o]

User Interface preferences
Browser appearance (User’s preference for displaying frames)

Preferred memory usage

[Editor’s note: Need to revisit Service Customisation terminology and itsrelationship to capability
description - above]

e Service Customisation
Thisisinformation used to customise one or more services/applications/functions according to the user.

Examples are;
0 Userinterface (Ring volume, Vibrating aert, Ring signals, Melodies, Key sound)
0 WAP Parameters (Bookmarks,; Gateway: |nternet account, Gateway |P address, User 1D, Password,
Data mode, Security, Show images, Response timer)
0 User security policy (application download, ciphering, positioning)
0  User Security data (Secret keys, user name)
0 Authentication data (e.g. password, pin, voiceprint)
0 Supplementary Services settings
0 Redirection number (for call forwarding service)
0 Screening lists (for outgoing and incoming call screening services)
0 Quality of service associated to this particular service

3GPP
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(b) Storage location:

A general feature of the 3GPP Generic User Profile is that the different nodes are consumers for a certain subset of the
data and are sources for another part. As aresult, the parts of the 3GPP Generic User Profile are stored in different
places. The same information can a so be stored in many places.

» CoreNetwork
0 Home network
0 Serving Network
¢ User Equipment (UE)
o ME(MTandTE)
o UuliccC
* Application Valued Added Service Provider Equipment

[Editor’snote: Application Service Provider Equipment — need to clarify definition. For both owner ship and
stor age location]

(c) Ownership:

The ownership of datais used in the access control. A node does not automatically own the data stored in it. A trusted
node can store data own by many different owners.

e User

e Subscriber

¢ Network operator

e Home Environment

« HE Value Added Service Provider

[Editor’snote: We need to revisit thisbullet, regarding HE-VASP and VASP]

[Editor’snote: Application Service Provider Equipment —need to clarify definition. For both ownership and
storage location]

3GPP
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4.4 Data Consumers and Data Source Categories

[Editor’s Note: Ericsson document 50 to be discussed, regarding 4.4]

A general feature of the user profile isthat the different network entities are data consumers for a certain subset of the
user profile and are data sources for another part. As aresult, the user profileisahighly distributed data set across
different network elements and administrative domains.

A categorization is proposed for the different data consumers/sources into different roles. Those roles can have very
different characteristics and induce different requirements to the user profile management architecture.

Core Network (CN) [data source and consumer] elements are interacting on the base of a well-defined standardized
data model with narrow focus. They are characterized by infrequent changes of the used data model, high
throughput, and short response time. Communication and data exchange between CN-network elementsis done via
standardized protocol relationship with static data structures. Changes of CN-functionality are assumed to be
infrequent.

Operation and Maintenance (OAM) [data consumer]: OAM activities related to user profile are provisioning
and administration of subscriber data by the network operator. These activities are characterized by needs for
high throughput and longer response time. In order to allow simple and centralized administration it should be
transparent to the administrator where the different parts of the subscriber data are stored. As aresult, thisrole
needs a single system image on user profile, or, on functional terms, a common data access function.

User Equipment: (UE): UE activities related to the user profile include indirect referencing on request from a
Service Provider (client capability query), capability negotiation between UE and Service Provider, and User
setting of her Preferences etc, viathe MMI.

The other roles are represented by applications. Generally, every application splitsinto two parts: First, the part
providing the actual service the user is subscribing for (e.g. service execution) and, second, the part which is used by the
subscriber to change his personal service preferences (e.g. service customization):

Real-Time Application: Thisisthe first part of an application using data with stronger reguirements on response
time (being the time where a data change becomes effective) but |ess requirements on throughput than core
network elements. Changes of behaviour, data model, or even existence of applications are assumed frequent.

Management-Application (subscriber self administration): The part of an application used for subscriber-
specific service self-administration using data with weaker requirements on response time and on throughput.

5 High level requirements

5.1 General User Requirements to support the User

Requirement for personalisation of services:
- The 3GPP Generic User Profile shall enable personalisation of a user’s services.

- TheUser shall be able to define a Default User Profile to use that meets their minimal requirementsin case the
entire set of expected User Profile components are not available. In such a case, the Default User Profile shall
be enabled. An example of thisiswhen one or more data sources (e.g. servers), holding key User Profile
components are not available. The User requires her User Profile to be available to provide the Data consumer
(e.g. I1SP) with the ability to perform content negotiation. Rather than experience no level of service
personalisation, the user shall be provided with a Default User Profile, that meets their minimum expectations.

Requirement for recovery of UE-based services:
For services that have been provisioned to the user by the HE-Operator and/or HE-V ASPs, the user shall have the
possibility to:

3GPP
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- Recover the set of services she has downloaded to her UE in case of loss or damage. Recovery will be
performed at the UE. This requirement applies only to those services, that were installed in the UE via 3GPP
capabilities and only if the original serviceisstill available and can still be downloaded.

- Recover persistent service customisation data which are stored in the UE if lost or damaged at the new UE. This
reguirement applies only to those persistent service customisation data , that were stored in the UE via 3GPP
capabilities (e.9. MEXE).

- Transfer persistent service customisation data which are stored in the UE to a different UE. This requirement
applies only to those persistent service customisation data, that were stored in the UE via 3GPP capabilities
(e.g. MEXE).

- The GUP shall support a minimum set of capabilitiesto ensure interoperability between different networks
independent of the access mode.

5.2 Management, Provisioning and Access
The 3GPP Generic User Profile may need to be accessed by:
- The network entities that perform call/session control

- The operator for OA&M administration

Applications for operator specific services
- OSA to provide secure access mechanism for services

It shall be possible based on user privacy settings, to permit the secure authorised access by the network operator, HE-
VASP and user to:

- create one or more User Profiles

- reguest information contained in a User Profile
- delete aUser Profile

- modify aUser Profile

- define the default User Profile

- definethe criteriafor automatically selecting User Profiles

5.3 Synchronization Aspects

The primary goal isto ensure that asingle consistent user profile is used. For recovery purposes those parts of the User
Profile, that are stored in the UE (ME and (U)SIM), shall have a backup copy in the Home Environment.

Mechanism(s) shall be standardised to support the mutual synchronization of the User Profile information stored in the
ME, ((U)SIM), with informationin the Home Environment. The HE shall be able to perform a synchronization of the
user profile whenever it is deemed to be appropriate. The user shall be able to defer a user profile synchronization if he
so wishes and schedule it for alater time. It shall be possible for the user to pre-define when synchronization of the User
Profile should take place (e.g. when services data is modified).

5.4 MMI Aspects

The user shall be able to activate, deactivate, and customise components of her 3GPP Generic User Profile by action at
the User Equipment.
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5.5 UE requirements

Services may be provided to the user by applications that are executed in the UE. Within this specification only
reguirements on the GUP are stated for those applications in the UICC and the Maobile Equipment that function via
3GPP standardised mechanisms (e.g. SAT and MEXE). Other applicationsin the UICC or applicationsin the TE are out
of scope of this specification.

For services provided by the HE-Network or HE-V ASP these applications shall be able to:

«  Supply sufficient GUP datato the HE-network to allow re-installation of the application in case of a necessary
recovery of the UE.

5.6 Home Environment requirements

This chapter specifies requirements on the HE-Network and HE-V ASPs to enable the 3GPP Generic User Profile.

This specification does not address requirements for VA SPs to enable the 3GPP Generic User Profile, which is outside
of the scope of this specification. However, VASPs that wish to support the 3GPP Generic User Profile are referred to
the requirements below.

5.6.1 Requirements of the HE-Network concerning management of and
access to the GUP

The HE-Network shall be able to control and administer the following parts of the 3GPP Generic User Profile of her
users:

® Network access and Mobility data.

® Service Provisioning data of services, which are either offered directly by the HE-Network or by aHE-VASP in
collaboration with the HE-Operator.

Note: Optionally it shall be possible that Service Provisioning data of services, which are offered by a HE-VASP, are
administered by that HE-VASP herself. In such a case the network has no responsibility to store
provisioning data of the service and provisioning is not checked by the network but may be checked by
mechanisms of the HE-VASP which are outside of standardisation.

® Service Customisation data of services, which are offered by the HE-Network herself.

The HE-Network shall be able to control and administer backup data for her users that are necessary for recovery of the
UE-based parts of the 3GPP Generic User Profile. In particular the HE-Network shall be able to

®  Start the recovery process.

®* Notify — viaa standardised mechanism — HE-VASP applications in the UE to initiate recovery of UE-based HE-
VASP parts of the GUP.

A common access mechanism to all data sources of the HE-Network, that are within the 3GPP scope, shall be
standardised. The HE-Network shall be able to grant access to some parts of the GUP, that are under HE-Network’s
control, according to the following principles:

® Thisaccess mechanism shall alow an application to create, modify and delete data of those parts of the GUP,
for which the necessary access rights had been granted by the HE-Network.

®  The access mechanism shall be extensible so that non standardised data sources and future 3GPP data sources
are capable to implement this access mechanism. In particular the access mechanism shall be independent of the
semantics of the GUP data.
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® The access mechanism shall check access rights of an application before the application may access GUP data.
These access rights shall be based on:

Theidentity of the user

Theidentity of the application

The part of the GUP that is accessed

The intended access method (create, modify, delete)

®  The access mechanism shall aso be useful for OAM purposes.

5.6.2 Requirements of HE-VASPs concerning management of and access
to the GUP

For the users, to whom he provides services, and subject to access right restrictions set by the HE-Network the HE-
VASP shal be able to access GUP data from the HE-Network via the common access mechanism.

Note: E.g. data like Service Provisioning data of services, that are offered by the HE-V ASP will need to be accessed
by the HE-V ASP.

The HE-VASP shall be able to grant access to some parts of the GUP, that are under HE-VASP's contral, viathe
common access mechanism.

5.7 Serving Network requirements

[Editor’snote: We still need to determine if this section is necessary. Section 5.6 may already contain the
requirements]

6 Security

Secure mechanisms shall be available for the transfer of User Profile datato, from or between authorised entities.
Access to User Profile data shall only be permitted in an authorised and secure manner. The secure mechanismsto be
applied shall be appropriate to the level of confidentiality of the data, the endpoints of the transfer and the routes that
are available for the transfer of the data. The owner of the data, normally the body storing the master copy of the data,
shall be responsible for applying the appropriate level of security to the transfer of the data.

The secure mechanisms available shall include the following:

- Before any user data transfer takes place, it shall be possible for the sender of the data to verify the identity of the
recipient.

- It shal be possible for the recipient of datato identify the sender.

- Itispermissible for either the sender or recipient of datato employ the services of athird party, known to, and
trusted by, both in order to provide authentication of identity.

- Thevalidity of an authentication of identity shall, if required, be subject to a maximum time limit.

- It shall be possible for the sender of data to render the data to be unreadable by any party not authorised to
receiveit.

- It shall be possible for the recipient of datato detect whether the sender has made any change to the data
subsequent to its transmission.

- The security mechanisms shall provide verification that the data has been sent by the sender and received by the
recipient (non-repudiation).
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It shall be possible for the sender and/or the recipient to create an audit log of all data transfer transactions of a
specified type, provided that this requirement is made known before any transfer takes place.

User profile datain general is proprietary data owned by some companies. These data may not be exposed to
everyone and not for free. Access control to the datais required. This access control must also apply to data
whichislocated at legacy systems, currently without own access control functionality.

Correct setting of data valuesin the user profile may be critical for the integrity of certain network services.
Therefore, consistency checks are needed to minimize the risk.

Transaction security for the change of data should be available in order to ensure the consistent change of data
at different locations.

7 Privacy

It shall be possible for the user to define privacy requirements for components of the 3GPP Generic User Profile to
determine access rights. The privacy requirements shall fulfill local privacy regulations.

8 Charging

It shall be possible to support charging for the management, access and use of the 3GPP Generic User Profile. (e.g. for
capability negotiation or remote diagnostic information gathering).

9 Roaming

The 3GPP Generic User Profile shall be available globally when roaming.

10 Robustness of Service

Where the full capabilities of the 3GPP Generic User Profile are not available because of failure of an entity or human
error — the User shall experience a graceful degradation of service behaviour.

11 Administration

In the 3G networksiit is expected that user profile datais not only distributed over different network elements but
belongs to different administrative domains. These administrative domains may be closed against external access.
However, in order to enable a seamless service experience for the user a controlled transparency to exchange user
profile data is needed.

There exist two main cases to be addressed:
1. Domain bordersin the home network:

Already in the network of the subscriber's home network operator there may exist different domains. Potential
examples are application of 3" party service providers which are loosely coupled with the network provider, e.g.
their applications run under the brand of the network operator but their data are stored and maintained apart from the
network operator's entities.

2. Domain bordersbetween different network operators:

Thisisthe well-known roaming scenario where a user is served by another network than his home one. Roaming is
already addressed by mobile networks but in the case of 3G networks there is an important additional requirement:
The assumed frequent changes of applications induces a need to handle frequent changes of data sources/consumers.
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Asaresult, the user profile data access architecture shall enable the transparent and flexible usage of the user profile
data. It shall provide transparent access to distributed data fulfilling the needs of the different roles described above.
Furthermore, the architecture shall address the fact that parts of the user profile data are potentialy located in different
administrative domains. Possible means are negotiation capabilities and proxy functionality at the domain borders.
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Annex <A>: Example 3GPP Generic User Profile use cases

[Editor’s Note: Thefollowing diagrams are for informative purposes. They present examples of the distributed
locations of the User Profile components, location and related functions, asan aid for illustrating the listed use
cases.]

Home Environment

3GPP
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1. Setting up a Subscription.
*  Precondition

- A person hasjust purchased a new device, and requires subscription to be initiated in the shop.
* Actions

- The user preferences for services are established.

- Information about the terminal capabilities are received from the UE.

- User Profile content is created for the Subscriber, and downloaded over the air, vialocal link or
similar

*  Post-condition

- The user can leave the shop. Her phone/device is ready to use. Basic settings needed to start and run
initial applications ready.

2. Initial Service Configuration (Bootstrap)

*  Precondition
- No settings made, user with a subscription
* Actions
- Settings, partly based on user profile downloaded over the air, vialocal link or similar
- Thedownload initiated by the service provider, network operator, 3 party or user
e User Data
- Setting received could include basic connectivity configuration parameters and the user’ s security
policy
*  Post-condition

- The user's phone/device ready to use. Basic settings needed to start and run initial applications ready

3. Backup / Restore of User Profile Componentsstored in the UE

Precondition
- Thephoneis configured, al the user preferences are set.

- The settings include user profile parameters such as generic parameters, service personalisation
parameters, user’s security policy and other user preferences

« Actions

- The user wishes to backup or restore the current version, or parts of the current user profile to the
network, or to another UE.

- The backup/restoreis performed vialoca link or remotely towards the network

- The backup/restore can be initiated by the user, the service provider, 3rd parties or the network
operator

e User Profile Storage

- Secureareaof the (U)SIM or ME or retained in the network by the service provider. User private
dataisonly stored in the network with the user permission.
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4. Content Negotiation
[Comment: add Push Stage 1 diagram for content negotiation]
*  Precondition
- Theuser has set her preferencesin the UE
- Terminal type capability information is stored in ”internet”
* Actions
- Theuser initiates request for content. The request contains:
User preference fetched from the UP
Reference to the capability information is stored in ”inter net”
Deviating capability information

- Returned content selected or tailored according to User preferences and capability information

5. Application Accessto User Profile Data using OSA (Pull Scenario)
*  Precondition
- The[OSA] application is registered with the OSA framework

- The[OSA] application is authorised to access the user profile management Service Control Function
and use methods which permit read/write data in user profiles

e Actions
- Theapplication uses OSA to read/write data in the user profile of the user
- The network provides the requested data or modifies the data as requested
*  Post-condition

- Consistency of the user profile data

6. Notification of user subscription to an HE-VASP application using OSA (Push Scenario)
*  Precondition
- The OSA application from the HE-VASP is registered with the OSA framework
- The OSA application is authorized to receive subscription / unsubscription notifications

- The OSA application has subscribed to the notification permitting to it to know when new users
have subscribed to the service implemented by the OSA application

e Actions
- A new user subscribes to the service implemented by the OSA application

- The Home Environment notifies the OSA application about a new subscription and providesit with
relevant information (e.g. identity of the user)

- Possibly the OSA application provides the home environment with alink (e.g. URL) to alocation
where the user can customize the service
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*  Post-conditions

- The OSA application can how have access to home environment -owned user profile information for
this user, provided that it is granted the related access rights

- The user can customize service data for the service implemented by the OSA application

7. Customization of service specific data for a VHE service provided by aHE-VASP
*  Preconditions
- The user hasaVHE subscription
- Theuser is subscribed to the service provided by the HE-VASP

- Thereisalink from the user Personal Service Environment (PSE) to the HE-VASP for service
customization

- Theuser has access to her PSE and has successfully been logged to it
e Actions
- The user accesses her PSE and decides to customize the service provided by the HE-VASP

- Shetransparently access a service customization interface provided by the HE-VASP (possibly viaa
hyperlink)

- Shedefines/modifies service customization data, which are managed and stored by the HE-VASP
*  Post-condition

- Next time she uses the service, new customization data will be used

8. Terminal M anagement — M anual Helpdesk
*  Precondition
- A user is complaining because her pocket web browser does not work. He calls the hel pdesk
* Actions
- The UE capahilities are established by the helpdesk person

- A helpdesk person at an operator, service provider or enterprise verifies that the correct operating
parameters are set on the device of a complaining user

¢ Post-condition

- Theuser'sis happy. The pocket web browser is running correctly

9. Terminal M anagement — Automated Self Fixing
*  Precondition
- A software agent on the user’s device identifies an error.
* Actions
- It contacts the helpdesk software entity to fix the problem.

- The UE capahilities are established by the automated self-fixing solution.

3GPP



Release 5 23 3GPP TS 22.xxx V0.3.0 (2001-10)

- The self-fixing solution correctly diagnoses the error and provisions a bug fix.
*  Post-condition

- The user’s device software executes correctly (and is happy)
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Annex <B> (informative):
Recommended User Profile content

*  Genera Information
- Not controlling functions.
- General User Information (Name, address, age, sex, ID)
- General Subscriber Information (Name, bill info, users)
e Capability description
- Describe capacity. Normally not settable.
- Terminal capability
- User interface capabilities
- Communication capabilities
- Synchronization capabilities
- MEXE capabilities
- WAP Browser capabilities
e User'spreferences
- User’'s”wishes’. Sent to servers. Used for ” content selection”.
- User interface preferences (language, event notifications..)
- Browser appearance (User's preference for displaying frames)
- Preferred memory usage
- IPMM preferences
o Parameters
- Userinterface (Ring volume, Vibrating aert, Ring signals, Melodies, Key sound)

- WAP Parameters (Bookmarks, Gateway: Internet account, Gateway |P address, User 1D, Password,
Datamode, Security, Show images, Response timer)

- User security policy (application download, ciphering, positioning)

- User Security data (Secret keys, user name)

- Supplementary Services settings

- IPMM settings (QoS profile, max nob sessions, roaming restrictions)

- ldentifiers/addresses/references (IMSI, IMEI, MSISDN...)
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Annex <C> (informative):
Change history

Change history

TSG SA# |SA Doc. SA1 Doc Spec CR |[Rev |Rel Cat [Subject/Comment Old New
Version Date Comment

0.1.0 Sep 2001 Initial Draft at Sophia Antipolis (UP#3), September 11™-13" 2001

0.1.1 Oct 2001 Cleaned-up version of document for UP#4, based on editorial changes agreed in UP#3

0.3.0 Nov 2001 Includes agreed changes from Stuttgart User Profile ad-hoc , October 10™ — 12™ 2001

Rapporteur: Paul Amery, Orange

Email: paul.amery@orange.co.uk Telephone:  +44 7773 767038
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3GPP Joint Ad-Hoc on Generic User Profile 7 UP-010130
Cancun, Mexico
3-5 December 2001

Agenda Item: 9. Stage 1
Source: 3GPP Joint Ad-Hoc on Generic User Profile
Title: TS 22.240 section 5

Document for:  Input to SA1 Ad-Hoc on Generic User Profile

This is a proposal for section 5 in TS 22.240 for version 0.2.0.

The current section 5 contains the main requirements on functions utilizing the Generic User Profile and not
requirements on the Generic User Profile itself. This document is based on the document UP-010082
(Update of Stage 1 Section 5) from 3GPP Joint Ad-Hoc on Generic User Profile 4.

5 High level requirements

This section outlines the high level requirements that should be supported by the 3GPP Generic User Profile and its
parent Concept. These requirements are generic and independent of the UE, HE, visited network, or third party service
provider.

5.1 Persistent user services personalization

The user (e.g., subscriber, operator) of the Generic User Profile shall be able to personalize the content of the profile.
The Generic User Profile data contains the user’s preferences and settings (e.g., language, network access parameters).
The data can be stored in the home network (e.g., HSS), UE (e.g., PDA, UICC/USIM), home environment or third party
service provider.

5.2 Backup and recovery of UE-based Generic User Profile
data

The user of the Generic User Profile must be able to support the backing up and restoring of the profile’s data content
such that, should the user discover a specific problem, arecent functional copy may be restored through either manual
involvement or automatic intervention.

5.3 Transfer of service customization/preference data between
different UEs

The Generic User Profile shall support the ability to transfer GUP components between two UEs using alocally
activated, local communication mechanism.

54 Creation of the Generic User Profile

The Generic User Profile Concept shall support the creation and initialization of Generic User Profiles associated with
specific users and individual or group subscriptions. Some examples of these are:

1. A user’sinitia individual Generic User Profile content that relates to a specific user network subscription created by
the service provider’ s subscription manager.
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2. Group subscription profile allowing linking of multiple users' Generic User Profiles to a common managed group
subscription profile. This profile consists of one or more Generic User Profiles related to the associated group’s
subscriptions. This managed group subscription profile may be controlled within or external to the network.

In some cases, there is a need for anonymous users such as those using subscriptions with fixed finite lifetimes (e.g.,
"Pre-paid” subscriptions). The introduction of the UICC/USIM allows for multiple network subscriptions to be used
within asingle UE.

5.5 Creation of the Services Generic User Profile (Service
management)

The Generic User Profile Concept shall support the creation and initialization of Generic User Profiles associated with
specific individual or group services. Some examples of these are:

1. A user-specific service profile created by the service provider’s (e.g., a network operator, third party service
provider) services manager or by the user to personalize the service for the user in question.

2. Group service profile alowing linking of multiple users’ Generic User Profilesto a common managed group service
profile. This profile consists of one or more Generic User Profiles related to the associated group’s services. This
managed group service profile may be controlled within or external to the network.

These examples could include basic connectivity configuration parameters and appropriate security policies, and do not
preclude "Pre-paid” or other service offerings.

5.6 Capability and content negotiation

Capability and content negotiation represents the mechanism by which the application and services interact to inform
each other of the specific mechanisms, capabilities, and functions which each is able to support. This mechanism should
enable the user to request and get suitable content. It also should enable the UE to inform the serving network of its
capabilities. The purpose of capability and content negotiation is to optimise the user experience according to the user’s
preferences and the capabilities of the UE and access and serving networks.

The Generic User Profile shall provide the mechanism(s) for interpreting the user preferences, describing the
capabilities, and accessing the capability and user preferences information.

5.7 Capability discovery

Sets of service capabilities can be combined in arbitrary ways to deliver competitive end services to customers. Through
the discovery mechanism, the user should be able to request information about the range of services available from the
serving network to which the user is connected.

The Generic User Profile shall provide the mechanism(s) for describing the service capabilities and accessing the
capability information.

5.8 Access control and ownership

The Generic User Profile Concept shall fulfil requirements related to security (e.g., access rights, privacy).

The ownership of the Generic User Profile data shall be used for access control. The UE, network, or other Generic
User Profile data storage location does not automatically own the data stored within it. A storage location with access
control can store data owned by many different owners (e.g., user, subscriber, network operator, home environment).

5.9 Applicability of the Generic User Profile Concept

The Generic User Profile Concept supports a set of capabilities to ensure that users are consistently presented with the
same service experience, based on the selected preferences, irrespective of the network access method (i.e., wireline,
wireless).
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3GPP Joint ad-hoc on Generic User Profile UP-010132
Cancun, Mexico
3 -5 December 2001

Source: GUP ad-hoc
Title: Requirements on classification principles and architecture rules for the Generic User
Profile Data

Agenda item:

Document for: Discussion and change to chapter 4 in stagel V 0.3.0

This document adds the requirements on having a classification supporting the grouping of data in Generic
User Profile Components, in order to define how to structure the data that does belong to the User Profile.
The classification principles outlined in Stage 1 has to be elaborated and guidance how to group data in
components and storage selection should be included in the Stage 2 specification.

We suggest the classification of the Generic User Profile Data spitted in two parts in order to:

1. Clarified_what belongs to User Profile. This classification is already in the section “4.3 User Profile
Data Classification” and has the main intention of understanding which data is included in the User
Profile. This classification is informative.

2. With the new proposed classification how to structure the data that does belong to the Generic User
Profile, the principles on how the data is structure shall be stated in a stage2 specification. These
rules will be normative for all the 3GPP TSG WGs that define their User Profile Data.

4.x Classification supporting selection of Generic User Profile
Components

The purposes of the classification of 3GPP Generic User Profile dataisto support the grouping of datain Generic User
Profile Components, the selection of the storage location(s) and the selection of synchronisation mechanism(s).

The classification in the section “4.3 User Profile Data Classification” has the main intention to help understand which
data are included in the User Profile. This classification isinformative.

The required classification in TS 23.240[xx], shall define how to structure the data that belongs to the Generic User
Profile. These structuring rules will be normative for all the 3GPP TSG WGs that define their User Profile Components.

In TS 23.240[xx], the Stage 2 specification, the following shall be included:
» Classfication of Generic User Profile Data,
e Guidance how to group datain components and

¢ Guidance how to select storage selection.
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3GPP Joint ad-hoc on Generic User Profile UP-010137
Cancun, Mexico
3 -5 December 2001

Source: GUP ad-hoc
Title: Relationship between VHE and GUP

The following text may be used as an input to the LS sent to SA1 (Christophe)

The Generic User Profile and associated concepts are applicable to the Virtual Home
Environment but are not limited to it. On the other hand, VHE requirements related to
user profile may not be all included in GUP stage 1 specification.

It istherefore proposed that the GUP specifications avoid using VHE-specific
terminology unless the intention is to explicitly refer to VHE. This may be the case when,
for instance, a GUP stage 2 or stage 3 specification (TS 23.240, TS 23.241, TS 24.241)
also takes into account VHE requirements (TS 22.121).

More especialy, the terms “Home Environment”, “HE-VASP” and “VASP” should be
avoided in GUP specifications. They may be replaced, e.g. by “Home Network” and “3"
| Party Service Provider”, where appropriate..
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Title:
Source:
To:

Cc:
Respon

Miscellaneous Issues for Resolution
3GPP Joint ad-hoc on Generic User Profile (GUP)
SA1, SA1 GUP ad hoc

Contact Person:

N

none
se to: none
ame: Rob Lockhart

Tel. Number: +1.561.739.2650
E-mail Address: rob.lockhart@motorola.com

Attachments: none

The following issues require resolution within the 22.240 v0.3.0 specification.

Editorial

1.
2.

ltems fo
1.

issues for resolution:

Section 4.2 of v0.3.0:  The first diagram should have the box sizes adjusted and a figure title added.

Section 4.3 of v0.3.0:  The bullet on “storage location” was agreed to be removed during the Stuttgart

meeting but this did not occur. To reflect this decision, this bullet point has been included in 23.240
v0.3.0, the SA2 Stage 2 specification.

Section 4.4 of v0.3.0:  This section was agreed to be removed during the Stuttgart meeting but this
did not occur.

In the entire document, occurrences of "Profile” and "User Profile" and "UP" should be changed to
"Generic User Profile" or GUP as appropriate.

r discussion and resolution:

Clarification of the terminology related to “serving”, “visited”, and “access” networks for appropriate
updates, if needed.

Removal of the ambiguity in the term “node(s)” and exchange for the appropriate choice of location,
element, or whatever else is appropriate. This is to reflect the inclusion of the UE.

Review of the usage of the VHE terminology to correctly reflect the issues discussed in Tdoc UP-
010137.

Incorporation of the requirement for “consistent user service experience” into Sections 9 and 10, as
appropriate.

In the entire document, occurrences of "terminal” should be replaced with terms according to the
appropriate 3GPP definition and context, e.g. "UE".

UP-010145
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Stuttgart, Germany
9 -12 Oct 2001

Source: Ericsson

Title: Harmonised description

Agenda item:

Document for:  DISCUSSION & CHANGE OF STAGE 1V 0.1.0

12 Data Description Framework

The content of the current chapter is moved to an appendix (for Stage 2) and it is replaced by the text below.

12 Standardisation of User Profile Components

The fact that there are several domains within the 3GPP mobile system (i.e. Circuit-Switched, Packet-Switched, 1P
Multimedia Subsystem and the Service/Application domains) introduces a wide distribution of data associated with the
user. The specification of the user profile content will also be distributed over many 3GPP specifications. Already,
several 3GPP WGs specify some parts of the 3GPP Generic User Profile in their own descriptive methods.

The data contained in the User Profile will be handled by different applications for different purposes. In the
standardisation work the same data are sometimes described several times, one time for each usage. Thisleads to extra
work and, eventually, an inconsistent description of data.

The means of the standardisation work to achieve better efficient is:
¢ Thedatain the 3GPP Generic User Profile must be described only once.

¢ Onesingle data description method must be used.

12.1 Coordination to avoid multiple descriptions

The involvement of different 3GPP WGsin the specification of the details of the 3GPP Generic User Profile introduces
the risk of overlapping of different specifications that can cause incompatibility between different components of the
User Profile. Therefore, a strong co-ordination is required to avoid these situations.

The 3GPP WGs standardise the data that is related to each WG. In order to avoid multiple descriptions of data used by
more than WG must be handled in cooperation, under the responsibility of one appointed group. Principlesfor this
coordination have to be elaborated in a Stage 2 specification.

12.2 Data Description Framework

Already several description methods are used within the 3GPP specifications for capabilities of 3GPP Release 4 and
earlier. Examples are ASN.1, textual, CC/PP — RDF, UML/IDL, XML schemas etc. This variety of description methods
will increase the probability that inconsistency will occur. As the data contained in the 3GPP Generic User Profile will
be handled by different applications and entities for different purposes, thereis arisk that various description methods
might lead to duplications and/or inconsistencies. Therefore, a single description method should be used for the 3GPP
mobile systems specifications.
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The Data Description Framework defines the method to describe the datain a 3GPP Generic User Profile. It defines
the structur e of the data description. The Data Description Framework a so defines a default representation (or
transport format) of Data Descriptions and the datain a User Profile.

The description of a 3GPP Generic User Profileis divided into description parts:

»  Description parts can more easily be reused.

e Theresponsibility of defining description parts can be distributed between different technical groups.

» Different description parts can be handled in different ways.
Some description parts are standardised and some description parts are late defined and/or just published
(One example is manufacturer specific profile components. The big variationsin the UEs only makesiit
possible to standardise a part of the terminal related GUPC. However, the way that the GUPCs are described
is standardised.).

3GPP
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1. Distribution of User Profile Data

Figure 0-1: Data distribution in 3GPP shows the different storage capabilities for the User Profile. Circles
represent profile or parts of profile storage capabilities.

Home Environment

OSS Applications HE-VASP

VHE provider
(defined by the VESPER project)

Service Toolkits (OSA/Parlay)

Network g
Services ME
HSS,SS $

Figure O-1: Data distribution in 3GPP

This document studies hereafter the impact of Profile distribution. In particular it is assumed that both the
VASP and the End-user always access to information stored within the profile. In addition, the profile
model hierarchy defined in document UP —10022 is assumed, namely, User Profiles (UP), User Interface
Profiles (UIP), User Service Profiles (USP), and Service Preference Profiles (SP).

Tackling the management of distributed profilesimplies that it must be possile, to
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e localise profiles,

e maintain a copy in the network,

e guarantee copies consistency according to the User preferences,
e download profiles on a crashed ME.

1.1 Profile Copies, Request Decomposition and Global Schema

Taking into consideration the 3GPP requirements whereby the Home Environment shall be able to “
recover User Equipment resident User Profile information to protect against loss or damage of user
equipment”, it could be assumed that a secured copy of all the End-user related profiles is maintained
within the network. In this case, a request from either the VASP or the End-user may be processed
directly on this Profile storage. However when such arequest modifies, creates or deletes a Profile or part
of it, theitisrequested that all copiesare maintain consistent with that version stored within the network.

Profiles or parts of profiles are located either in the Network or in the SIM card, since both can be
considered as having secure storage capabilities. In this case, a request from either the VASP or the End-
user to access a Profile needs first to be decomposed into sub-requests according to the Profile location.

Classicdly in Distributed database systems, decomposition uses a globa schema that describes the data
locations. Request decomposition has been and is still an important research area, in particular in terms of
optimisation according to performances criteria.

1.2 Profiles Integrity

Data in a database are subject to integrity constraints. This means that data are related to one another
according to rules or assertions that are checked at relevant points of the processing during each request
execution. For example a set of debit operation followed by a set of credit operations shall check that the
debited total amount is equal to the total credited amount. Similarly there can be integrity rules on the
profiles. For example, a Service Preference Profile shall not be deleted upon an End-user request in the
scope of UP1 (User Profile 1) if this SP is part of other UPs as well. A more complex example is that
modification of a SP associated with a UP shall respect the service properties range of values asregistered
by the Services associated to the UP and to the service profile.

All End-user and VASP reguests have to be checked regarding defined integrity rules. It has to be noted
that Integrity rules may be checked for each request, but integrity check may also make sense when
applied to a whole set of operations only, for example, on a set of debit and credit operations. Similarly,
adding an SP for a given a service to a UP containing already a SP for this service is allowed only if the
existing SPis deleted.

This shows that the End-user and the VASP need to have the possibility to delineate the set of operations
on which it shall be checked if the integrity of the profilesis respected.

1.3 Conflicting Profile related requests

Different actors, like End-users, the administrators, the VASPs can simultaneously issue requests to
access the profiles of auser. Any interleaving of these requests may lead to inconsistent results, therefore
it is necessary to limit these kind of conflicts as much as possible. However, it can always happen that e.g.
the administrator, possibly acting on the scope of the subscriber contract or on the scope of the VASP
registration, modifies service properties while an End-user uses his service preferences related to these
properties. In such a case the result may destroy the integrity rules of the profiles and provide unexpected
results to both the administrator and the End-user.



3GPP Joint ad-hoc on Generic User Profile UP-010xxx
Stuttgart, Germany
10 — 12 October 2001

In order to avoid such random behaviours, conflicting requests shall be seridlised. This is typicaly
provided by the use of a Concurrency control based on alocking policy. The locking policy is applied on
the data access by the database. Sarting a transaction on the database provides to the database the means
to associate the requestor with an identifier and to lock the data he access. Committing the transaction
enables the database to secure the modified data and to release all the locks set for this reguestor.
Aborting the transaction enables the database to forget all data modification and release al the locks set
for this requestor. In the case where all data are centralised on a single database, the requestor invokes
transaction start and commit or abort directly on the database. In the case where data are
distributed, the commit or the abort have to apply securely to all database implied in the transaction. This
is the case where a transaction service is hecessary.

1.4 Use of transaction service

The transaction service role is to offer to the requestor a coordinator object and a library that binds the
requestor with the coordinator. The requestor invokes the start, commit or the abort on the
library. The library forwards this request to the coordinator. The coordinator two-phase commit protocol
coordinates in a fault tolerant manner either commitment or abort of the transaction on all database
implied in the transaction.

Similarly the Transaction service offers a library to all servers that access the database. When a server
access the database for the first time, it shall register the database to the coordinator of the transaction so
that the coordinator knows this database and can later issue either acommit or an abort order toit. Thusa
database that supports to be ordered by a transaction service coordinator has to offer a specific interface
that can

* Receive aglobal transaction identifier, upon which it bases hislocks;
* Receive commit and abort orders related to the global transaction identifier.

Such ainterface , which is already standardised is the X/Open XA interface. Another standard interface,
namely “JDBC standard extension”, encapsulates XA and is offered for java environments. The global
transaction identifier is recognised by al database even though they internally map it on a proprietary
identifier.

A last requirement on the use of a Transaction Service is that al cals on the server associated with a
transaction contain the transaction context. The transaction context contains the reference of the
Coordinator, and the transaction identifier. When afirst cal with a transaction context is received on the
server, the Database is registered to the Coordinator, and is made working (lock setting) for that
transaction. All this engineering is maintained transparent to the requestor application and to the server
application.

This launching of the distributed profile management suggests many comments:

- Synchronous/asynchronous updates
Use of transaction may be mandatory if there is a requirement that the profile copies are maintained
consistent all time. Transactions spanning all the copies are the only way to allow any actor to access
any copy and be guaranteed that he access the latest version.
If it is not always necessary to maintain permanently consistent copies updates may be processed
asynchronously, for example through a reliable Notification service or a messaging service. A mean

must be determined which update type (synchronous or asynchronous) apply.

- Performances and use of mobile agents
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The protocol used by the Transaction service, namely the two phase commit, is rather time
consuming although all database process their exchanges with the transaction Coordinator in parallel.
Since, on one hand, there is a potentia need for downloading the transaction service library, for
example in the terminal, for executing the transaction termination protocol (commit or abort), and, on
the other hand, there is alimited number of servers (ME, USIM, VASP, VHE provider) which can be
involved, a point of further investigation is to study the benefit that could be obtained if the
Coordinator is made a migrating agent.

- Impactsto OSA/Parlay profile APls
It is most likely that ME, USAT, networks and VASP will not provide direct access to their internal

objects, but will externalise on the OSA interface an APl adapted to personalisation. Operations on
these APIs will be the sub requests invoked by the VHE server.
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Introduction

This specification introduces the requirements and features of a 3GPP generic user profile. Although UMTS will
provide arich environment for service providers to create and deliver advanced communications and content based
services, it will also introduce arange challenges. Difficulties will arise due to, for example the introduction of
sophisticated user terminals with widely varying capabilities, hybrid combinations of mobile network domains, the
advent of downloadable applications, and the desire of users to customise potentially complex services to individual
preferences and needs.

To accommodate these needsit is seen as vital to standardise the mechanisms that will govern how services and user
preferences will be configured and managed. Without standards, there will inevitably arise a wide range of diverse and
proprietary methods and data formats to support service customisation and user preferences, |eading to management
complexity, difficulties in customer care, poor ease of use and increased costs.

The specification of a Generic User Profile will provide the description of data structures and methods that will allow

1. A way to express user preferences in a consistent manner,

Applications to share data without duplication,

Distributed storage of data,

Effective management, control ownership and protection of data.

2
3
4. Efficient replication of data between different storage locations
5
6

Extensibility to cater for future needs and the simple addition of new features.

3GPP
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The following chapter is proposed to be cleaned up:

Introduction

The 3GPP Generic User Profile is the collection of data which is stered-and-managed by
different entities such as the UE, the Home Environment, the Serving Network and Value
Added Service Provider,-which-affects-the-way-in-which-an-individual-userexperiences
services.

The objective of specifying the Generic User Profile is to provide a conceptual description to
enable shared usage of the information content by the different entities The specification of
the GUP should also allow extensibility to cater to future developments.

The 3GPP Generic User Profile is composed of a number of User Profile components. An
individual service may make use of a number of these components. The 3GPP Generic User
Profile shaII enable for reposﬂorv data on behalf of serwces and appllcatlons belonqmq to a

concept of the SGPP User Proflle shaII allow Iheﬁfaepef—hawng—seve#&LdGmamSMA%hm%he

3GPP-mobile-system-{e-g—Ciredit-Switched;-Packet-SwitchedHP-Multimedia-Subsystem-and
the-Service/Application-domains)-introduces-a wide distribution of data associated with the

user.
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The following chapter is proposed to be cleaned up:

4 General description

| The 3GPP Generic User Profile is the collection of data which is-may be stored and
managed by different entities such as the UE, the Home Environment, the Serving Network
and Value Added Service Provider;-which-affectsthe-way-in-which-an-individual-user
experiences-services. The 3GPP Generic User Profile is composed of a number of User
Profile components. An individual service may make use of a number of User Profile

| components {subset} from the 3GPP Generic User Profile.
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4.1 GUP and GUP components

[Editor’s note: Terminology to be revisited]
[Editor’s note: possibly use diagram from 67 (Materna)]
[Editor’s note: diagram to be revisited]

A user has one single 3GPP Generic User Profile, and this Generic User Profile consists of
User Profile components. A User Profile component is a logical grouping of related data.

| Editor’s Note: Further elaboration on the User Profile Component content is needed and will
be provided at further meetings.

‘ A user may have one or more mstances éspee#ev&lees} of a speC|f|c User Profile
component An instance of a User Proflle component is |nher|t from the Generic User Profile

Generic User Profile

1:n
. LA
User Profile Component User Profile Component
/ 1:n ~ / 1:n \
User Profile User Profile User Profile User Profile
Component Component Component Component
Instance Instance Instance Instance

| The User Profile Component as shown in the figure above may have various formats and

| types. A User Profile component may includes type, structure, access rights, storage
locations, and ownership. There are 2 scenarios to consider for the instantiation of a User
Profile component:




- Aninstance of a component is stored in one location, but might be copied to other
locations for reasons such as efficiency.

- Several instances of a component exist with different content (e.g. a Qos instance
relative to home use and travelling).

[Editor’snote: Not agreed upon usage of ‘ Service Customisation Sets']

A particular set of User Profile Component Instances may be grouped into a “Service
Customisation Set”. The user will experience service according to the currently active
Service Customisation Set.
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5

High level requirements

This section outlines the high level requirements that should be supported by the 3GPP generic user profile

5.1

5.2

5.3

5.4

5.5

5.6

5.7

Persistent personalisation of a user’s services.
Backup and recovery of UE-based user profile data

Transfer of service customisation/preference data between
different user devices

Service initialisation and creation or subscription
Capability discovery/negotiation
Access control/ownership

Applicability regardless of access network

The GUP shall support a minimum set of capabilities to ensure that users are consistently presented with the same
service preferences irrespective of the network access method. E.g. a users will see messaging preferences observed
whether accessis gained via fixed or wireless network.

3GPP
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This document contains a proposal for changes to the classification headings in section 4.3. The purpose of
this proposal is so that readers can clearly see the GUP Data Classification expressed in terms of the User.
The content examples of each classification is not important; the focus here is on seeing GUP classification
relative to the user’s needs.

4.3 3GPP Generic User Profile Data Classification

The purpose of this classification isto understand the 3GPP Generic User Profile from a contents perspective i.e. what
is within the scope of the 3GPP Generic User Profile, which parts of the GUP lie within the scope of 3GPP
standardisation and which parts are out of scope.

The data that constitutes the 3GPP Generic User Profile can be classified according to the following classification
criteria. This section contains a non-exhaustive list of classification criteria. The actual instances of the data may be
visible or transparent to the user, and may be user controlled and/or HE-Network controlled. For each criterion there are
examples.

1. Wholam
a. General Information on the subscriber/user
Thisisinformation concerning a subscriber/user but is not related to services or entities. Examples are
0 ldentities of the user in the network (e.g. IMSI, Private Network ID)
0 Authentication data (e.g. password, pin, voiceprint)
0 User Security data (Secret keys, user name)
0  User security policy (application download, ciphering, positioning)
0 User's Addresses (e.g. logical name, personal number, e-mail address)
0 Additional Non-standardised Subscriber Information (Name, bill info, users)
Examples:

2. What | have (which affects the behaviour of the services| receive, e.g. U.E.)
a. Capability description
Describes the capabilities of entities related to a user. Capability information can be used to select the best
content/information/function/strategy among a number of possible ones.
0 Termina Capabilities
Asthe number and variety of devices grows, there is a corresponding increase in the need to adopt the
interaction depending on the capabilities of different devices. The terminal capabilities have to be
described. Examples of terminal capabilities are: User interface capabilities, Communication
capabilities, Synchronisation capabilities, MEXE capabilities, WAP Browser capabilities.
Examples:

3. How I require my services (which has an impact upon provisioning and personalisation)
a. User’sPreferences, which areindependent of particular services
These are wishes set by the user, and indicate a preference to use one particular type of
content/information/function/strategy over another. A preference can be defined before you know which
function will be using them. Examples are:
0 User Interface preferences (e.g. voice-only for blind users)

3GPP



0 Browser appearance (User’s preference for displaying frames)
0 Preferred memory usage
b. Service Provisioning data of a user
These are data that determine, whether a particular serviceis provisioned to a user or not. Generally either the
HE-Network or the Service Provider controls these data. Typically these Service provisioning data aso include
certain service settings, which are not under the control of the user. If a user triesto invoke a service the
Provisioning data of this service need to be checked
c. Service Customisation
Thisisinformation used to customise one or more services/applications/functions according to the user.
Service Customisation GUP data are specific to the affected services.

Examples:

3GPP
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