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3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

CcC Content of Communication

1A Interception Area

IP Internet Protocol

IRI Intercept Related Information

LDI Location Dependent Interception

LEA Law Enforcement Agency

LEMF Law Enforcement Monitoring Facility

3GMS Third Generation Mobile Communications System
VHE Virtual Home Environment

**NEXT MODIFIED SECTION **

5.1.2 General principles

3GMS shall provide access to the intercepted Content of Communications (CC) and the Intercept Related Information
(IRI) of the mobile target on behalf of Law Enforcement Agencies (LEAS).

A mobile target in agiven 3GM S can be a subscriber of that 3GMS, or a user roaming from another 3GMS or from any
other network capable of using that 3GM S (such asa GSM or mobile satellite). The intercepted CC and the IRI can
only be delivered for activities on that given 3GMS.

For interception, there needs to be a means of identifying the target, correspondent and initiator of the communication.
Target Identities used for interception of CS and GPRS service shall be MSISDN, IMEI and IMSI. Target Identities for
multi-media shall be SIP URL. Other target identities for multi-media are for further study. When network encryption,
isintroduced, it shall be a national option as to whether the network provides the CC to the agency decrypted or
encrypted information provided with a key available to the agency. User provided end to end, encryption, encoding or
compression cannot be removed by the network.

**NEXT MODIFIED SECTION (new section)**

5.1.4 Interception within the Home and Visited Network

The introduction of the Virtual Home Environment, VHE, means that significant portions of subscriber services can be
executed in the home or visited network, regardless of where the target is physically located

The visited network shall intercept only those UMTS services that the visited network provides to the target subscriber.
Furthermore, the visited network shall not be reguired to intercept services executed by the home network.

Based upon national regulations, UMTS services executed in the home network may be intercepted in the home
network.

**NEXT MODIFIED SECTION **

5211 Activation of LI

As aresult of the activation (of awarrant) it shall be possible to request for the specified target, either IRI, or both the
IRI and the CC the-CC;thetR-or-beth-and and designate the LEA destination addresses for the delivery of the CC and
IRI if required. These shall be selectable on a 3GM S basis according to national options.

**NEXT MODIFIED SECTION **
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5.2.2.3 Correlation of information and product

When both IRI and CC are invoked, an unambiguous correlation shall be established between the two. The IRl and CC
shall be delivered in as near real time as possible.

Note: clarification about correlation limitations during inter-PLMN call or session handoversis for further study.

Note: correlation technigues between multi-media IRl and CC is for further study.

**NEXT MODIFIED SECTION **

5.5 Charging aspects

The 3GM S may charge for intercept servicerequire- fai W Wev
are subject to national laws and regulations. Seme-eCharging mechanlsms [ ncI ude thefoIIOW| ng:

- Use of network resources,

- Activation and deactivation of the target,
- Every intercept invocation,

- Flatrate.

The 3GMS shall be capable of producing intercept-charging data. It shall be possible to produce this datain such a way
that access by non-authorised personnel or the target is precluded.

5.6 Minimum service requirements

Quiality of service, capacity and reliability are the subject of bilateral agreement between the relevant authorities and the
3GMS operator. The QoS towards the delivery function provided by the network must be at least that the network
provides to the target.

** END OF CHANGES**

CR page 3



