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TSG T1 would like to inform TSG T3 that TSG T1 has endorsed a CR to [1] 3GPP TS 34.108 V3.2.0
regarding authentication test algorithm. The CR isintended to be submitted for approval at the TSG
T#11 meeting in Palm Springs, US 14-16 March.

As the authentication test algorithm has impact on implementation of test USIM and test USIM
simulators TSG T1 would like to have TSG T3 to review and agree the CR at the next TSG T3#18
meeting in Sophia Antipolis, 1-2 March.

The CR can be found in [3] T1-010082 that is attached to thisLS.

Background infor mation:

The authentication test algorithm that is to be implemented both in test USIM and System Simulator
(SS) is needed to be able to test the UE behaviour regarding authentication key agreement procedure
and SON re-synchronisation procedure. The authentication test cases can be found in[2] 3GPP TS
34.123-1V3.2.0 in subclause 9.2.

When drafting the authentication test cases it was found that the current definition of the test algorithm
did not include the necessary details to be able specify the authentication test cases. The purpose of the
CR [3] isto introduce these details.
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<Start of modified section>
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<Start of modified section>

8. Test USIM Parameters

8.1 Introduction

This clause defines default parameters for programming the elementary files of the test USIM. The requirements of this
clause do not apply to the USIM/ME tests of TS34.123-1.

8.1.1 Definitions

"Test USIM card":

A USIM card supporting the test algorithm for authentication, programmed with the parameters defined in this clause.
The electrical, mechanical and environmental requirements of the test USIM card are specified in TS31.101 and
TS31.102.

"Test USIM™:

Either atest USIM card or the USIM simulator programmed with the parameters defined in this clause.

8.1.2 Definition of the test algorithm for authentication

In order to be able to easily test the UMTS authentication and key agreement procedure as specified in [24] TS 33.102
and [26] TS 33.105 aong the whole system, the availability of atest algorithm for generation of authentication vector
based on quintetsis needed (in GSM triplets was used). Additionally, calculation of the parameters for re-
synchronisation requestsis needed. The definition of the test algorithm are the functions f1, f2, f3, f4, f5 and the
corresponding functions for re-synchronization are f1* and f5*.

The test algorithm defined in the present clause shall be implemented in test USIM cards as well in test USIM
simulators and SS. The test algorithm may also, for test purposes, be implemented in AUC.

The following procedure employs bit wise modulo 2 addition ("XOR").
The following convention applies:

All data variables in the specification of thistest algorithm are presented with the most significant substring on the left
hand side and the least significant substring on the right hand side. A substring may be a bit, byte or other arbitrary
length bitstring. Where a variable is broken down into a number of substrings, the leftmost (most significant) substring
is numbered 0, the next most significant is numbered 1, and so on through to the |east significant.

8.1.2.1 Authentication and key derivation in the test USIM and SS

The following steps describe sequence of operations for the functions f1, f2, f3, f4 and f5 to perform in the test USIM
and SS, in order to obtain the XMAC/MAC, RES/XRES, CK, IK and AK respectively, to be used in the authentication
and key agreement procedure.

Step 1:

XOR to the challenge RAND, a predefined number Ki (in which at least one bit is not zero, see 8.2), having the
same bit length (128 hits) as RAND.

Theresult XDOUT of thisis:

XDOUT[bits0,1, . ..126,127] = Ki[bits0,1, ...126,127] XOR RAND[bits 0,1, . . .126,127]
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Step 2:
RES (test USIM), XRES (SS), CK, IK and AK are extracted from XDOUT this way:

XRESbits0,1,...n-1,n] _ = f2(XDOUT.,n) = XDOUT[hits0,1,...n-1,n] (with30<n<128)

NOTE: Suggested length for RES is 128 bits (i.e. n = 127).
In SS and AUC, the XRES calculation isidentical to RES.

CK[bits0,1, . . .126,127] f3(XDOUT) XDOUTIhits 8,9, . . .126,127,0,1, . . .6,7]

IK[bits0,1, . .. 126,127]

f4(XDOUT)

XDOUT[hits 16,17, . . .126,127,0,1, . . .14,15]

AK[bits 0,1, . . . 46,47]

f4AXDOUT)—= XDOUT][bhits 24,25, .. .70,71]

Step 3:
Concatenate SQN with AM F to obtain CDOUT like this:
CDOUT[bits0,1,. . .62,63] = SQN[hits0,1,...46,47] || AMF[bits0,1,. . .14,15]

NOTE: For test USIM the SON = SONys = SONg[bits0,1,. . .46,47] = AUTN[bits0,1,. . .46,47] XOR AK][bits
0.1,...46,47] where AUTN isthe received authentication token.

Step 4:
XMAC (test USIM) and MACS (SS) are calculated from XDOUT and CDOUT this way:

XMAC[bits0,1, . . .62, 63]_=_f1(XDOUT,CDOUT) = MACS[bits0,1,...62 63} = XDOUTIbits0,1. .
.62,63] XOR CDOUTI[bits0,1,. . .62,63]

NOTE: InSSand AUC, the MAC calculation isidentical to XMAC

=Step 5:
The SS calculates the authenti cation token AUT N:

AUTN[bits0,1,..126,127] = SON [0 AK[bits0,1....46,47] || AMF[bits0,1,. . .14,15] || MACJ[bits 0,1, . . .62, 63]

Where SON [0 AK[bits0,1.. . .46,47] = SON[bits0,1,...46,47] XOR AK[bits0,1, . .. 46,47]

8.1.2.2 Generation of re-synchronisation parameters in the USIM

For SSto be able to initiate an authentication re-synchronisation procedure a specific AMF value has been defined.

AMPFgresynch_ = AMF[bits0,1,..14,15] = *1111 1111 1111 1111”

When the test USIM receives an authentication token (AUTN) having the value of AMF field equal to the AMFresynch
value then the test USIM shall initiate the re-synchronisation procedure.

When the test USIM starts the re-synchronisation procedure, the MAC-S and AK have to be calculated using the
functions f1* and f5*, which in the test al gorithm are considered-in-this-description-identical to f1 and f5, respectively.
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Step 1:

XOR to the challenge RAND, a predefined number K (in which at least one bit is not zero, see 8.2), having the same
bit length (128 bits) as RAND.

The result XDOUT of thisis:

XDOUT[hits0,1, . ..126,127] = KJbits0,1, ...126,127] XOR RANDI[bits0,1, . . .126,127]

Step 2.
AK is extracted from XDOUT this way:

AK[bits0,1,...46,47] = f5*(XDOUT) = XDOUT[bits24,25,...70,71]

Step 3:
Concatenate SONy s with AM F* to obtain CDOUT like this:

CDOUT[hits 0,1,. . .62,63] = SQNyg[bits0,1,...46,47] || AMF*[bits0,1,. . .14,15]

Where AM F* assumes a dummy value of all zeros

NOTE: For test USIM the SONys = SONgdbits 0,1,. . .46,47] = AUTNJbits 0,1,. . .46,47] XOR AK[bits0,1, ...
46,47] where AUTN isthe received authentication token.

For SSand AUC the SONys=AUTS[bits0,1,. . .46,47] XOR AK[bhits0,1, . .. 46,47] where AUTS s
the received re-synchronisation parameter.

Step 4.
MAC-Sis caculated from XDOUT and CDOUT thisway:

MAC-§bits0,1,...62,63] = f1*(XDOUT, CDOUT) = XDOUT/hits0,1. ..62,63] XOR CDOUT[hits0,1,. .
.62,63]

NOTE: In SS and AUC, the XMAC-S calculation isidentical to MAC-S.

Step 5:
Thetest USIM calculates the re-synchronisation parameter AUTS:

AUTS[bits0,1,..110,111] = SONws[O AK[bits0,1....46,47] [ MAC-S[bits0.1, . . .62, 63]

Where SONyws 0 AK[bits0,1,. . .46,47] = SONys[bits0,1....46,47] XOR AK[bits0,1, . .. 46,47]

8.1.2.3 Using the authentication test algorithm for UE conformance testing

8.1.2.3.1 Authentication accept case

The authentication accept case isillustrated in figure 8.1.2.3.1.

The SS calcul ates the authentication token AUTN according to the test algorithm as specified in subclause 8.1.2.1 (step
1to 5) using an AMF value different from the AM FresyncH Value.

The SS sends an authentication request, including RAND and AUTN parameters, to the ME/USIM.

Based on the received RAND parameter the test USIM calculates the RES, CK IK and XMAC parameters according to
subclause 8.1.2.1 (step 1 to 4). The test USIM extracts the SONus= SQONss, AMF and MAC parameters from the
received authentication token AUTN.
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Thetest USIM checks that XMAC = MAC and then return the RES, CK and |K parameters to the ME.

C- APDU (RAND || AUTN) Authentication Req. (RAND || AUTN)
<
<
R- APDU (RES || CK || IK)
Authentication Res. (RES) >
Figure 8.1.2.3.1: Network accepted by UE
8.1.2.3.2 MAC failure case

The MAC failure caseisillustrated in figure 8.1.2.3.2.

The SS calculates the authentication token AUTN according to the test algorithm as specified in subclause 8.1.2.1 (step
1t05) using an AMF value different from the AM Fresyncy Value and a MAC value different from what is calculated in
subclause 8.1.2.1 step 4.

The SS sends an authentication request, including RAND and AUTN parameters, to the ME/USIM.

Based on the received RAND parameter The test USIM calculatesthe RES, CK, IK and XMAC parameters according
to subclause 8.1.2.1 (step 1 to 4).

Based on the received RAND parameter the test USIM calculates the RES, CK IK and XMAC parameters according to
subclause 8.1.2.1 (step 1 to 4). The test USIM extracts the SONus= SQNss, AMF and MAC parameters from the
received authentication token AUTN.

When the test USIM identifies that the calculated XMAC value is different from the MAC value received in AUTN
then the USIM notifies the ME of the MAC failure and the ME sends an AUTENTICATION FAILURE message to the
SS (cause “MAC failure”).

G- APDU (RAND [| AUTN) Authentication Req. (RAND || AUTN)
<
R- APDU (SW =98 62) o _
P Authentication Failure (Cause) >
Figure 8.1.2.3.2: MAC failure cases
8.1.2.3.3 SON failure case

The SON failure caseisillustrated in figure 8.1.2.3.3.

The SS calcul ates the authentication token AUTN according to the test algorithm as specified in subclause 8.1.2.1 (step
1to 5) using an AMF value equal to AMFgresynch-

The SS sends an authentication request, including RAND and AUTN parameters, to the UE/USIM.

Thetest USIM extracts the SONys= SQONss, AMF and MAC parameters from the received authentication token AUTN.

3GPP 178



Release 1999 179 3GPP TS 34.108 V3.2.0 (2001-01)

When the test USIM identifies that the AMF field is equal to the AM Fresyncn Value it calculates the re-synchronisation
parameter AUTS as specified in subclause 8.1.2.2 (step 1 to 5) and forward it to the ME.

The ME sendsan AUTHENTICATION FAILURE message to the SS including the AUTS parameter.

C- APDU (RAND || AUTN) < Authentication Req. (RAND || AUTN)

R- APDU (AUTS
( ) Authentication Failure (Cause, AUTS)

Figure 8.1.2.3.3: SON failure case

8.2 Default Parameters for the test USIM

Ki:

The authentication key "Ki" will be chosen by the test house and will be non zero. The "Ki" value used by the SS will
aign with thisvalue.

PIN Disabling:

The PIN enabled / disabled flag will be set to "PIN Disabled". This ensures that when the Test USIM isinserted into a
UE the user will not be prompted for PIN entry.

<End of modified section>
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