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S3 wants to thank TR45 AHAG for a successful joint meeting. S3 further deliberated the issues
addressed during our joint meeting, and would like to bring to TR45 AHAG’s attention the following
decisions and actions:

S3 will raise, for SA plenary ’'s approval, the requirement for a success authentication
report (as specified by TR45). The report shall be generated, at the option of the
HLR/AUC, after a successful security association is established. Specifically, a 3GPP
VLR/SGSN shall be required to support this functionality. The capability of requesting a
“success authentication report” capability shall be optional for a 3GPP HLR/AuC. Attached
please find the corresponding CR (S3-000605) submitted to TSG-CN4.

S3 will submit, for SA plenary ’s approval, the “TR-45 AHAG/TSG SA WG3
Recommendations for Joint AKA Control“, as agreed during our joint meeting in
Washington, DC.

The rogue shell attack, and the potential solutions that are currently being evaluated by
TR45 AHAG, will be addressed at our next S3 meeting in November 2000.

The capability to “revoke the current AV after current services are rendered (Non-service-
affecting)” will be addressed at our next S3 meeting in November 2000.

S3 will forward the SA’s decisions to the TR45 AHAG chair as soon as available.
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S3 thank N4 for their reply liaison statement on positive authentication reporting (N4-000789). S3 offer
the following answers to the specific questions raised by N4:

“N4 does not have a clear view on whether this functionality is required for R99 or for
R00. Because this is clearly a major functional change, N4 assumes that this will be

part of R00.”
S3 can confirm that this functionality is intended to be introduced in ROO.

“What protocol would be used between 3GPP VLR/SGSNs and 3GPP2 HLRs?

Currently the protocol is not defined in the specifications.”

S3 intend to facilitate security inter-working by ensuring that 3GPP and 3GPP2 adopt a common
authentication mechanism. Harmonisation of the ANSI-41 and GSM/3GPP MAP protocols is outside
the scope of S3 work.

“S3 advises that positive authentication report is mandatory during the first location
updating for 3GPP2 subscribers roaming to the 3GPP networks. In this case how
does the VLR/SGSN know that the subscriber is a 3GPP2 subscriber? This
information is needed if the VLR/SGSN does not want to report positive

authentication for subscribers not from the 3GPP2 networks.”

S3 point out that support of positive authentication reporting is intended to be mandatory for all
VLR/SGSN but optional for the HLR. Furthermore, it is envisaged that a 3GPP2 HLR will typically
request positive authentication reporting to be enabled when its customers are roaming in 3GPP
VLR/SGSN.

“How can the HLR request authentication report from the VLR/SGSN?”

One solution would be for a flag to be included in the authentication vector to indicate whether or not a
positive authentication report is required. S3 will elaborate on the stage 2 specifications of this feature.

“S3 liaison also included a proposal for modification of TS 33.102 to reflect generic
authentication reporting mechanism. N4 recommends the separation of the
Authentication Failure and Positive Authentication Reporting because Authentication
Failure Report is already implemented in the N4 specification.”

S3 will take this into account when developing the stage 2 specifications.

“Regarding the question about the impact on network performance, N4 would also like to point out that
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1. The requirement to perform authentication reporting only at the first registration as a means to
save signalling is not applicable to 3GPP networks, since there is no distinction between first and
subsequent location updates

2. Roaming subscribers normally change their serving network quite often and that will noticeably
increase the signalling traffic if the Positive Authentication Reporting is used”.

S3 have noted the comments relating to network performance but would like to stress that it is a home
network option whether or not to turn on positive authentication reporting.
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TSG CN WG4 thanks TSG SA WG3 for their liaison statement (S3-000499) on Positive Authentication
Reporting.

N4 does not have a clear view on whether this functionality is required for R99 or for R0O0. Because this
is clearly a major functional change, N4 assumes that this will be part of ROO.

The following questions were raised during the N4 meeting:

- What protocol would be used between 3GPP VLR/SGSNs and 3GPP2 HLRs? Currently the
protocol is not defined in the specifications

- S3 advises that positive authentication report is mandatory during the first location updating for
3GPP2 subscribers roaming to the 3GPP networks. In this case how does the VLR/SGSN know
that the subscriber is a 3GPP2 subscriber? This information is needed if the VLR/SGSN does not
want to report positive authentication for subscribers not from the 3GPP2 networks.

- How can the HLR request authentication report from the VLR/SGSN?

S3 liaison also included a proposal for modification of TS 33.102 to reflect generic authentication
reporting mechanism. N4 recommends the separation of the Authentication Failure and Positive
Authentication Reporting because Authentication Failure Report is already implemented in the N4
specification.

Regarding the question about the impact on network performance, N4 would also like to point out that

1. The requirement to perform authentication reporting only at the first registration as a means to
save signalling is not applicable to 3GPP networks, since there is no distinction between first and
subsequent location updates

2. Roaming subscribers normally change their serving network quite often and that will noticeably
increase the signalling traffic if the Positive Authentication Reporting is used.

N4 ask advise from CN as to which work item this standardisation belongs.
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