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3.2

Symbols

For the purposes of the present document, the following symbols apply:

[
O
f1
f1*
f2
f3
f4
f5
f5*

Concatenation

Exclusive or

M essage authentication function used to compute MAC

M essage authentication function used to compute MAC-S

M essage authentication function used to compute RES and XRES
Key generating function used to compute CK

Key generating function used to compute IK

Key generating function used to compute AK in normal operation
Key generating function used to compute AK for re-synchronisation

6
f7
8
9
f10
K

Encryption function used to encrypt the IMSI

Decryption function used to decrypt the IMSI (=f6)
Integrity algorithm

Confidentiality algorithm

Deriving function used to compute TEM S|

Long-term secret key shared between the USIM and the AuC

3GPP
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4.2.2  Authentication and key agreement (AKAysiv)

The USIM shall support the UMTS mechanism for authentication and key agreement described in 6.3 of 3G TS 33.102.

The following data elements need to be stored on the USIM:

a)

b)

©)

d)
€)
f)
9
h)

)

K: apermanent secret key;

SOQNys: acounter that is equal to the highest sequence number SQN in an AUTN parameter accepted by the
user;

RANDy,s: the random challenge which was received together with the last AUTN parameter accepted by the
user. It is used to calculate the re-synchronisation message together with the highest accepted sequence number

(SQNws);

KSI: key set identifier;

THRESHOLDc: athreshold defined by the HE to trigger re-authentication and to control the cipher key lifetime;
CK Theaccesslink cipher key established as part of authentication;

IK The accesslink integrity key established as part of authentication;

HFNys Stored Hyper Frame Number provides the Initialisation value for most significant part of COUNT-C and
COUNT-I. Theleast significant part is obtained from the RRC sequence number;

AMF: A 16-bit field used Authentication Management. The use and format are unspecified in the architecture
but examples are given in an informative annex;

The GSM authentication parameter and GSM cipher key derived from the UMTS to GSM conversion functions.

Table 3 provides an overview of the data elements stored on the USIM to support authentication and key agreement.

3GPP
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Table 3: USIM — Authentication and key agreement — Data elements

Symbol Description Multiplicity Lifetime Length Mandatory /
Optional
K Permanent secret 1 (note 1) Permanent 128 bits Mandatory
key
SQNws Sequence number | 1 Updated when 48 bits Mandatory
counter AKA protocol is
executed
WINDOW (option accepted sequence | 1 Updated when 10 to 100 bits Optional
1) number array AKA protocol is
executed
LIST Ordered list of 1 Updated when 32-64 bits Optional
(option 2) sequence numbers AKA protocol is
received executed
RANDws Random challenge | 1 Updated when 128 bits Mandatory
received by the AKA protocol is
user. executed
KSI Key set identifier 1 Updated when 3 bits Mandatory
AKA protocol is
executed
THRESHOLDc Threshold value for | 1 Permanent 32 bits Optional
ciphering
CK Cipher key 1 Updated when 128 bits Mandatory
AKA protocol is
executed
IK Integrity key 1 Updated when 128 bits Mandatory
AKA protocol is
executed
HFNus: Initialisation value 1 Updated when 25 bits Mandatory
for most significant connection is
part for COUNT-C released
and for COUNT-I
AMF Authentication 1 Updated when 16 bits Mandatory
Management Field AKA protocol is
(indicates the executed
algorithm and key
in use)
RANDg GSM 1 Updated when As for GSM Optional
authentication GSM AKA or
parameter from UMTS AKA
conversion function protocol is
executed
SRES GSM 1 Updated when As for GSM Optional
authentication GSM AKA or
parameter from UMTS AKA
conversion function protocol is
executed
Kc GSM cipher Key 1 Updated when As for GSM Optional
GSM AKA or
UMTS AKA
protocol is
executed

NOTE 1: HE policy may dictate more than one, the active key signalled using the AMF function.

3GPP
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The following cryptographic functions need to be implemented on the USIM:
- f1: amessage authentication function for network authentication;
- f1*: amessage authentication function for support to re-synchronisation;
- f2: amessage authentication function for user authentication;
- f3: akey generating function to derive the cipher key;
- f4: akey generating function to derive the integrity key;

- —f5: akey generating function to derive the anonymity key for normal operation;

- f5*: akey generating function to derive the anonymity key for re-synchronisation;

- ¢2: Conversion function for interoperation with GSM from XRES (UMTS) to SRES (GSM);
- ¢3: Conversion function for interoperation with GSM from Ck and IK (UMTS) to Kc (GSM).

Figure 2 provides an overview of the data integrity, data origin authentication and verification of the freshness by the
USIM of the RAND and AUTN parameters received from the VLR/SGSN, and the derivation of the response RES, the
cipher key CK and the integrity key IK. Note that the anonymity Key (AK) isoptional.

RAND AUTN
+ A
/ )
—»™ f5 SQN O AK AMF MAC

v v

AK —T——» |

v

SQN

K

vVvY i v i v i v i
f1 f2 f3 f4
v v v v
XMAC RES CK IK

Verify MAC = XMAC

Verify SQN > SQNHe

Figure 1. User authentication function in the USIM

Figure 3 provides an overview of the generation in the USIM of atoken for re-synchronisation AUTS.

a) TheUSIM computes MAC-S = f1*((SQNuys || RAND || AMF*), whereby AMF* is adefault value for AMF
used in re-synchronisation.

b) If SONysisto be concealed with an anonymity key AK, the USIM computes AK = f5(MAC-SH0-—~0RAND);

m-ina 4 ata ey al il a' o a

required-16-ectet-nput-parameter; and the concealed counter value is then computed as SQNys 0 AK.
¢) There-synchronisation token is constructed as AUTS = SQNys [0 AK] || MAC-S.

3GPP
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MAC-S AK SQNws 0 AK

AUTS = SQNus [0 AK] | MAC-S

SQNwS .
AMF* i « i
\A 1= ===" 1 | y_ |
RAND —p{ f1* » f ! | xor !
¢ ///,l-__l____ ///i-__l____
/// * /// *
MAC-S AK SONys O AK

AUTS = SQNys [0 AK] | MAC-S

Figure 2: Generation of a token for re-synchronisation AUTS (note 1)

NOTE 1: Thelengths of AUTS and MAC-S are specified in table 20.

Table 4 provides a summary of the cryptographic functions implemented on the USIM to support authentication and
key agreement.

3GPP
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Table 4: USIM — Authentication and key agreement — Cryptographic functions

Symbol Description Multiplicity Lifetime Standardised / Mandatory / Optional
Proprietary

fl Network authentication | 1 Permanent | Proprietary Mandatory
function

f1* Message authentication | 1 Permanent | Proprietary Mandatory
function for
synchronisation

f2 User authentication 1 Permanent | Proprietary Mandatory
function

3 Cipher key generating 1 Permanent | Proprietary Mandatory
function

f4 Integrity key generating | 1 Permanent | Proprietary Mandatory
function

5 Anonymity key 1 Permanent | Proprietary Optional
generating function_(for
normal operation)

f5* Anonymity key 1 Permanent Proprietary Optional
generating function (for
re-synchronisation)

c2 and c3 | Conversion functions 1 of each Permanent | Standard Optional

for interoperation with
GSM

3GPP
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Authentication and key agreement (AKA.)

The HLR/AUC shall support the UMTS mechanism for authentication and key agreement described in 6.3 of 3G TS

33.102.

The following data elements need to be stored in the HLR/AUC:

a) K:apermanent secret key;

b) SONge: acounter used to generate SQN from,

c) AV: authentication vectors computed in advance;

Table 19 provides an overview of the data elements stored on the HLR/AuC to support authentication and key

agreement.
Table 19: HLR/AuC — Authentication and key agreement — Data elements
Symbol Description Multiplicity Lifetime Length Mandatory /
Optional

K Permanent secret 1 Permanent 128 bits Mandatory
key

SQNHe Sequence number 1 Updated when AVs | 48 bits Mandatory
counter are generated

UMTS AV UMTS HE option Updated when AVs | 544-640 bits Optional
Authentication are generated
vectors

GSM AV GSM Authentication | HE option that Updated when AVs | As GSM Optional
vectors consists of: are generated

RAND GSM Random 128 bits Optional
challenge

SRES GSM Expected 32 bits Optional
response

Kc GSM cipher key 64 bits Optional

Table 20 shows how the construction of authentication token for synchronisation failure messages used to support
authentication and key agreement.

Table 20: Composition of an authentication token for synchronisation failure messages

Symbol Description Multiplicity Length
AUTS Synchronisation Failure authentication token that consists of: 112
SQN Sequence number 1 per AUTS 48
MAC-S Message authentication code for Synchronisation 1 per AUTS 64

Failure messages

3GPP
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Figure 4 provides an overview of how authentication vectors are generated in the HLR/AuC.

Generate SQN |

Generate RAND ‘ﬁ

N AMF
sQ RAND
K
y y y AR N N N y N y N
| 1 [ 2 | [ = || & || 15
MAC XRES CK IK AK

| AUTN := SQN 0 AK [[AMF ||[MAC |

| AV := RAND || XRES||CK [[IK [[AUTN |

Figure 3: Generation of an authentication vector

The following cryptographic functions need to be implemented in the HLR/AuC:
- f1: amessage authentication function for network authentication;
- f1*: amessage authentication function for support to re-synchronisation;
- f2: amessage authentication function for user authentication;
- f3: akey generating function to derive the cipher key;
- f4: akey generating function to derive the integrity key;

- —f5: akey generating function to derive the anonymity key for normal operation;

- f5*: akey generating function to derive the anonymity key for re-synchronisation;

- cl: Conversion function for interoperation with GSM from RAND (UMTS) > RAND (GSM);
- ¢2: Conversion function for interoperation with GSM from XRES (UMTS) to SRES (GSM);

- ¢3: Conversion function for interoperation with GSM from CK and IK (UMTYS) to Kc (GSM).
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Table 21 provides a summary of the cryptographic functions implemented on the USIM to support authentication and
key agreement.

Table 21: HLR/AuC — Authentication and key agreement — Cryptographic functions

Symbol Description Multiplicity Lifetime Standardised / Mandatory / Optional
Proprietary
fl Network authentication | 1 Permanent | Proprietary Mandatory
function
f1* Message authentication | 1 Permanent | Proprietary Mandatory

function for
synchronisation

f2 User authentication 1 Permanent | Proprietary Mandatory
function

3 Cipher key generating 1 Permanent | Proprietary Mandatory
function

f4 Integrity key generating | 1 Permanent | Proprietary Mandatory
function

5 Anonymity key 1 Permanent | Proprietary Optional

generating function (for
normal operation)

=

f5* Anonymity key Permanent Proprietary Optional
generating function (for

re-synchronisation)

A3/A8 GSM user 1 Permanent | Proprietary Optional
authentication functions

cl, c2 and | Functions for 1 for each Permanent | Standard Optional
c3 converting UMTS AV's
to GSM AV’s
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