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SIP Extensions for supporting Distributed Call State

Status of this Meno

This docunent is an Internet-Draft and is in full conformance with
all provisions of Section 10 of RFC2026[1].

Internet-Drafts are working docunments of the Internet Engi neering
Task Force (IETF), its areas, and its working groups. Note that

ot her groups may al so distribute working docurments as Internet-
Drafts. Internet-Drafts are draft docunments valid for a maxi num of
six months and may be updated, replaced, or obsol eted by other
docunents at any time. It is inappropriate to use Internet- Drafts
as reference material or to cite themother than as "work in
progress.”

The list of current Internet-Drafts can be accessed at



http://ww. ietf.org/ietf/1lid-abstracts.txt
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The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm .

The distribution of this meno is unlimted. It is filed as <draft-
dcsgroup-si p-state-02.txt>, and expires January 31, 2001. Pl ease
send comments to the authors.

1. Abstract

Thi s docunent describes an extension to the Session Initiation
Protocol (SIP) that enables proxies to distribute call state to user
agents. The state information can be returned to the proxy when the
user agent requests a change in the characteristics of the active
call. By providing the ability to distribute state to the user
agents where it can be securely stored, proxy servers can remsin

stateless for the duration of the call. This nmechanismallows a
proxy server to provide services that depend on call state, while
still being stateless.

2. Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in
this docunent are to be interpreted as described in RFC-2119 [2].

3. Introduction

In the Session Initiation Protocol (SIP) [4] proxies play the role
of routing engines and delivery platfornms for services. Many types
of services require these proxies to retain call state. That is,

t hese proxi es know how to correlate SIP nessages in order to
reconstruct the state of calls that exist in the user agents.
Unfortunately, maintaining call state presents problens. First, it
i ntroduces scal ability problenms when there are many user agents
bei ng served by a single proxy. Second, it nakes failover and | oad
bal anci ng nore conpl ex, since once state is established in one
proxy, subsequent signaling nust return to the sane proxy in order
for proper service execution.

To achieve scalability when handling signaling nmessages froma | arge
nunber of calls, SIP proxies nust mnimze the per call information
that they need to nmaintain. One nethod of achieving this is for the
proxy to transfer the state associated with a call to entities where
the state is relevant. In addition, the proxy should be able to
retrieve and update the call state information if the
characteristics of the active call are changed.

The extension proposed in this docunent allows proxies to
encapsul ate any state information they desire into a header, called
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a State header, that is delivered to the user agents for a call.
This information is reflected back in subsequent nessages. This
effectively allows proxies to store call state in user agents -
behaving as SIP stateful proxies while still being stateless.

In this draft, we propose the follow ng extension to SIP to support
the distribution of call state:

1) A new general State header field that can be used to distribute

call state information by the proxy to the UA during call setup or

m d-call. The state information can al so be encrypted, and contain

an integrity check value, to guarantee detection of tanpering by an
untrusted UA

If the UA wishes to change call characteristics, it passes the saved
state informati on (which nay be proxy encrypted and integrity
protected) in a SIP INVITE request to its proxy server. The proxy
is then able to performthe requested action, just as if the proxy
had mai ntained the call state information itself. By using this
mechani sm the proxies can offer the full range of services, yet
remai n statel ess during the call

The above mechani smfor distributing state information is used in
the Distributed call signaling (DCS) architecture [5].

2) A newoption tag "state" is defined. This is to be used in the
Supported header [5] by the initiating UAin its request to inform
its proxy server that it understands and supports the behavi or
required by the State header. The responses woul d al so i nclude the
Supported header with the option tag "state". In addition, proxy
servers that transfer State to the UAS MJST al so include a Require
and a Proxy-Require header field with the option tag "state" if the
proxy requires support for the extension

4. Protocol Overview

Qutlined below is an overview of the usage of the State header for
distributing call state.

Consi der a basic SIP I NVI TE-200 OK- ACK transaction. The UAC
initiating the call sends an INVITE request to its proxy with the
called party information. |If the UAC supports the State header, the
Supported header with the option tag "state" MJIST be included in the
request. The originating proxy locates the SIP proxy associated with
the called party (referred to here as the term nating proxy) and
forwards the INVITE to it. After the term nating proxy processes the
INVITE, it has the infornation about the call being set up. The

term nating proxy can pass this state information to the
termnating/called UA in the State header. The State header includes
a host value to identify the proxy that inserted the state token(s)
that follows. In addition, the proxy MAY insert a Require and a
Proxy- Require header field with the value "state" if it w shes the
call to only be established if the State extension can be supported.
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If the UAS supports the State extension, the State header along with
t he Supported header with an option tag of "state" is reflected back
in the response. When the response to the INVITE (200 OK or the
first non-100 1xx response) arrives at the originating proxy, the
proxy has the conplete call state information about the call being
setup. When forwardi ng the response to the calling UA the proxy
includes this call state information in the State header

The state information distribution described above between the proxy
and the UA works for a network of proxies in the signaling path as
well. If a proxy along the path wishes to distribute call state to
the user agents, it adds a State header to the request (or the
response). The State header includes a host val ue by which the
proxy can identify itself followed by its state token(s) and any
State header(s) inserted by other proxies.

The UAS that receives the State header(s) stores the headers and
associates themwith the call-Ieg.

The rules for when and how the stored state information is returned
by the UA to the proxy are discussed in detail in the next section.

5. SI P Header Extension and Option Tag for Distributing Call State

If the State header is to be used to distribute state in a call, the
UAC initiating the call MJST include the Supported header defined in
[6] with the option tag "state" in the initial |INVITE request.

UAS' s receiving the Supported header with the value "state" MJST
i ncl ude the Supported header with an option tag of "state" in
responses if they are capable of processing the State header

ext ensi on.

A proxy in the signaling path MUST insert a Require and a Proxy-
Require header with an option tag of "state" if it inserts a State
header in the request or response.

5.1 State Header Syntax

The State header contains any infornation a proxy would Iike
returned to it in subsequent nmessaging fromthe UA's for the sane
call leg. This might include information for support of m d-cal
features, billing information, etc. It is RECOMVENDED that this

i nfornati on be protected by an integrity check nechanism This
allows the proxy to reliably and securely store state infornation in
the client that may be needed for subsequent feature invocation

The followi ng syntax specification uses the augmented Backus- Naur
Form (BNF) as described in RFC 2234 [3].
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State = "State" ":" 1#(host ";" state-token
*(";" state-token))
st at e-t oken = token ["=" (*token | quoted-string)]

The host field identifies the proxy that inserted the state
i nformation.

State headers may be nested. In this case, a proxy in the signaling
path takes the State header(s) it received in the incom ng signaling
message (previous host; token form, possibly adds any state-tokens
of its own, and generates a single new State header. The hostnane
in the nested State header identifies the proxy that perforned the
nesti ng.

Multiple State headers MAY be present in a request (or response). In
addition, the syntax allows for a proxy to insert multiple tokens in
t he header.

The state token is a proxy-defined encoding of a structure
containing multiple pieces of informati on needed by the proxy to
performvarious call features. The structure is returned fromthe
UAto its proxy for call services that affect the current call.

The follow ng defines the entry for the State header of Table 5 in
RFC 2543.

Wher e enc e-e ACK BYE CAN | NV OPT REG

State gc n h 0 0 0 0 o] o]

6 Detailed Protocol Semantics

The protocol semantics for a UAC, a UAS and the proxy are addressed
in this section.

6.1 UAC behavi or
The rules at the UAC for processing State headers are |listed bel ow

1. A UAC supporting this extension MJIST include a Supported header
field with an option tag of "state" in the initial INVITE and al
subsequent requests and responses.

2. The UAC MUST save the received State header(s) along with the
From To, Call-ID and tags associated with the To and From header
fields for the duration of the call.

3. On a subsequent request, the UAC includes the State header(s) in
the request if the From To (including ones with From and To
reversed), Call-1D and the tags on the Fromand To match those
associated with the saved State header(s) and Request-URl matches
t he hostnane of the saved State header(s). |If Route header is
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present, the UAC also includes State headers that have hostnane
mat chi ng a conponent of the Route header

4. Addi tional rules MAY be defined by other extensions that specify
when a State header is to be included in a request. An exanpl e of
this would be extensions that handle call transfers and other
features that woul d specify State header processing at the UAC

5. When a call leg ends, the UAC MAY delete all saved State headers
associated with the call Ieg.

6.2 UAS behavi or
The rules at the UAS for processing State headers are |listed bel ow

1. A UAS that supports this extension MJST include a Supported header
with the token value "state" in all responses.

2. The UAS MUST save the received State header(s) along with the
From To, Call-ID and tags associated with the To and From header
fields for the duration of the call, or until a new request with
the State is received.

3. In all non-100 responses to all requests, the UAS MJST include the
State header(s) received in that request, and a Supported: "state"
header .

6.3 Proxy Behavi or

To support this extension, the Proxy MJUST performthe follow ng
functions:

1. A State header that is received in a request or response, with a
host nane ot her than the proxy's, MJST be passed on

2. A Proxy that hides Via headers in a request MJST nest all the
State headers received in the request. Further, the proxy MJST
restore these State headers when that nested State header is
received in a request or response.

3. A proxy that hides Record-Route headers in a request MJST nest
all the State headers received in that request. Further, the
proxy MJST restore these State headers when that nested State
header is received in a request or response.

4. Requirenents on a proxy that hides Record-Route headers in a
response, or that hides Route headers, is for further study.

In addition, a proxy MAY do the following to utilize the capability
of fered by this extension
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1. A State header received in a request or response with the hostnane
mat chi ng the proxy MAY be di scarded

2. A proxy MAY generate one or nore State headers, and include it (or
them) in any request or response. A proxy that generates State
headers MJST insert a "Require: state" header, and a "Proxy-
Require: state" header, in the request if not already present.

3. A proxy MAY nest all, or any subset, of the State headers received
in a request or response. A proxy that nests State headers MJST
restore these State headers when that nested State header is
received in a request or response.

6.4 Exanpl e of use

The following exanple illustrates the distribution of state during
call setup and issues associated with concatenation and encryption
of State headers. UAC and UAS refer to the originating and

term nating User Agent for the call. Pl is the proxy associated wth
UAC and P2 is the proxy associated with UAS. ePl{*} refers to the
state token encrypted by P1.

UAC -> P1 -> P2 -> UAS

UAC- >P1: invite
Supported: state

P1->P2: invite
St ate: P1; st at e=eP1{"cached transl ati on
of UAS' s number"}
Supported: state
Require: state

In this exanple, P2 fornulates a single State header by conbini ng
the State header received fromthe previous proxy(ies).

P2- >UAS: invite
St at e: P2; st at e=eP2{"hunt group |D
billing ID P1; state=eP1{"cached
transl ati on of UAS' s nunber"}"}
Supported: state
Require: state

UAS saves the above state infornation received fromits proxy P2 for
the duration of the call.

UAS- >P2: response
State: P2; state=eP2{"hunt group |ID
billing ID P1;state=eP1{"cached
transl ation of UAS' s nunber"}"}
Supported: state
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As P2 conbined all State headers into one when sending the INVITE to
the UAS, it is responsible for restoring the State headers as
received in the INVITE before forwarding the response to P1 with its
updat ed State header

P2->P1. response
St at e: P2; st at e=eP2{"hunt group |ID
billing 1D}, P1; st at e=eP1{" cached
transl ation of UAS s nunber"}
Supported: state

P1- >UAC. response
state: P1;state=eP1{"billing ID
cached translation of UAS's
nunber, P2;state=eP2{"hunt group ID
billing ID'}"}
Supported: state

UAC saves the state information received fromP1l for the duration of
the call.

When the call begins, state at UAC is:
State: Pl; state=eP1{"billing I D, cached translation of UAS's
nunber"”, P2;state=eP2{"hunt group ID, billing ID'}"}

State at UAS is:
State: P2; state=eP2{"hunt group ID, billing ID, P1;state=eP1l{"
cached translation of UAS s nunber"}"}

Note that the state information for the call at the UAC and UAS is
different. Proxies therefore need to be aware of the direction from
whi ch they receive the State header. This nay be information
included in the state token or nmay be deduced from ot her headers in
t he nessage.

7 State Header and HTTP Cooki e/ Pcooki e Conpari son

The State header field discussed in this section differs fromthe
HTTP1.1 Cooki es as described in [7]. In a general sense, both
transfer state between the server and the client. HTTP uses the
Cookie for "state" managenent, or as a handle to pass session
context change from server to client where the server is the other
endpoi nt of the session. Cookies typically persist across sessions.
On the other hand, the State header is used to transfer current cal
state froma proxy or internediate network proxies to the UAC and
the UAS. The state header can be considered to be a handle to
request a change in the active/current session by the endpoint from
its proxy. In addition, there are no attribute value pairs
associated with the State header as there are in the Cookie
nmechani sm

8 Security Considerations

DCS Group Internet Draft - Expiration 01/31/01 8



10

SIP Extensions for Distributed Call State July 2000

If the clients/endpoints are considered untrusted entities, the
proxy must encrypt the State header and include an integrity check
with the State header information. In addition, the proxy is
responsi ble for verifying the contents and integrity of the State
header returned by the client as discussed in this docunent.

Notice Regarding Intellectual Property Rights

AT&T may seek patent or other intellectual property protection for
sone or all of the technol ogies disclosed in the docunment. If any
standards arising fromthis disclosure are or becone protected by
one or nore patents assigned to AT&T, AT&T intends to disclose those
patents and |icense them on reasonabl e and non-di scrimnatory terns.
Future revisions of this draft may contain additional information
regardi ng specific intellectual property protection sought or
received.

3COM may seek patent or other intellectual property protection for
sone or all of the technol ogies disclosed in the docunment. If any
standards arising fromthis disclosure are or becone protected by
one or nore patents assigned to 3COM 3COMintends to disclose those
patents and |icense them on reasonabl e and non-di scrimnatory terns.
Future revisions of this draft may contain additional information
regardi ng specific intellectual property protection sought or
received.
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Ful I Copyright Statenent

"Copyright (C) The Internet Society (date). Al Rights Reserved.
This docunent and translations of it may be copied and furnished to
others, and derivative works that comrent on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph
are included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process must be
followed, or as required to translate it into | anguages other than
English. The linited perm ssions granted above are perpetual and
will not be revoked by the Internet Society or its successors or
assigns. This document and the information contained herein is
provided on an "AS | S" basis and THE | NTERNET SOCI ETY AND THE

| NTERNET ENG NEERI NG TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR
| MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE. "

Expiration Date: This nmeno is filed as <draft-dcsgroup-sip-state-
02.txt>, and expires January 2001
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