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6.4.8 Initialisation of synchronisation for ciphering and integrity protection

The ciphering and integrity protection algorithms are driven by counters (COUNT-C and COUNT-I) that at connection
establishment need to be initialised. For that purpose the ME and the USIM have the ability to store a START value.
The ME and the USIM store a START ¢s value for the CS cipher/integrity keys and a START s value for the PS
cipher/integrity keys. The length of START is 20 bits.

The ME only contains (valid) START values when it is powered-on and a USIM isinserted. When the ME is powered-
off or the USIM isremoved, the ME deletesits START values. After power-on or insertion of aUSIM, the USIM sends
its START valuesto the ME, and the ME stores them. During idle mode, the START valuesin the ME and in the USIM
areidentical and static.

At radio connection establishment for a particular serving network domain (CS or PS) the ME sends the START s and
the START ps va ue to the RNC in the RRC connection setup complete message. The ME marksthe START valuesin
the USIM asinvalid by setting START s and STARTps to THRESHOLD.

The ME and the RNC initialise the 20 most significant bits of the RRC HFN (for integrity protection), the RLC HFN
(for ciphering) and the MAC-d HFN (for ciphering) to the START value of the corresponding service domain; the
remaining bits areinitialised to 0. Also the RRC SN (for integrity protection), the RLC SN (for ciphering) and the
MAC-d HFN (for ciphering) areinitialised to 0.

During an ongoing radio connection, the START s value in the ME is defined as the 20 most significant bits of the
maximum of all current COUNT-C and COUNT-I valuesfor al signalling radio bearers and CS user data togicat
channelsradio bearers protected using CKsand/or IKcs incremented by 1, i.e.:

STARTcs= MSBy ( MAX { COUNT-C, COUNT-I | all tegical-channelsradio bearers (including signalling)
protected with CKcsand 1Kcg}) + 1.

Likewise, during an ongoing radio connection, the START s value in the ME is defined as the 20 most significant bits
of the maximum of all current COUNT-C and COUNT-I values for all signalling radio bearers and PS user dataradio
bearers logical-channels-protected using CKpsand/or IKps, incremented by 1, i.e.:

STARTps= MSBy (MAX { COUNT-C, COUNT-I | al radio bearers (including signalling) ltegical-channels
protected with CKpsand 1Kpg}) + 1.

Upon radio connection release and when a set of cipher/integrity keysis no longer used, the ME updates START s and
START g in the USIM with the current values.

During authentication and key agreement the ME sets the START values of the corresponding service domainto 0 in
the USIM and in the ME itself.

6.5.5 Integrity key selection

There may be one IK for CS connections (1K ¢s), established between the CS service domain and the user and one IK for
PS connections (IKps) established between the PS service domain and the user.

The dataintegrity of radio bearers logical-channelsfor user datais not protected.

The signalling radio bearers are used for transfer of sSignalling data for services delivered by either-ef-both CS and PS
service domai ns+s-sent-over-common-ogical-{signaling)-channels. These signalling radio bearers logical-channels-are
dataintegrity protected by the IK of the service domain for which the most recent security mode negotiation took place.
This may require that the integrity key of an (already integrity protected) ongoing signalling connection has to be
changed, when a new RRC-connection is established {with another service domain}, or when a security mode
negotiation follow a re-authentication during an ongoing connection. This change should be completed within five
seconds after the security mode negotiation.

6.6.2 Layer of ciphering

The ciphering function is performed either in the RLC sub-layer or in the MAC sub-layer, according to the following
rules:
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- If aradio bearer logical-channel-is using a non-transparent RLC mode (AM or UM), ciphering is performed in
the RLC sub-layer.

- If aradio bearer legical-channel-is using the transparent RLC mode, ciphering is performed in the MAC sub-
layer (MAC-d entity).

Ciphering when applied is performed in the SSRNC and the ME and the context needed for ciphering (CK, HFN, etc.) is
only known in S-RNC and the ME.

6.6.4.2 CK
The cipher key CK is 128 bitslong.

There may be one CK for CS connections (CK¢s), established between the CS service domain and the user and one CK
for PS connections (CKps) established between the PS service domain and the user. Whieh-The CK eipherkey to use for
aparticular radio bearer togical-channel-is described in 6.6.65. For UMTS subscribers, CK is established during UMTS
AKA, asthe output of the cipher key derivation function f3, available in the USIM and in HLR/AuC. For GSM
subscribers that access the UTRAN, CK is established following GSM AKA and is derived from the GSM cipher key
Kc, as described in 8.2.

CK isstored in the USIM and a copy is stored in the ME. CK is sent from the USIM to the ME upon request of the ME.
The USIM shall send CK under the condition that 1) avalid CK is available, 2) the current value of START in the
USIM is up-to-date and 3) START has not reached THRESHOLD. The ME shall delete CK from memory after power-
off as well as after removal of the USIM.

CK is sent fromthe HLR/AuC to the VLR or SGSN and stored in the VLR or SGSN as part of the quintet. It is sent
fromthe VLR or SGSN to the RNC in the (RANAP) security mode command.

At handover, the CK is transmitted within the network infrastructure from the old RNC to the new RNC, to enable the
communication to proceed. The cipher CK remains unchanged at handover.

6.6.5 Cipher key selection

Thereisone CK for CS connections (CK¢g), established between the CS service domain and the user and one CK for
PS connections (CKps) established between the PS service domain and the user.

The radio bearers logical-channelsfor CS user data are ciphered with CK cs.
The radio bearers logical-channelsfor PS user data are ciphered with CKps.

The signalling radio bearers are used for transfer of sSignalling data {for services delivered by both CS and PS services)
domai nsis-sent-evercommen-ogical-channels. These signalling radio bearers logical-channels-are ciphered by the CK
of the service domain for which the most recent security mode negotiation took place. This may require that the cipher
key of an (already ciphered) ongoing signalling connection is-has to be changed, when a new RRC-connection is
establishment-established with another service domaineeedrs, or when a security mode negotiation follows are-
authentication during an ongoing connection. This change should be completed within five seconds after the security
mode negotiation.
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