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6.5.4 Input parameters to the integrity algorithm

6.54.1 COUNT-I
Theintegrity sequence number COUNT-I is 32 bits long.

Thereis one COUNT-I value per legical-signalting-channelup-link signalling radio bearer and one COUNT-I value per
down-link signalling radio bearer using RLC AM or RLC UM.

COUNT-I is composed of two parts: a"short" sequence number and a"long" sequence number. The "short" sequence
number forms the least significant bits of COUNT-I while the "long" sequence number forms the most significant bits
of COUNT-I. The "short" sequence number is the 4-bit RRC sequence number (RRC SN) that is available in each RRC
PDU. The"long" sequence number is the 28-bit RRC hyper frame number (RRC HFN) which isincremented at each
RRC SN cycle.

RRC HFN RRC SN
(28 bits) (4 bits)
— -
——
COUNT-I

Figure 16a: The structure of COUNT-I

The hype#ramenumbepRRC HFN |5|n|t|al|$d by means of the parameter START, which is described in subsection
; Rert. The ME andtheRNCthen|n|t|aI|sethe20

6.6.4 Input parameters to the cipher algorithm

6.6.4.1 COUNT-C

The ciphering sequence number COUNT-C is 32 bitslong.

There is-are one COUNT-C value per up-link radio bearer and one COUNT-C value per down-link radio bearer using
togical-RLC AM-channel-onrepertogical or RLC UM. There are one up-link COUNT-C value and one down-link
COUNT-C valuechannel-and-ene for all legical-channelsradio bearers using the transparent RLC mode (and mapped
onto DCH).

COUNT-C is composed of two parts: a"short" sequence number and a"long" sequence number. The "short" sequence
number forms the least significant bits of COUNT-C while the "long" sequence number forms the most significant bits
of COUNT-C. The update of COUNT-C depends on the transmission mode as described below (see figure 16c¢).
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RLCTM  MAC-d DCH MAC-d HFN (2524 bits) CFN (78 bits)
RLC UM RLC UM HFN (25 bits) RLC SN (7 bits)
RLC AM RLC AM HFN (20 bits) RLC SN (12 bits)
— M
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Figure 16c: The structure of COUNT-C for all transmission modes

For RLC TM on DCH, the "short" sequence number is the 7-bit-8-bit eipheringconnection frame number CFN of
the UJEFNCOUNT-C. It isindependently maintained in the ME MAC-d entity and the SRNC MAC-d entity. The
"long" sequence number isthe 2524-bit MAC-d HFN, which isincremented at each CFN cycle. Fhe-eiphering
sequence number CSN-or COUNT-C isidentical to the UEFN.

For RLC UM mode, the "short" sequence number is the 7-bit RLC sequence number (RLC SN) that-isavailable

H-each-and thisis part of the RLC UM PDU header{itis-not-ciphered). The "long" sequence number is the 25-bit
RLC UM HFN whichisincremented at each RLC SN cycle.

For RLC AM mode, the "short" sequence number is the 12-hit RLC sequence number (RLC SN) thatis-available
H-each-and thisis part of the RLC AM PDU header{itis-not-ciphered). The "long" sequence number is the 20-bit
RLC AM HFN which isincremented at each RLC SN cycle.

The hyperframe number HFN is |n|t|aI|%d by means of the parameter START, which is described in subsection

shment. The ME and the RNC then initialise the 20 most

S|gn|f|cant b|ts of the RLC AM HFN RLC UM HFN and MAC-d HFN to START ; the The remaining bits of the RLC

AM HFN, RLC UM HFEN and MAC-d HFN are initialised to Ozero. Fhe RRC-HFN-areinecremented-independenthy-for
cosblegiealehannck

When

anew radio bearer is established during a RRC connection in ciphered mode, the HEN isinitialised by the current

START value (see subsection 6.4.8).

The ciphering unit, i.e. the data unit (plaintext block) that is ciphered, depends on the transmission mode as described

below.

For RLC UM mode, the ciphering unit isthe UMD PDU excluding the first octet, i.e. excluding the RLC UM

PDU header (see TS 25.322).

For RLC AM mode, the ciphering unit is the AMD PDU excluding the two first octets, i.e. excluding the RLC

AM PDU header (see TS 25.322).

For RLC TM on DCH, the ciphering unit isthe MAC SDU (see TS 25.321).
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