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6.4.8 Initialisation of synchronisation for ciphering and integrity protection

The ciphering and integrity protection algorithms are driven by counters (COUNT-C and COUNT-I) that at connection
establishment need to be initialised. For that purpose the ME and the USIM have the ability to store a START value.
The ME and the USIM store a START ¢s value for the CS cipher/integrity keys and a START s value for the PS
cipher/integrity keys. The length of START is 20 bits.

The ME only contains (valid) START values when it is powered-on and a USIM isinserted. When the ME is powered-
off or the USIM isremoved, the ME deletesits START values. After power-on or insertion of aUSIM, the USIM sends
its START valuesto the ME, and the ME stores them. During idle mode, the START valuesin the ME and in the USIM
areidentical and static.

At radio connection establishment for a particular serving network domain (CS or PS) the ME sends the START s and
the START ps va ue to the RNC in the RRC connection setup complete message. The ME marksthe START valuesin
the USIM asinvalid by setting START s and STARTps to THRESHOLD.

The ME and the RNC initialise the 20 most significant bits of the RRC HFN (for integrity protection), the RLC HFN
(for ciphering) and the MAC-d HFN (for ciphering) to the START value of the corresponding service domain; the
remaining bits areinitialised to 0. Also the RRC SN (for integrity protection), the RLC SN (for ciphering) and the
MAC-d HFN (for ciphering) areinitialised to 0.

During an ongoing radio connection, the START s value in the ME is defined as the 20 most significant bits of the
maximum of all current COUNT-C and COUNT-I valuesfor all signalling and CS user data logical channels protected
using CK¢sand/or IKcs incremented by 1, i.e.:

STARTcs= MSBy ( MAX { COUNT-C, COUNT-I | all logical channels protected with CKsand 1Kcg}) + 1.

Likewise, during an ongoing radio connection, the START s value in the ME is defined as the 20 most significant bits
of the maximum of all current COUNT-C and COUNT-I valuesfor all signalling and PS user datalogical channels
protected using CKpsand/or 1Kps, incremented by 1, i.e.:

STARTps= MSBy (MAX { COUNT-C, COUNT-I | dl logical channels protected with CKpsand 1Kpg}) + 1.

Upon radio connection release and when a set of cipher/integrity keysis no longer used, the ME updates START s and
START g in the USIM with the current values.

During authentication and key agreement the ME sets the START values of the corresponding service domainto 0 in
the USIM and in the ME itself.

6.8.2.4 R99+ ME

R99+ ME with a SIM inserted, shall participate only in GSM AKA.

GSM AKA resultsin the establishment of a GSM security context; the GSM cipher key Kc and the cipher key sequence
number CKSN are stored in the ME.

When the user is attached to a UTRAN, R99+ ME shall derive the UMTS cipher/integrity keys CK and IK from the
GSM cipher key Kc using the conversion functions ¢4 and c5.

The ME shall handle the START s and START p as described in section 6.4.8 with exception of that the START values
are not read from/stored on GSM SIM. At power on and a GSM SIM isinserted, the ME randomly selectsa START ¢
value and a START pg val ue.
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