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While studying the possibility to introduce the GPRS ciphering al gorithm GEA2 for R97/R98
mobile stations, CN1 detected a problem which occurs on the network side in case of an
interworking between R99 and R97/R98 SGSNs. Note that the problem is not tied to the
introduction of GEA2 for R97 /R98 mobile stations, but will also exist for a R99 mobile
station supporting GEA2 and roaming in a mixed R97/R98 — R99 network environment.

Description of the problem:

A mobile station supporting GEA2 will indicate this capability to the network in the MS

network capabilities sent during GPRS attach or routing area update. To this purpose the

information element has to be enhanced by an additiona octet. According to the draft CR
currently under discussion in CN1, a R97/R98 network shall ignore this new octet.

The problem occurs, if aR99 SGSN activated GEA2 and the M S subsequently performs an
inter-SGSN routing area update to a R97 /R98 SGSN. As the R97/R98 SGSN does not
support GEA2, anew authentication and ciphering procedure has to be performed to change
the ciphering algorithm to GEA 1. This behaviour is not covered by the current R97/R98
specifications GSM 03.60, 04.08 and 09.60 and cannot be introduced without a functional
change to a R97/R98 SGSN. Especidly, it is not possible with GTP version 0 to indicate to
the R97/R98 SGSN a used ciphering key different from GEA1

The following changes would be necessary to R97/R98 specifications:

GSM 03.60: It has to be described that if during an inter-SGSN routing area update the new
SGSN does not know or is not able to support the ciphering algorithm used by the old SGSN,
the new SGSN has to change the ciphering algorithm by performing a new authentication and
ciphering procedure.

GSM 09.60: In the information element MM Context which is passed from the old to the new
SGSN, the range of codepoints for the parameter ‘used cipher’ has to be extended so that
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ciphering algorithms different from GEA1 can be indicated to the new SGSN without
triggering an error handling in the new SGSN.

(Note: CN1 considered aso aternative solutions, but all of these require some changes to the
R97/R98 SGSN. — Furthermore, it is not possible mandate the R99 SGSN to change the
ciphering algorithm to GEA1 before the inter-SGSN routing area update is performed,
because the R99 SGSN cannot control when the M S performs the routing area update.)

Conclusion:

Based on this analysis and previous decisionin TSGN #8 that functional changesto the
R97/R98 SGSN specifications can not be made any more TSGN1 has come to the conclusion
that the GEA2 ciphering agorithm can not be activated in mixed R97/R98 — R99 networks
but all R97/R98 SGSNs must be updated to R99 first.

TSGN1 isworking on R97 and R98 CRsto alow the mobile stations to support GEA2
algorithm.

TSGN1 wish toinform TSG CN and TSGS2 on this decision.



