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3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AK Anonymity Key

AKA Authentication and key agreement
AMF Authentication management field
AUTN Authentication Token

AV Authentication Vector

CK Cipher Key

CKSN Cipher key sequence number

Cs Circuit Switched

HE Home Environment

HLR Home Location Register

IK Integrity Key

IMSI International Mobile Subscriber Identity
KAC Key Administration Center

KSl Key Set Identifier

KSS Key Stream Segment

KSxy(con) Confidentiality Session Key
KSxy(int) Integrity Session Key

LAI Location Area |dentity

MAC Message Authentication Code
MAC-A The message authentication code included in AUTN, computed using f1
ME Mobile Equipment

MS Mobile Station

MSC Mobile Services Switching Centre
PS Packet Switched

P-TMS Packet-TM S

Q

Quintet, UMTS authentication vector



Sequence number counter maintained in the HLR/AuC
Sequence number counter maintained in the USIM

RAI Routing Area ldentifier

RAND Random challenge

SA Security Association

SON Sequence number

SQNHe

SQNwms

SGSN Serving GPRS Support Node

SIM (GSM) Subscriber Identity Module
SN Serving Network

T Triplet, GSM authentication vector
T™MS Temporary Mobile Subscriber Identity
TVP Time Variant Parameter

UEA UMTS Encryption Algorithm

UIA UMTS Integrity Algorithm

uiccC UMTSIC Card

USIM User Services Identity Module
VLR Visitor Location Register

XRES Expected Response



NEXT MODIFIED SECTION

7 Network domain security mechanisms

This subclause describes mechanisms for establishing secure signalling links between network nodes, in
particular between SN/VLRs and HE/AuCs, communicating with the protocols MAP and CAP. Such procedures
may be incorporated into the roaming agreement establishment process.

7.1 Overview of Mechanism

The proposed mechanism consists of three layers.

7.1.1 Laver |

Negotiations take place in Layer | between the KACs (Key Administration Centers) of two different network
operatorsin order to establish one or several SAs (Security Associations), to be used for the communication
between the network elements themselvesin Layer 111. An SA consists of paramters needed for (integrity and/or
confidentiality) protected exchanges, such as cryptographic keys or (an indicator of) the cryptographic algorithm
used.

7.1.2 Layer |l

In Layer |1 the agreed Security Associations for sending and receiving data are distributed by the KACsin each
network to the relevant network elements. For example, an AuC will normally send sensitive authentication data
to VLRs belonging to other networks and will therefore get an SA from its KAC. Layer Il is carried out entirely
inside one operator's network.

7.1.3 Layer Il

Layer |11 usesthe distributed SAsfor securely exchanging sensitive data between the network elements of one
operator (internal use) or different operators (external use) by means of a symmetric encryption algorithm. A
block cipher shall be used for this purpose [13]. The encrypted (resp. authenticity/integrity-protected) messages
will be transported viathe MAP protocol [13c].

7.1.4 General Overview

Figure 20 provides an overview of the whole mechanism. Note that the messages are not fully specified in this
figure. Rather, only the "essential” parts of the messages are given. More details on the format of the messagesin
the single layers will be provided in subsequent chapters.
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Figure 20: Overview of Proposed Mechanism
(.2 Layer | Message Format

Layer | describes the communication between two newly defined network entities of different networks, the so-
caled Key Administration Centres (KACs). This communication is to negotiate the SAs to be distributed in
Layer Il and used in Layer I11.

7.3 Layer Il Message Format

In Layer |1, aKAC distributes a negotiated SA within its own network to those elements that have a need for
such.

{.4 Layer Il Message Format

7.4.1 General Structure of Layer Il Messages

Layer 111 messages are transported via the MAP protocol, that means, they form the payload of a MAP message
after the original MAP message header. For Layer |11 Messages, three levels of protection (or protection modes)
are defined providing the following security features:

Protection Mode O:  No Protection

Protection Mode 1:  Integrity, Authenticity

Protection Mode 2:  Confidentiality, | ntegrity, Authenticity

Layer 111 messages consists of a Security Header and the Layer |11 Message Body that is protected by the
symmetric encryption algorithm, using the symmetric session keys that were distributed as part of the SA in
layer I1. Layer 111 Messages have the following structure:

Security Layer |l Message Body
Header

In all three protection modes, the security header is transmitted in cleartext.




NOTE: The content of the security header has yet to be finalised. Probably it will be just a pointer to
the applicable SA; only in the event of message dependent security parameters (e.g. counters) or
something similar would these also be included.

Both parts of the Layer |1l messages, security header and message body, will become part of the "new" MAP
message body. Therefore, the complete "new" MAP messages take the following form in this proposal:

MAP Message MAP Message Body
Header

Layer |l Message

MAP Message Security Layer |11 Message Body
Header Header

Like the security header, the MAP message header is transmitted in cleartext. In protection mode 2 providing
confidentiality, the Layer |11 Message Body is essentially the encrypted "old" MAP message body. For integrity
and authenticity, an encrypted hash calculated on the MAP message header, security header and the "old" MAP
message body in cleartext isincluded in the Layer |11 Message Body in protection modes 1 and 2. |n protection
mode 0 no protection is offered, therefore the Layer |11 Message Body isidentical to the "old" MAP message
body in cleartext in this case.

Summing up, the Protected MAP Message (i.e. the Layer 11 Message) is a sequence of data elements consisting
of the MAP Message Header, the Security Header and the Layer |11 Message Body. In the following
subchapters, the contents of the Layer |11 Message Body for the different protection modes and the security
header will be specified in greater detail.

7.4.2 Format of Layer Ill Message Body

7.4.2.1 Protection Mode 0

Protection Mode 0 offers no protection at all. Therefore, the Layer |11 message body in protection mode O is
identical to the original M AP message body in cleartext.

7.4.2.2 Protection Mode 1

The message body of Layer 11 messages in protection mode 1 takes the following form:

TVP||Cleartext|| Hx sxyam( TV Pl MAP Header||Security Header||Cleartext)

where "Cleartext” is the message body of the original MAP message in clear text. Therefore, in Protection Mode
1the Layer |1l Message Body is a concatenation of the following information elements:

- _Time Variant Parameter TVP

- Cleartext

- Integrity Check Vaue

Authentication of origin and message integrity are achieved by applying the message authentication code (MAC)
function H with the integrity session key KSyy(int) to the concatenation of Time Variant Parameter TVP,
MAP Header, Security Header and Cleartext.




The TVP used for replay protection of Layer 111 messages is a 32 hit time-stamp. The receiving network entity
will accept a message only if the time-stamp is within a certain time-window. The resolution of the clock from
which the time-stamp is derived must be agreed as a system parameter, the size of the time-window at the
receiving network entity need not be standardised.

7.4.2.3 Protection Mode 2

The Layer |11 Message Body in protection mode 2 takes the following form:

TVP| Exsxycon( Cleartext) || Hxsxyin(TV P|| MAP Header||Security Header|| Ex sxy con( Cleartext))

where "Cleartext” is the original MAP message in clear text. Message confidentiality is achieved by encrypting
Cleartext with the confidentiality session key KSyxy(con). Authentication of origin and message integrity are
achieved by applying the message authentication code (MAC) function H with the integrity session key
KSxy(int) to the concatenation of Time Variant Parameter TVP, MAP Header, Security Header and

Exsxy con)(Cleartext).

The TVP used for replay protection of Layer |11 messages is a 32 bit time-stamp. The receiving network entity
will accept a message only if the time-stamp is within a certain time-window. The resolution of the clock from
which the time-stamp is derived must be agreed as a system parameter, the size of the time-window at the
receiving network entity need not be standardised.

7.4.3 Structure of Security Header

NOTE: The content of the security header has yet to be finalised. Probably it will be just a pointer to the
applicable SA; only in the event of message dependent security parameters (e.g. counters) or
something similar would these also be included.

7.5 Mapping of MAP Messages and Modes of Protection

The network operator should be able to assign the mode of protection to each MAP message in order to adapt the
level of protection according to its own security policy. Guidance may be obtained from the SS7 Signaling
Protocols Threat Analysis[12].

7.6 Distribution of security parameters to UTRAN

Confidentiality and integrity between the user and the network is handled by the UE/USIM and the RNC.

The security parameters for the confidentiality and integrity algorithms must be distributed from the core
network to the RNC over the lu-interface in a secure manner. The actual mechanism for securing these

parameters has not yet been identified.




