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[bookmark: foreword][bookmark: _Toc164693791][bookmark: _Toc180405202][bookmark: _Toc182918412][bookmark: _Toc188263144]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc164693792][bookmark: _Toc180405203][bookmark: _Toc182918413][bookmark: _Toc188263145]Introduction
Editor's Note: The introduction clause content is left for future consideration.  
 
[bookmark: scope][bookmark: _Toc164693793][bookmark: _Toc180405204][bookmark: _Toc182918414][bookmark: _Toc188263146]
1	Scope
[bookmark: _Hlk155612324]The present document studies security impacts of the procedures introduced in Study on Application enablement architecture for mobile metaverse services studied in TR 23.700-21[2], specifically, the security aspects that are to be covered in this study are as follows:
-  authentication and authorization of digital identity (non-IMS based)
NOTE: The term digital identity is defined in clause 3.1.
- support security aspects of digital asset container
 Editor's Note: Whether the digital asset container is specified in 5GC or in the application layer is under the remit of SA6.
- security and privacy aspects of user sensitive information for Localized Mobile Metaverse Services
NOTE:	The potential security requirements will be updated based on the study progress in SA6.

[bookmark: references][bookmark: _Toc164693794][bookmark: _Toc180405205][bookmark: _Toc182918415][bookmark: _Toc188263147]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
…
[2]	3GPP TR 23.700-21: "Study on Application enablement architecture for mobile metaverse services".
[3]	3GPP TS 22.156: "Mobile Metaverse Services; Stage 1".
[4]	3GPP TS 33.434: "Security aspects of Service Enabler Architecture Layer (SEAL) for verticals".
[5]	3GPP TS 33.122: "Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs"
[6]	3GPP TS 33.501: "Security architecture and procedures for 5G System"
[7]	3GPP TS 23.434: "Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows"
[8]	3GPP TS 23.438: “Service Enabler Architecture Layer for Verticals (SEAL); Digital Assets”
[9]	3GPP TS 23.437: “Service Enabler Architecture Layer for Verticals (SEAL); Spatial map and Spatial anchors”

[bookmark: definitions][bookmark: _Toc164693795][bookmark: _Toc180405206][bookmark: _Toc182918416][bookmark: _Toc188263148]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc164693796][bookmark: _Toc180405207][bookmark: _Toc182918417][bookmark: _Toc188263149]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Digital Asset Identifier: In the context of this TR, digital asset identifier is used to uniquely identify a digital asset across different mobile metaverse services.
[bookmark: _Toc164693797][bookmark: _Toc180405208][bookmark: _Toc182918418][bookmark: _Toc188263150]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc164693798][bookmark: _Toc180405209][bookmark: _Toc182918419][bookmark: _Toc188263151]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4]clause includes the overview applicable for the study. 
[bookmark: _Toc159226032][bookmark: _Toc164693799][bookmark: _Toc180405210][bookmark: _Toc182918420][bookmark: _Toc188263152][bookmark: _Toc106618430]4	Security assumptions
 
The following security assumptions are applied to the study:
-	The application enabler architecture for mobile metaverse services as described in TR 23.700-21 [2] is taken into account.
Editor’s Note: alignment with TR 23.700-21 is FFS.
-	The security architecture, requirements and procedures for SEAL as defined in TS 33.434 [4] are used as a baseline.
Editor's Note: Whether SA6 architecture options are based on SEAL is FFS.
-	Digital Asset Identifier is used in this study to identify a digital asset associated with a user.
[bookmark: _Toc159226033][bookmark: _Toc164693800][bookmark: _Toc180405211][bookmark: _Toc182918421][bookmark: _Toc188263153]5	Key issues
Editor’s Note: This clause contains all the key issues identified during the study.
[bookmark: _Toc164693801][bookmark: _Toc180405212][bookmark: _Toc182918422][bookmark: _Toc188263154]5.1	Key Issue #1: Authorization supporting spatial localization service
[bookmark: _Toc164693802][bookmark: _Toc180405213][bookmark: _Toc182918423][bookmark: _Toc188263155]5.1.1	Key issue details
In clause 4.1 of TR 23.700-21 [2], enabler support for managing spatial anchors is documented as a key issue, with the open issue regarding the access to spatial anchor as the following:
"How to discover spatial anchors by the consumer (e.g. UE, VAL server)?"
In clause 4.4 of TR 23.700-21 [2], exposing spatial map to third parties is documented as a key issue, with the open issue regarding the third party who needs to be authorized as the following:
"How to expose a spatial map to authorized third parties?"
Either for discovering spatial anchors or for exposing spatial maps, authorization of the consumer (e.g. UE, VAL server) needs to be considered. This key issue focuses on the authorization aspect supporting spatial localization service. 
[bookmark: _Toc164693803][bookmark: _Toc180405214][bookmark: _Toc182918424][bookmark: _Toc188263156]5.1.2	Security threats
Spatial map or spatial anchor could be a piece of information sensitive to the operator or the operator’s customer or the users in the map. If the consumer (e.g. UE, VAL server) is not authorized for obtaining the spatial map or accessing the spatial anchor, such sensitive information could be leaked to an undesired party. Further, the operator will not be able to correctly charge the consumer (e.g. UE, VAL server) for using spatial localization service supporting localized mobile metaverse services.
Editor’s Note: What sensitive information is for an operator or operator’s customer is FFS.
[bookmark: _Toc164693804][bookmark: _Toc180405215][bookmark: _Toc182918425][bookmark: _Toc188263157]5.1.3	Potential security requirements
The 5G system shall provide a means to authorize a consumer (e.g. UE, VAL server) for accessing spatial localization services (e.g. spatial map obtaining, spatial anchor accessing).
Editor’s Note: The requirement details with respect to the potential consumers of localized mobile metaverse services, the host of such service and exposed information via such service is subject to SA6 progress.
Editor’s Note: Whether the spatial map contains spatial anchors from other users and the potential resulting threats and requirements are FFS.
[bookmark: _Toc164693805][bookmark: _Toc180405216][bookmark: _Toc182918426][bookmark: _Toc188263158]5.2	Key Issue #2: Privacy of user sensitive information
[bookmark: _Toc164693806][bookmark: _Toc180405217][bookmark: _Toc182918427][bookmark: _Toc188263159]5.2.1	Key issue details
[bookmark: _Hlk174300773]According to clause 4.2 of TR 23.700-21 [2], user sensitive information (e.g. relating to user/UE identity, body movement or location, authentication result) needs to be accessed, managed and exposed through the enabler layer for localized mobile metaverse service.
In clause 4.2 of TR 23.700-21 [2], exposure of user sensitive information is documented as a key issue., 
This key issue focuses on the privacy aspect of user sensitive information which is transferred within or outside the network.
[bookmark: _Toc164693807][bookmark: _Toc180405218][bookmark: _Toc182918428][bookmark: _Toc188263160]5.2.2	Security threats
User sensitive information needs to be accessed and exposed through the enabler layer to a party other than the user. Without proper protection, the privacy sensitive information could be leaked to undesired party, leading to privacy violation, trust and reputation impairment, regulatory incompliance, etc. An attacker can avail the user sensitive information to launch targeted attacks that cause data breaches, identity theft, etc.
[bookmark: _Toc164693808][bookmark: _Toc180405219][bookmark: _Toc182918429][bookmark: _Toc188263161]5.2.3	Potential security requirements
The 5G system shall provide a means for privacy protection of user sensitive information during exposure of user specific information (e.g. user identity, user location) in localized mobile metaverse services through the application enabler layer.
[bookmark: _Toc180405220][bookmark: _Toc182918430][bookmark: _Toc188263162][bookmark: _Toc106618431][bookmark: _Toc56501565][bookmark: _Toc49376112][bookmark: _Toc513475447][bookmark: _Toc95076612][bookmark: _Toc48930863][bookmark: _Toc159226034][bookmark: _Toc164693809]5.3	Key issue #3: Security aspects of digital asset container in 5G
[bookmark: _Toc180405221][bookmark: _Toc182918431][bookmark: _Toc188263163]5.3.1	Key issue details
Avatar and digital asset support, including digital asset avatar management and discovery, is discussed in Key issue #3 in TR 23.700-21[2]. Correspondingly, the security aspect of the digital asset as well as the digital asset container itself deserve a thorough KI in order to further clarify the potential risks of the digital asset container in 5G.
This KI aims to comprehensively study the security requirements of the digital asset container in 5G.
[bookmark: _Toc180405222][bookmark: _Toc182918432][bookmark: _Toc188263164]5.3.2	Security threats
An attacker may access a digital asset if the authentication and authorisation of the usage of digital assets are not performed.
[bookmark: _Toc180405223][bookmark: _Toc182918433][bookmark: _Toc188263165]5.3.3	Potential security requirements 
The 5G system shall support to authenticate and authorize a digital asset service consumer to access the digital asset(s) in a digital asset container.
NOTE: Digital asset service can be consumed by VAL applications as per TR 23.700-21[2], e.g. VAL client, VAL server.
[bookmark: _Toc162518005][bookmark: _Toc180405224][bookmark: _Toc182918434][bookmark: _Toc188263166]5.4	Key Issue #4: Authentication and authorization of digital representation
[bookmark: _Toc162518006][bookmark: _Toc180405225][bookmark: _Toc182918435][bookmark: _Toc188263167]5.4.1	Key issue details
[bookmark: _Toc162518007]In clause 7.2.4 of TS 22.156 [3], the following requirement implies the need of authentication of digital assets:
"[R-7.2.4-002] The 5G system shall provide mechanisms to certify the authenticity of digital assets associated with a user."
In clause 7.2.3 of TS 22.156 [3], the following requirement implies the need of authorization of digital assets:
"[R-7.2.3-001] Subject to operator policy, regulatory requirements and user consent, the 5G system shall be able to authorize the avatar to be used in mobile metaverse services."
Digital assets used in mobile metaverse services can be digital representation (avatar), software licenses, gift certificates, tokens, etc., which should be uniquely identifiable according to the definition of in clause 3.1 of TS 22.156 [3]. Avatars are digital representations of users interacting with the metaverse and other users in mobile metaverse services. In current mobile network services, users need to be authenticated to connect to mobile networks and authorized to access the requested services. In mobile metaverse services with avatar representing the user, user authentication and authorization need to be realized via the avatar.
Avatar and digital asset support key issue (KI#3) and requirements were described in clauses 4.3 and 5.4 of TR 23.700-21 [2], and corresponding solutions (Solution #5, 6, 7, 9) were introduced in clauses 7.5, 7.6, 7.7 and 7.9 of the same TR. The KI was concluded for normative work based on Solution #5, Solution #6, Solution #7 and Solution #9. According to the KI and requirements:
Avatars are digital representations of users interacting with the metaverse and with other users. The application enabler layer can enable creation, discovery, and management of avatar profiles for users to offload applications and enable Core Network functionality across services and verticals. The metaverse enablement services provide mechanisms to create, update, get/discover avatars as digital assets.
According to the solutions for avatar support in TR 23.700-21 [2], metaverse is considered as a digital world which is a replica of a real world. Most of the metaverse applications need avatars for the users to interact with the applications. And for each application, users may require to create, modify, get and delete avatars. Each avatar (regardless of application) will have some common properties. Depending on the metaverse application from which the user is interested to take the service, he/she can choose his/her avatar and the related information when needed. Also, a user can move between metaverse applications using the same avatar seamlessly and taking into account the constraints of the visited application. The solutions in TR 23.700-21 [2] provide support to manage digital avatars for the users, e.g. create, update, get, delete, discover, upload, download avatar and link/subscribe avatar to user/subscriber, etc., for specific metaverse applications, based on different architecture assumptions. It's mentioned in some solutions that the security mechanisms for the solutions need to be studied, or the IEs to be determined in the normative phase need to take security into considerations.
This key issue focuses on authentication and authorization of digital representation (e.g. avatar) which has its unique identifier. E.g. the user or application client on behalf of the user should be authorized to get/download an avatar which represents the user for a specific application; the metaverse application server is capable to verify if the user or application client on behalf of the user is authorized to use the avatar to interact with the metaverse application server and validate the authenticity of the avatar. 
[bookmark: _Toc180405226][bookmark: _Toc182918436][bookmark: _Toc188263168]5.4.2	Security threats
[bookmark: _Toc162518008]Without authentication of avatar, an attacker can falsify an avatar to impersonate the user represented by the legitimate avatar. E.g. an attacker may download avatars of other users or generate his/her own avatar by copy-paste other user's avatar, and use the avatar to represent him/herself when interacting with the metaverse and with other users. As long as the association between the avatar and the user/subscriber being represented by the avatar cannot be verified in a mobile metaverse service, such attack cannot be detected. Then the attacker can manipulate the falsified/copied avatar in a mobile metaverse service to launch more types of attacks. Even if the unique identifier of a legitimate avatar can be changed from time to time, the attacker can still launch such attack during the valid period of the identifier.
[bookmark: _Toc180405227][bookmark: _Toc182918437][bookmark: _Toc188263169]5.4.3	Potential security requirements
The 5G system shall provide a means to support authenticating a digital representation to represent a user in mobile metaverse services.
The 5G system shall provide a means to support authorizing the user/subscriber to use the digital representation (avatar) in mobile metaverse services.
NOTE:  User authentication is not in the scope of the study.
NOTE: User identification is out of scope of the 5GC.
[bookmark: _Toc180405228][bookmark: _Toc182918438][bookmark: _Toc188263170]5.X	Key Issue #X: <Key Issue Name>
[bookmark: _Toc56501566][bookmark: _Toc49376113][bookmark: _Toc513475448][bookmark: _Toc106618432][bookmark: _Toc48930864][bookmark: _Toc95076613][bookmark: _Toc159226035][bookmark: _Toc164693810][bookmark: _Toc180405229][bookmark: _Toc182918439][bookmark: _Toc188263171]5.X.1	Key issue details
[bookmark: _Toc48930865][bookmark: _Toc95076614][bookmark: _Toc106618433][bookmark: _Toc56501567][bookmark: _Toc49376114][bookmark: _Toc513475449][bookmark: _Toc159226036][bookmark: _Toc164693811][bookmark: _Toc180405230][bookmark: _Toc182918440][bookmark: _Toc188263172]5.X.2	Security threats
[bookmark: _Toc56501568][bookmark: _Toc95076615][bookmark: _Toc513475450][bookmark: _Toc49376115][bookmark: _Toc106618434][bookmark: _Toc48930866][bookmark: _Toc159226037][bookmark: _Toc164693812][bookmark: _Toc180405231][bookmark: _Toc182918441][bookmark: _Toc188263173]5.X.3	Potential security requirements
[bookmark: _Toc95076616][bookmark: _Toc106618435][bookmark: _Toc159226038][bookmark: _Toc164693813][bookmark: _Toc180405232][bookmark: _Toc182918442][bookmark: _Toc188263174]6	Solutions
Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.
[bookmark: _Toc151726808]6.0	Mapping of solutions to key issues
Editor's Note: This clause contains a table mapping between key issues and solutions. 
Table 6.0-1: Mapping of solutions to key issues
	Solutions
	KI#1
	KI#2
	KI#3
	KI#4

	Solution #1
	X
	
	
	

	Solution #2
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	Solution #3
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	Solution #4
	
	X
	
	

	Solution #5
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	Solution #6
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	Solution #7
	
	
	
	X

	Solution #8
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	Solution #9
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	Solution #10
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[bookmark: _Toc180405233][bookmark: _Toc182918443][bookmark: _Toc188263175]6.1	Solution #1: Support for spatial localization service authorization
[bookmark: _Toc180405234][bookmark: _Toc182918444][bookmark: _Toc188263176]6.1.1	Introduction 
This solution is for KI #1 and addresses the security requirements for authorizing UE to access spatial localization services. This solution is based on the SEAL identity management (SIM) service to perform UE authentication and authorization.
[bookmark: _Toc180405235][bookmark: _Toc182918445][bookmark: _Toc188263177]6.1.2	Solution details
Before getting authorization to specific service, the VAL UE authentication is executed by the SIM-S as described in TS 33.434 [4]. After successful authentication, the SIM-C requests and receives an access token from SIM-S as shown in Figure 6.1.2-1.




Figure 6.1.2-1: Get Access Token

0. User Authentication is completed between VAL UE and the SIM-S.
1. The VAL UE sends an access token request to the SIM-S, including the identity of the VAL UE and the specific spatial localization service the UE requests to access.
2. The SIM-S authorizes the VAL UE for the requested service and provides access token for the VAL UE.
With the received access token, the VAL UE can request for spatial localization service from corresponding SEAL server supporting the requested service. The procedure of getting spatial map for metaverse application is shown in Figure 6.1.2-2.


Figure 6.1.2-2: Get Spatial Map
0. A secure channel is established between SEAL client and SEAL server. Subsequent communication makes use of this channel.
1. The VAL UE sends a request message containing the access token to the SEAL server to get the spatial map via SEAL LM client.
2. On receiving the service authorization message, the SEAL server validates the access token.
3. If the access token is valid, the SEAL server provides the spatial map information to the VAL UE via SEAL client. Otherwise, the response included the failure cause indicating that the token is invalid.
The same procedure can also be applied for getting spatial anchor and any other spatial localization services provided by other SEAL servers by changing the request service.

NOTE: The SEAL server(s) supporting spatial anchor management services, spatial map management services, and other possible spatial localization services are aligned with TR 23.700-21[2].
[bookmark: _Toc180405236][bookmark: _Toc182918446][bookmark: _Toc188263178]6.1.3	Evaluation
This solution satisfies the potential security requirements of authorizing UE for access spatial localization services (e.g. spatial map obtaining, spatial anchor accessing).
In particular, the SIM-S performs UE authorization by issuing UE access token for the requested spatial localization service. The access token is included in the service request sent by UE and verified by the corresponding SEAL server. If the verification is successful, the UE will be granted use of the requested spatial localization service.
To achieve this, the following changes are needed:
- Spatial localization related SEAL service IDs are assigned and provisioned to the SIM-S.
- A new SEAL server for spatial anchor management is needed to provide functionalities for UE authorization checking.
- A new SEAL server for spatial map management is needed to provide functionalities for UE authorization checking.

[bookmark: _Toc180405237][bookmark: _Toc182918447][bookmark: _Toc188263179]6.2	Solution #2: Solution for KI#1 on Authorization supporting spatial localization service with CAPIF Core Function (CCF)
[bookmark: _Toc180405238][bookmark: _Toc182918448][bookmark: _Toc188263180]6.2.1	Introduction
The solution addresses KI#1 on Authorization supporting spatial localization service.
[bookmark: _Hlk175584113]According to TR 23.700-21[2], SEAL architecture as defined in TS 23.434[7] is reused for spatial anchor and spatial map management. Based on TS 33.434[4], when CAPIF is used as specified in TS 23.434[7], the security mechanism for CAPIF specified in TS 33.122[5] shall be followed. 
The solution proposes security procedures to authenticate and authorize the spatial anchor management service consumers.
[bookmark: _Toc180405239][bookmark: _Toc182918449][bookmark: _Toc188263181]6.2.2	Solution details
In TR 23.700-21[2], Service Enabler Architecture Layer (SEAL) service is enhanced to provide spatial anchor management service to the VAL server (VAL-S) or SEAL client (SEAL-C) in UE. VAL-C/SEAL-C may invoke service provided by SEAL server (SEAL-S) to create, read, update, delete or discovery spatial anchor. Based on TS 23.434[7], when CAPIF is used, the VAL server acts as CAPIF's API invoker and the SEAL server acts as CAPIF's API exposing function. CAPIF framework is reused in this solution to authorize spatial localization service consumer.
NOTE: OAuth 2.0 token based authorization of CAPIF is adopted for this solution.
[bookmark: _Toc167795299][bookmark: _Toc180405240][bookmark: _Toc182918450][bookmark: _Toc188263182][bookmark: _Hlk174173171]6.2.2.1	Procedure of authorization for spatial localization service 



Figure 6.2x.2.1-1: Procedure of authorization for spatial localization service
0. Mutual authentication is performed between VAL server and CAPIF Core function (CCF), and secure session is established between the entities.
1. VAL server sends request to CCF to receive access token for authorization to create/read/update/delete (CRUD) or discovery spatial anchor(s) in SEAL server. The request specifies the desired operation, e.g. CRUD, spatial anchor instances to be operated, etc. 
2. The CCF verifies the request's based on preconfigured policies and issues an access token to the VAL server if authorized. This token incorporates authorization attributes in different access levels.
For example,
- SEAL/VAL service level: e.g. permission to CRUD operations on metaverse localization services such as spatial anchor management service, spatial map management service.
- Spatial anchor instance level: permission to operate on specific spatial anchor instance(s)
- 3rd party service level: e.g. if multiple service information (from different service provider) is included in a spatial anchor, authorization to update all or specific service information associated with a spatial anchor.
3. The CCF returns the access token to the VAL server.
4. After mutual authentication, the VAL server establishes secure session with a SEAL server.
5. The VAL Server, equipped with the access token, sends CRUD spatial anchor request to the SEAL Server. 
6. The SEAL Server verifies the access token, e.g. the issuer (CCF), subject (VAL Server), and scope (matching the requested operation). 
7-8. If all validations and checks pass, the SEAL Server processes the CRUD operation on spatial anchors and sends a success response to the VAL Server.
NOTE: The security procedure is applicable to spatial map management with changing spatial anchor to spatial map.
[bookmark: _Toc180405241][bookmark: _Toc182918451][bookmark: _Toc188263183]6.2.3	Evaluation
TBD
The solution addresses requirements of Key issue #1 to support authorization of a consumer (e.g. UE, VAL server) for accessing spatial localization services (e.g. spatial map obtaining, spatial anchor accessing) based on CAPIF security mechanism.
According to TS 23.434 [7] and TS 23.437 [9], Spatial Anchor/Map Client and Val Server play the role of CAPIF API Invoker, Spatial Anchor/Map plays role of CAPIF AEF, hence CAPIF API Invoker, AEF and Core Function need to enhance to support Spatial Anchor/Map specific authorization.
The solution is aligned with Localized mobile metaverse services defined in TS 23.437 [9] and CAPIF.
[bookmark: _Toc180405242][bookmark: _Toc182918452][bookmark: _Toc188263184]6.3	Solution #3: Solution for KI#1 on Authorization supporting spatial localization service with CAPIF Core Function (CCF) in case of different resource owner
[bookmark: _Toc180405243][bookmark: _Toc182918453][bookmark: _Toc188263185]6.3.1	Introduction
The solution addresses KI#1 on Authorization supporting spatial localization service.
In Solution #2 of TR 23-700-21, Support for spatial anchor management of 23-700-2, a VAL server may include following information in the request when create a spatial anchor:
- service information of the product to associate it with the spatial anchor, 
- access control rules defining which entities are permitted to discover and access the spatial anchor, 
- customer premise information (e.g. a residence, office, or shop). 
- spatial anchor discoverable visibility levels like universal to facilitate shared spatial anchor discovery
When one VAL server discovers or manages a spatial anchor created by another VAL server, the access control policies from the creating VAL server should be considered to authorize the spatial anchor services to the accessing VAL server.   
The solution proposes to authorize one VAL server/SEAL client to access spatial anchor created by another VAL server/SEAL client with considering the access control polices from the creating VAL server. 
CAPIF framework is based to authorize spatial localization service consumer in this solution.
NOTE: OAuth 2.0 token based authorization of CAPIF is adopted in this solution.

[bookmark: _Toc180405244][bookmark: _Toc182918454][bookmark: _Toc188263186]6.3.2	Solution details
A VAL server (VAL server1) creates a spatial anchor in a SEAL server which including access control rules/authorization policies in the creation request and the SEAL server synchronizes authorization policies with CAPIF Core Function (CCF) together with the VAL server1 information. When another VAL server (VAL server 2) requests access token from CCF for the spatial anchor, CCF checks the authorization policy of the spatial anchor. If VAL server2 is allowed to access the spatial anchor, CCF generates an access token and provides it to VAL server2. The VAL server2 initiates a spatial anchor service request along with the access token to the SEAL server. The SEAL server, upon successful validation of access token, provides the spatial anchor service to the VAL server2.
[bookmark: _Toc180405245][bookmark: _Toc182918455][bookmark: _Toc188263187]6.3.2.1	Procedure of authorization of spatial anchor service with multiple VAL server 



Figure 6.3x.2.1-1: Procedure of authorization of spatial anchor service with multiple VAL server
0.  VAL server1 and server2 are onboarded to CCF and authenticated with CCF. VAL server1 is authorized by CCF and access token for creation of spatial anchor has been obtained from CCF.
1. VAL server1 sends a spatial anchor creation request to SEAL server with the spatial anchor information and access token obtained from CCF.
2. SEAL server validates the access token against the service request and creates a spatial anchor, e.g. with spatial anchor id set to “anchor_123”.
3. SEAL server sends spatial anchor creation response to VAL server1.
4. SEAL server publishes the spatial anchor information, e.g. spatial anchor id (anchor_123), owner of the spatial anchor (VAL server 1) and optionally the authorization policies associated with the spatial anchor to CCF.
5. CCF stores the spatial anchor information in the VAL server1 profile.
6. VAL server 2 sends access token request to CCF to access the spatial anchor (anchor_123).
7. CCF authorizes the request based on local policies (e.g. if a VAL server is allowed to consume spatial anchor related services) and authorization policies associated with the spatial anchor (e.g. if the anchor_123 can be read/updated by the VAL server 2) presented in VAL server 1 profile. If VAL server2 is authorized, generates an access token.
NOTE: Optional CCF may implicitly ask authorization from VAL server1 if there's no authorization information associated with the spatial anchor based on local policies. 
8. CCF sends the access token to VAL server2.
9. VAL server2 sends request to SEAL server to access the spatial anchor, along with the access token received from CCF.
10. SEAL server validates the access token and service request and perform the request on successful validation.
11 SEAL server sends the spatial anchor response to VAL server2.

Editor’s Note: Alignment with CAPIF is FFS.

[bookmark: _Toc180405246][bookmark: _Toc182918456][bookmark: _Toc188263188]6.3.3	Evaluation
TBD 
The solution addresses requirements of Key issue #1 to support authorization of a consumer (e.g. UE, VAL server) for accessing spatial localization services (e.g. spatial map obtaining, spatial anchor accessing) based on CAPIF security mechanism, especially when the consumer of the spatial map/anchor is different to the owner of the spatial map/anchor.
According to TS 23.434 [7] and TS 23.437 [9], Spatial Anchor/Map Client and Val Server play the role of CAPIF API Invoker, Spatial Anchor/Map plays role of CAPIF AEF, hence CAPIF API Invoker, AEF and Core Function need to enhance to support Spatial Anchor/Map specific authorization, especially in the case that the consumer of the spatial map/anchor is different to the owner of the spatial map/anchor.
The solution is aligned with Localized mobile metaverse services defined in TS 23.437 [9].
Editor’s Note: Alignment with CAPIF is FFS.

[bookmark: _Toc180405247][bookmark: _Toc182918457][bookmark: _Toc188263189]6.4	Solution #4: Privacy protection for user sensitive information exposure
[bookmark: _Toc528155245][bookmark: _Toc102752619][bookmark: _Toc164842670][bookmark: _Toc180405248][bookmark: _Toc182918458][bookmark: _Toc188263190]6.4.1	Introduction
This solution addresses Key Issue #2 on privacy of user sensitive information. Specifically, it addresses the requirements that the 5G system shall provide a means for privacy protection of user sensitive information during exposure of user specific information in localized mobile metaverse services through the application enabler layer.
[bookmark: _Toc180405249][bookmark: _Toc182918459][bookmark: _Toc188263191]6.4.2	Solution details
According to TR 23.700-21 [2], user sensitive information needs to be exposed through the enabler layer to a party other than the user. The information that can be exposed may include user/UE identity, body movement or location, ownership rights of digital assets, authentication result, etc. As all these information is related to a specific user, user privacy needs to be ensured when exposing any of the information, for which user authorization or user consent is required.
To protect the privacy of the user whose sensitive information is to be exposed, regardless of whether the user is a 3GPP subscriber or not, it is proposed to reuse RNAA framework defined in TS 33.122 [5], by regarding the user sensitive information as the resource of the user. The API invoker requesting the user sensitive information through the enable layer can only be authorized if the authorization function (CCF) obtains permission from the user, i.e. the resource owner. 
For the case where the user is a 3GPP subscriber, the user consent framework defined in TS 33.501 [6] Annex V can also be reused for privacy protection via static user authorization based on UE subscription. 
[bookmark: _Toc180405250][bookmark: _Toc182918460][bookmark: _Toc188263192]6.4.3	Evaluation
This solution reuses the existing security mechanisms to fulfill the requirements in KI#2 on privacy of user sensitive information. The existing mechanism can be based on either the procedure for RNAA (Resource owner-aware Northbound API Access) defined in TS 33.122 [5] or the user consent framework defined in TS 33.501 [6] Annex V if the user is a 3GPP subscriber. Hence no new security mechanism needs to be defined for KI#2.
[bookmark: _Toc180405251][bookmark: _Toc182918461][bookmark: _Toc188263193]6.5	Solution #5: Privacy protection during metaverse service discovery
[bookmark: _Toc180405252][bookmark: _Toc182918462][bookmark: _Toc188263194]6.5.1	Introduction
This solution addresses Key Issue #2 on privacy of user sensitive information. 
According to 4.2	Key Issue #2: Exposure of user sensitive information of TR 23.700-21, ensuring appropriate user consent has been obtained is a critical aspect when handling sensitive information relating to or collected from a user, their devices or the applications installed at their devices. For instance, with the expected capability to access, manage and expose user specific avatar related information through the enabler layer it is of utmost importance to capture the consent of the user. 
Spatial anchor, spatial map discovery are supported in solution#1 (clause 7.1) and solution#8 (clause 7.8) of TR 23.700-21 [2], this contribution proposes a solution to check user consent in discovery procedure, and return list of spatial anchors, spatial maps, which match user consent, to the metaverse service consumer or SEAL client. 

[bookmark: _Toc180405253][bookmark: _Toc182918463][bookmark: _Toc188263195]6.5.2	Solution details



Figure 6.5.2-1: Procedure of privacy protection during metaverse service discovery


Precondition:
A list of spatial anchors, spatial maps and avatars are created, personal data required to support each spatial anchor, spatial map or avatar is registered.
The SEAL server is deployed in operator domain and trusted by the 3GPP core network.
1. UE initiates a discovery request to SEAL server to get the list of spatial anchors or spatial maps, AF specific UE Identifier, e.g. GPSI, is included in the request. 
2. SEAL server requests the UDM directly to get the user consent for metaverse services based on the GPSI.
3. UDM sends the user consent for the metaverse services to the SEAL server.
Editor’s Note: whether the user consent information in the UDM can be specific for metaverse services is FFS.
4. SEAL server processes the user consent along with the personal data required to support registered spatial anchors or spatial maps. 
5. SEAL server sends a list of spatial anchors or spatial maps which personal data requirements satisfy UE consent.
Editor’s Note: Whether user consent or resource owner authorization is most suitable to be used in this solution is FFS. 
Editor’s Note: Whether the SEAL server accesses the UDM directly or via NEF or CAPIF is FFS.

[bookmark: _Toc180405254][bookmark: _Toc182918464][bookmark: _Toc188263196]6.5.3	Evaluation
TBA.
The solution addresses requirements of Key issue #2 to support privacy protection of user sensitive information during exposure of user specific information (e.g. user identity, user location) in localized mobile metaverse services through the application enabler layer.
UDM needs to enhance to support user consent retrieving and checking for protection of user sensitive information in metaverse services.
The solution assumes that the SEAL server is deployed in operator domain and trusted by the 3GPP core network, hence it can get user consent as specified in Annex V of TS 33.501.
Editor’s Note: Whether user consent or resource owner authorization is most suitable to be used in this solution is FFS. 
Editor’s Note: whether the user consent information in the UDM can be specific for metaverse services is FFS.
[bookmark: _Toc182918465][bookmark: _Toc188263197][bookmark: _Toc167791585][bookmark: _Toc167984770]6.6	Solution #6: Digital asset request validation 
[bookmark: _Toc167791586][bookmark: _Toc167984771][bookmark: _Toc182918466][bookmark: _Toc188263198]6.6.1	Introduction
This solution addresses key issue#3. In this solution it is assumed that the SEAL security procedure is re-used for user authentication and authorization as specified in 5.2 of TS 33.434 [4]. Further, it is proposed that the access_token claims include the allowed user related information to authorize the avatar or digital asset download request from the VAL Client/SEAL Client/VAL Server.
In this solution, it is proposed that the SEAL Server (Digital Asset Container Management) digitally signs the requested avatar object using the private key, obtained as part of key provisioning procedure defined in TS 33.434 [4]. 
[bookmark: _Toc167791587][bookmark: _Toc167984772][bookmark: _Toc182918467][bookmark: _Toc188263199]6.6.2.1	Access token request/response


Figure 6.6.2.1-1: Updated VAL user authentication from TS 33.434 [4]

Figure 6.6.2.1-1 describes the VAL Authentication Framework using the OpenID Connect protocol when using HTTPS as specified in TS 33.343 [4]. Additionally, at step 5a the SIM-S gets the Avatar/digital asset consumer list from the SEAL server (DACM) to verify the mapping between allowed user and the metaverse services based on the digital asset profile.
NOTE:	Creation of user list or the asset or avatar profile in SEAL Server (DACM) is not in scope of this solution.

The VAL profile as specified in table A.2.2.3-1 in TS 33.343 [4] is further extended with the additional claims based on the VAL service i.e., metaverse service as follows:
Table 6.2.2.1-1: Access token VAL claims
	Parameter
	Description

	SKeyProv
	OPTIONAL for SEAL. The SKeyProv parameter shall be present when the VAL Server SKM-C is authorized to provide key material to the KMS.

	Digital_profile
	OPTIONAL. A JSON string containing a space-separated list of allowed User(s).



[bookmark: _Toc182918468][bookmark: _Toc188263200]6.6.2.2	Solution details



Figure 6.6.2.2-1: Digital asset request validation

1.  The VAL Client/SEAL Client/VAL Server sends an avatar or digital asset download request to the SEAL Server (DACM) function with the Avatar ID, GPSI/External ID of the UE. The request also includes the access token to authorize the requestor.
2.	The SEAL Server (DACM) function checks the authorization of the VAL Client/SEAL Client/VAL Server based on the Avatar ID, GPSI/External ID of the UE present in the request message against the allowed user list locally storedin the access token to perform the operation. If successful, the SEAL Server (DACM) function performs the media adaptation as per the request on the avatar object/media. 
3.	The SEAL server function sends a response to the VAL Client/SEAL Client/VAL Server indicating success or failure of the operation. If successful, the avatar object/media/base avatar is included in the response, the SEAL Server (DACM) returns digitally signed avatar object/media/base avatar using the keys obtained from SEAL KM Server. The VAL Client/SEAL Client/ VAL Server which sent the download request if in possession of the required public key would be able to verify the digital signature in the avatar object/media/base avatar for its use. 

Editor’s Note: Necessity of access token at step 1 for authorization is FFS.


[bookmark: _Toc167791588][bookmark: _Toc167984773][bookmark: _Toc182918469][bookmark: _Toc188263201]6.6.3	Evaluation

This solution addresses the security requirements of key issue#3. In this solution it is assumed that the SEAL security procedure is re-used for user authentication and authorization as specified in 5.2 of TS 33.434 [4]. 
In this solution, it is proposed that the SEAL Server (Digital Asset Container Management) digitally signs the requested avatar object using the private key, obtained as part of key provisioning procedure defined in TS 33.434 [4]. 
Editor’s Note: Further evaluation is FFS.
[bookmark: _Toc188263202][bookmark: _Toc513475452][bookmark: _Toc49376118][bookmark: _Toc48930869][bookmark: _Toc56501632][bookmark: _Toc95076617][bookmark: _Toc106618436][bookmark: _Toc159226039][bookmark: _Toc164693814][bookmark: _Toc180405259]6.7	Solution #7: Aauthorize avatar by metaverse service provider
[bookmark: _Toc188263203]6.7.1	Introduction
This solution addresses Key Issue #4 on Authentication and authorization of digital representation. 
Avatar and digital asset support, including digital asset avatar management and discovery, is discussed in Key issue #3 in TR 23.700-21[2]. The corresponding requirements were defined in clause 5.4 of the TR 23.700-21[2] which include, for example, subject to operator policy, regulatory requirements and user consent, the metaverse enablement service shall provide digital asset management mechanisms as follows:
-	to create, update, retrieve, delete and discover digital assets securely.
-	to manage associations between digital assets and user identifiers.
-	to allow an authorized third party to manage digital asset(s) associated with a user.
Correspondingly, KI#4 on Authentication and authorization of digital representation was described in TR 33.721 which requires 5G system support authenticating a digital representation to represent a user in mobile metaverse services and authorizing the VAL user/subscriber to use the digital representation (avatar) in mobile metaverse service.
Architecture, procedures and information flows for digital asset service to support mobile metaverse services are specified in TS 23.438 [8]. Users can be associated with one or more digital assets like Avatars, software licenses, files, etc. Applications like mobile metaverse services can utilize the digital assets related to users, and the users can benefit from having the use of their digital assets between the various metaverse applications/platforms in an interoperable way.
In the current release of this specification, the digital asset type is limited to digital avatar. 
This solution aims to support metaverse service provider to authorize the VAL user/subscriber to use the avatar when the users have the use of their avatars between the various metaverse service providers.
[bookmark: _Toc188263204]6.7.2	Solution details




Figure 6.7.2-1: Procedure to authorize usage of avatar in metaverse service
Precondition:
- Avatar is created and stored in digital asset server which included authorization information provisioned by the owner of the digital asset as part of DA profile, which includes owner list, allowed user list, allowed application list, spatial conditions, expiry time, etc., refer to clause 7.2 of TS 23.438 [8] for the detail authorization information in DA profile.
- Digital asset (DA) client of the VAL UE retrieves avatar from the DA server.
- VAL client of the VAL UE retrieves avatar from the DA client inside UE via DA-C interface which is out of scope of 3GPP.
NOTE : Assume only one VAL user is supported for a VAL UE, which is corresponding to the subscriber of the UE and the VAL user id can be mapped to the VAL UE Id or GPSI.
Procedure:
1. The VAL clientDA client, on behalf of subscriberthe VAL user, sends metaverse service request to a metaverse service provider including VAL user id, avatar and avatar id.
Editor's Note: According to TS 23.438, DA client supports DA-UU interface towards the DA Server. Whether the DA client supports an interface towards the application server of the metaverse service provider is FFS.
2. The metaverse service provider sends request to DA server to check if the DAVAL client on behalf of the VAL usersubscriber is allowed to use the avatar, the request includes avatar/DA id, VAL user UE id such as GPSI, application id of the DA client, application id of the metaverse service provider, location of the DA clientVAL client or metaverse service provider, usage time.
3. The DA server retrieves DA profile based on DA id, and checks if the subscriberVAL user id is in the allowed user id list, the application id(s) is in the allowed application list, the location is matched spatial conditions, and the usage time is before expiry time of the DA/avatar.
Editor's Note: The association of a subscriber with the user for digital asset is to be aligned with SA6.
4. The DA server returns the checking result to the metaverse service provider.
5. Metaverse service provider proceeds with the metaverse service request, e.g. show the avatar in spatial anchor/map, and sends response to the DA client.
[bookmark: _Toc188263205]6.7.3	Evaluation
TBA. The solution addresses requirements of Key issue #4 to support authorizing the VAL user to use the digital representation (avatar) in mobile metaverse service.
SEAL server, e.g. DA server, needs to enhance to support authorization request from other VAL/SEAL server such as spatial anchor/map server.
The solution assumes only one VAL user is supported for a VAL UE, which is corresponding to the subscriber of the UE and the VAL user id can be mapped to the VAL UE Id or GPSI.

[bookmark: _Toc182918474][bookmark: _Toc188263206]6.8	Solution #8: Aauthenticate and authorize DA client to create a digital asset
[bookmark: _Toc175585047][bookmark: _Toc182918475][bookmark: _Toc188263207]6.8.1	Introduction
This solution addresses Key Issue #3 on Security aspects of digital asset container in 5G. 
Avatar and digital asset support, including digital asset avatar management and discovery, is discussed in Key issue #3 in TR 23.700-21[2]. The corresponding requirements were defined in clause 5.4 of the TR 23.700-21[2] which include, for example, subject to operator policy, regulatory requirements and user consent, the metaverse enablement service shall provide digital asset management mechanisms as follows:
-	to create, update, retrieve, delete and discover digital assets securely.
-	to manage associations between digital assets and user identifiers.
-	to allow an authorized third party to manage digital asset(s) associated with a user.
Correspondingly, KI#3 on Security aspects of digital asset container in 5G waswere described in TR 33.721 which requires 5G system to authenticate and authorize a digital asset service consumer to access the digital asset(s) in a digital asset container.
Architecture, procedures and information flows for digital asset service to support mobile metaverse services are specified in TS 23.438 [8]. Especially, figure 6.2-2 of TS 23.438 [8] illustrates the DA architecture to support Metaverse services using CAPIF architecture.
Users can be associated with one or more digital assets like Avatars, software licenses, files, etc. Applications like mobile metaverse services can utilize the digital assets related to users, and the users can benefit from having the use of their digital assets between the various metaverse applications/platforms in an interoperable way.

This solution aims to authenticate and authorize a digital asset client, on behalf of mobilea VAL user, to create a digital asset based on CAPIF.
[bookmark: _Toc175585048][bookmark: _Toc182918476][bookmark: _Toc188263208]6.8.2	Solution details







Figure 6.8.2-1: Procedure to authorize digital asset client for DA creation
Precondition:
- Digital asset client (DA client/API Invoker in UE), CAPIF core function (CCF), digital asset DA server (DA server/AEF) are preconfigured with certificates and trust anchor for TLS based mutual authentication.
- CAPIF core function (CCF) is preconfigured with authorization policies for API Invokers.
- The user behind the UE has been identified and authenticated by the DA server.
Editor’s Note: How DA server authenticates the user is FFS.
Procedure:
1. DA client, on behalf of UE subscribersubscriber user, is onboarded successfully and CAPIF-1E authentication is performed with CCF.
2. DA client sends Access Token Request to CCF for create digital asset service, the request includes client id, UE id such as GPSI, optional digital asset type (e.g. avatar) and digital asset profile parameters.
3. CCF checks if the DA client is allowed to create related digital asset based on client/API invoker profile and corresponding authorization policies. 
Editor’s Note: Owner is the party that can allow creation of his/her digital asset, but the mapping between subscriber and owner is not defined by SA6 or SA2. Therefore, how the CCF checks the ownership using the DA client on behalf of the subscriber is FFS.
4. If the DA client is allowed to create digital asset, CCF sends access token to the DA client which includes authorized operations for the DA client.
5. After received access token for creation of digital asset, the DA client performs CAPIF-2E authentication with DA server.
6. DA client sends DA creation request to DA server which includes access token besides other parameters such as client id, user id, digital asset type (e.g. avatar) and digital asset profile parameters.
7. DA server verifies the access token.
8. If successfully verified the access token, DA server creates digital assets according to DA profile, which includes DA type (e.g. avatar), authorization information (e.g. DA owner user which is set to the user id in the requests, allowed applications, allowed users, Metaverse service providers, location, expire time, etc.).
Editor’s Note: As the mapping between subscriber and owner is not defined by SA6 or SA2, how the DA server determines the creation of digital asset for the DA client based on authorization information of DA owner is FFS.
9. DA server returns digital asset identifier to the DA client.
[bookmark: _Toc175585049][bookmark: _Toc182918477][bookmark: _Toc188263209]6.8.3	Evaluation
TBA. The solution addresses requirements of Key issue #3 to support authorizing DA client to manage digital asset container in 5G.
DA server, DA client, CCF need to enhance to support authorization of DA creation.

[bookmark: _Toc182918478][bookmark: _Toc188263210]6.9	Solution #9: Aauthenticate and authorize VAL server/client to access digital asset
[bookmark: _Toc182918479][bookmark: _Toc188263211]6.9.1	Introduction
This solution addresses Key Issue #3 on Security aspects of digital asset container in 5G. 
Avatar and digital asset support, including digital asset avatar management and discovery, is discussed in Key issue #3 in TR 23.700-21[2]. The corresponding requirements were defined in clause 5.4 of the TR 23.700-21[2] which include, for example, subject to operator policy, regulatory requirements and user consent, the metaverse enablement service shall provide digital asset management mechanisms as follows:
-	to create, update, retrieve, delete and discover digital assets securely.
-	to manage associations between digital assets and user identifiers.
-	to allow an authorized third party to manage digital asset(s) associated with a user.
Correspondingly, KI#3 on Security aspects of digital asset container in 5G was described in TR 33.721 which requires 5G system to authenticate and authorize a digital asset service consumer to access the digital asset(s) in a digital asset container.
Architecture, procedures and information flows for digital asset service to support mobile metaverse services are specified in TS 23.438 [8]. Especially, figure 6.2-2 of TS 23.438 [8] illustrates the DA architecture to support Metaverse services using CAPIF architecture.
Users can be associated with one or more digital assets like Avatars, software licenses, files, etc. Applications like mobile metaverse services can utilize the digital assets related to users, and the users can benefit from having the use of their digital assets between the various metaverse applications/platforms in an interoperable way.

This solution aims to authenticate and authorize a VAL client (a.k.a DA client) or VAL server to access digital asset(s) based on CAPIF.
[bookmark: _Toc182918480][bookmark: _Toc188263212]6.9.2	Solution details





Figure 6.9.2-1: Procedure to authorize VAL_C/VAL_S to access digital asset
Precondition:
- Digital asset client (DA client/API Invoker in UE), CAPIF core function (CCF), digital asset DA server (DA server/AEF) are preconfigured with certificates and trust anchor for TLS based mutual authentication.
- CAPIF core function (CCF) is preconfigured with authorization policies for API Invokers, which may define authorization policies that what AEF services can be accessed by the API Invokers.
- Digital asset is created and stored in DA server which may include authorization information provisioned by the owner of the digital asset, refer to clause 7.2 of TS 23.438 [8] for the detail information in DA profile.
Procedure:
1. VAL server/client (or API invoker) is onboarded successfully and CAPIF-1E authentication is performed with CCF. The authorization polices for the API invoker may be updated based on the API invoker profile.
2. VAL server/client sends Access Token Request to CCF to update/retrieve/delete digital asset, the request includes client id, UE id such as GPSI, and optional digital asset identifier and optionally digital asset profile for update operation.
3. CCF checks if the VAL server/client is allowed to access digital asset services based on preconfigured authorization policies for the API invoker or updated policies in step 1.
4. If so, based on the deployment option, CCF may check if authorization information associated to the digital asset identifier existed locally. If not, CCF locates corresponding DA server based on API type, location, UE information, digital asset identifier, etc., and performs CAPIF-3 authentication with the DA server. 
5. Optionally, CCF sends request to the DA server to get authorization information of the digital asset.
6. DA server returned authorization information of the digital asset based on the DA profile created in precondition step. 
7. CCF stores the authorization information of the digital asset, and checks if the VAL server/client, on behalf of the subscriber identified by GPSI, is allowed to update/retrieve/delete the digital asset based on allowed user/application list or owner list .
Editor’s Note: The mapping between subscriber and allowed user is not defined in SA6 or SA2. Therefore, how the CCF uses GPSI to check against the allowed user list is FFS.
8. If the subscriber in VAL server/client is not the owner of the digital asset, bBased on the policy, CCF may ask authorization from the resource owner based on RNAA framework in case the resource owner is associated with a UE which can be identified by CCF.
Editorial Note: Whether RNAA framework is used for authorization from the resource owner is FFS.
Editor’s Note: The mapping between subscriber and owner is not defined in SA6 or SA2. Therefore, how the CCF uses GPSI to check against the owner of digital asset is FFS. 
Editor’s Note: As the user and owner of a digital asset may not be the same person, how the CCF uses one GPSI to check against both the user and owner is FFS.
Editor’s Note: How CCF identifies the UE based on resource owner user id is FFS.
9. If the VAL server/client is allowed to update/retrieve/delete digital asset, CCF sends access token to the VAL server/client which includes authorized operations and parameters.
10. After received access token for accessing of digital asset, the VAL server/client performs CAPIF-2E authentication with DA server.
11. VAL server/client sends DA update/retrieve/delete request to DA server which includes access token besides other parameters.
12-13. DA server verifies the access token and proceeds the request accordingly and returns the result to the VAL server/client.
Note: Instead of retrieving authorization information of the DA from DA server in step 45 and 86, the CCF may only authorize the VAL server/client based on preconfigured/updated local authorization policies and include related permissions in the scope of the access token, and DA server may further authorized the access based on authorization information of the required DA.

[bookmark: _Toc182918481][bookmark: _Toc188263213]6.9.3	Evaluation
TBA. The solution addresses requirements of Key issue #3 to support authorizing DA client to manage digital asset container in 5G.
DA server, DA client, CCF need to enhance to support authorization of DA access. Especially DA server enhances to enable CCF to retrieve authorisation policies of a digital asset.
RNAA is reused for getting authorization from the resource owner in case the resource owner is associated with a UE which can be identified by CCF
Editor’s Note: How CCF identifies the UE based on resource owner user id is FFS.
[bookmark: _Toc175585050][bookmark: _Toc188263214]6.10	Solution #10: Avatar authentication and authorization supported by A-DACM architecture
[bookmark: _Toc175585051][bookmark: _Toc188263215]6.10.1	Introduction
[bookmark: _Toc175585052]This solution addresses KI #4 on authentication of digital representation.  
In this solution, avatar authentication and authorization are achieved via the tokens (ID token, access token) using OpenID Connect 1.0 and OAuth 2.0, in the similar way as VAL user authentication defined in TS 33.434 [4]. The ID token is consumed by the VAL client in the UE for authenticating the avatar used by the user. The access token is consumed by the VAL server for authenticating and authorizing the avatar sent by the VAL client for accessing the requested metaverse service.
[bookmark: _Toc188263216]6.10.2	Solution details
[bookmark: _Toc188263217][bookmark: _Toc175728978][bookmark: _Toc175585053][bookmark: _Toc175728983]6.10.2.1	Description
The solution assumes the following:
-	Based on solution #6, a user has been authenticated as specified in clause 5.2 of TS 33.434 [4] for downloading his/her avatar from the A-DACM function to the UE he/she is using. The downloaded avatar in the UE can be shared by multiple metaverse VAL clients in the UE.
-	Based on solution #6, avatar object is digitally signed by the A-DACM function, which creates and manages the avatar, using its private key. 
-	The SIM-S is configured with the certificate of the A-DACM function. The SIM-S checks the authenticity of the the avatar object if sent by the VAL client with the certificate before providing the tokens (ID token, access token) to the VAL client. 
-	SIM-S generates the tokens based on the checking results from the A-DACM function storing the avatar profile, which contains the information of the linkage between avatar and user(s), and the mapping between avatar and allowed metaverse services. 
-	The VAL UE and VAL server are configured with the certificate of the SIM-S.
[bookmark: _Toc188263218][bookmark: _Toc175728979]6.10.2.2	Avatar authentication procedure

 Figure 6.10.2.2-1: Avatar Authentication Procedure for Metaverse VAL Client
0.	VAL UE establishes a secure tunnel with the SIM-S.
1.	When the log-in user on the UE intends to access a metaverse service via the corresponding metaverse VAL client in the UE by using the downloaded avatar to represent him/her, the VAL client in the UE sends an OpenID Connect Authentication Request to the SIM-S. The request contains the VAL client ID, User ID, Avatar ID and optionally the corresponding Avatar Object, and the ID/name of the metaverse service to be requested. The avatar object is digitally signed by the A-DACM function.
2.	The SIM-S verifies the authenticity of the received avatar object using the certification of the A-DACM function if avatar object is included in the request message.
3a.	If the verification is successful, the SIM-S sends a Representation Check Request to the A-DACM function. The request contains at least the User ID, Avatar ID and service ID/name. 
3b.	If the verification fails, the SIM-S regards the received avatar as unauthentic and returns a response to the VAL client in the UE, indicating verification failure of avatar object. 
4.	Based on the received User ID and Avatar ID, the A-DACM function determines whether the avatar is allowed to be used by the user by checking against the avatar profile. The A-DACM function also determines whether the avatar is allowed to access the service indicated by the service ID/name.
5.	The A-DACM function returns the Representation Check Response with the check results and optionally additional information e.g. the ID of the VAL Server providing the requested service, an indication on whether the avatar can be shared by multiple metaverse services.
6a.	If the check results are positive, the SIM-S sends an OpenID Connect Authentication Response to the VAL client in the UE containing an authorization code and the additional information obtained from the A-DACM function if any.
6a.	If any of the check results is negative, the SIM-S sends an OpenID Connect Authentication Response to the VAL client in the UE, indicating the mismatch between the avatar and user or between the avatar and service.
7.	Upon receiving the authorization code, the VAL client in the UE sends an OpenID Connect Token Request to the SIM-S passing the code. The request also includes the VAL client ID or UE ID (e.g. GPSI) and VAL server ID.
8.	The SIM-S sends an OpenID Connect Token Response to the VAL client containing an ID-Token_A and an access token. 
The ID-Token_A contains at least the following claims:
-	Issuer: the SIM-S
-	Subject: Avatar ID || User ID (i.e. concatenation of user ID and avatar ID)
-	Audience: the VAL client ID or the UE ID
NOTE:	If the avatar can be shared by multiple metaverse services, the audience contains the UE ID. The ID-Token_A is then stored in a common secure environment in the UE that can be shared to multiple VAL clients. The next activated VAL client will then check whether the locally stored ID-Token_A can be used without sending OpenID Connect Authentication Request to the SIM-S as in step #1.
-	Expiration Time: the expiration time after which the token must not be accepted for processing
-	Optional additional claims if necessary, e.g. avatar object (e.g. image, media), etc.
9.	The ID-Token_A is consumed by the metaverse VAL client or VAL UE, which processes the following steps:
-	verify the integrity of the token using the certificate of the SIM-S
-	check whether the avatar ID and user ID as the value of subject claim match the identities of the requesting user and the avatar representing the user
-	check whether the audience claim matches the identity of the VAL client itself or VAL UE 
-	check whether the token is not expired
-	optionally check the additional claims if any, e.g. whether the avatar object in the claim matches the avatar object selected by the user
By checking the claims in the obtained ID-Token_A, the metaverse VAL client is able to determine that the avatar object used by the user is authentic and allowed to be used by the requesting user. 
The access token returned by the SIM-S is used by the VAL client for service access with the avatar object as described in clause 6.10.2.3.
[bookmark: _Toc188263219][bookmark: _Toc175728981]6.10.2.3	Avatar authorization procedure
[image: ]
Figure 6.10.2.3-1: Avatar Authorization Procedure for Metaverse Service Access
0.	A secure HTTP tunnel between VAL client and VAL server is established. 
1.	The VAL client sends an HTTP message to the VAL server containing the Avatar ID and Object, the service ID/name and the access token. The access token contains at least the following claims:
-	Issuer: the SIM-S
-	Subject: Avatar ID || User ID (i.e. concatenation of avatar ID and user ID)
-	Audience: the VAL Server ID of the metaverse service requested by the user
NOTE:	the VAL Server ID can be sent to the SIM-S by the VAL client at step #7 in clause 6.10.2.2 or by the A-DACM function at step #5 in clause 6.10.2.2.
-	Scope:	 service ID/name
-	Expiration Time: the expiration time after which the token must not be accepted for processing
-	Additional claims if necessary, e.g. avatar object (e.g. image, media), etc.
2.	The VAL server authorizes the avatar for accessing the requested services only if the access token is valid. 
The access token is consumed by the metaverse VAL server, which processes the following steps:
-	verify the integrity of the token using the certificate of the SIM-S
-	check whether the avatar ID and user ID as the value of subject claim match the identities of the requesting user and the avatar representing the user
-	check whether the audience claim matches the identity of the VAL server itself
-	check whether the scope claim matches the identity of the requested service
-	check whether the token is not expired
-	check the additional claims if any, e.g. whether the avatar object in the claim matches the avatar object sent by the VAL client
After successful verification of the access token, the VAL server is able to determine that the avatar object sent by the VAL client is authentic and allowed to be used by the requesting user (i.e. implicit avatar authentication) and is allowed to access the requested metaverse (avatar authorization).
3.	The VAL server responds the request with OK or failure. The VAL server may also provide service related information to the VAL client.
[bookmark: _Toc188263220]6.10.3	Evaluation
TBD. This solution fulfills the requirements in KI#4 on authenticating a digital representation (avatar) to represent a user and authorizing the user/subscriber to use the digital representation in mobile metaverse services. 
ID token based on OpenID Connect 1.0 is used for avatar authentication. The information that can be used for authenticating an avatar to represent a user is the binding of avatar ID and user ID in the subject claim of the ID token for avatar. 
Editor’s Note: whether OIDC can be adopted for avatar authentication is FFS.
Access token based on OAuth 2.0 is used for user authorization. The information that can be used for authorizing a user to use the avatar is the binding of avatar ID and user ID in the subject claim of the access token.
Editor’s Note: whether OAuth 2.0 access token can be adopted for user authorization is FFS.
The entity, which is able to verify the authenticity of the avatar object (e.g. SIM-S), is responsible for generating ID token and access token. The entity binds avatar ID and user ID in the tokens based on the linkage information between avatar and user as well as the mapping between avatar and allowed metaverse services, which is stored in the avatar profile maintained by the A-DACM function. 
NOTE:	It is assumed that user ID in this solution can refer to VAL user ID defined in TS 23.434 [7] clause 7.  
The pre-requisite of both avatar authentication and user authorization is that the user is already authenticated as specified in clause 5.2 of TS 33.434 [4].
This solution mainly impacts the SIM-S, which needs to include the binding information of the avatar and user in the tokens, and A-DACM function which needs to interface with the SIM-S. Avatar object is optionally included in the ID token and access token if downloaded in the UE.

[bookmark: _Toc182918489][bookmark: _Toc188263221]6.Y	Solution #Y: <Solution Name>
[bookmark: _Toc95076618][bookmark: _Toc48930870][bookmark: _Toc49376119][bookmark: _Toc513475453][bookmark: _Toc106618437][bookmark: _Toc56501633][bookmark: _Toc159226040][bookmark: _Toc164693815][bookmark: _Toc180405260][bookmark: _Toc182918490][bookmark: _Toc188263222]6.Y.1	Introduction
Editor’s Note: Each solution should list the key issues being addressed.
[bookmark: _Toc513475454][bookmark: _Toc48930871][bookmark: _Toc106618438][bookmark: _Toc56501634][bookmark: _Toc49376120][bookmark: _Toc95076619][bookmark: _Toc159226041][bookmark: _Toc164693816][bookmark: _Toc180405261][bookmark: _Toc182918491][bookmark: _Toc188263223]6.Y.2	Solution details
[bookmark: _Toc513475455][bookmark: _Toc95076620][bookmark: _Toc49376122][bookmark: _Toc48930873][bookmark: _Toc106618439][bookmark: _Toc56501636][bookmark: _Toc159226042][bookmark: _Toc164693817][bookmark: _Toc180405262][bookmark: _Toc182918492][bookmark: _Toc188263224]6.Y.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
[bookmark: _Toc39138089][bookmark: _Toc101360626][bookmark: _Toc159226043][bookmark: _Toc164693818][bookmark: _Toc180405263][bookmark: _Toc182918493][bookmark: _Toc188263225][bookmark: _Toc95076621][bookmark: _Toc48930874][bookmark: _Toc56501637][bookmark: _Toc49376123][bookmark: _Toc106618440][bookmark: _Toc513475456]7	Conclusions
Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.
[bookmark: _Toc182918494][bookmark: _Toc188263226]7.1	Conclusion on Key Issue #1
For spatial localization service authorization SEAL service authorization procedure to validate the VAL user to access the SEAL services is used as specified in TS 33.434 [4].
When CAPIF is used as specified in TS 23.434 [7], the security mechanism for CAPIF is used as specified in TS 33.122 [5]. 

[bookmark: _Toc182918495][bookmark: _Toc188263227][bookmark: _Toc22642998][bookmark: _Toc25815279][bookmark: _Toc25815748][bookmark: _Toc25815899][bookmark: _Toc25816055][bookmark: _Toc25816793]7.2	Conclusion on Key Issue #2
The user information is only exposed if CCF obtains permission from the resource owner as specified in TS 33.122 [5].
NOTE:	whether CAPIF RNAA supports the case where the resource owner is different from the user of the application invoker is to be decided in normative phase, depending on the progress on CAPIF_Ph3-Sec.
Editor’s Note: Further conclusion on the reuse of user consent framework defined in TS 33.501 [6] Annex V for user privacy is FFS.

[bookmark: _Toc182834217][bookmark: _Toc182834886][bookmark: _Toc182835098][bookmark: _Toc182906780][bookmark: _Toc182999337][bookmark: _Toc182834673][bookmark: _Toc182906561][bookmark: _Toc182834461][bookmark: _Toc182835477][bookmark: _Toc188263228]7.3	Conclusion on Key Issue #3
The TS 23.438 [8] specifies in sufficient detail the requirements, architecture, procedures and APIs for digital asset management, the digital asset service is part of the SEAL services specified in 3GPP TS 23.434 [7].
The normative work of the KI#3 aligns with the architecture of digital asset management defined in the TS 23.438 [8] and the below security solution principles should be followed:
· Security for the SEAL interfaces, especially SEAL-S, SEAL-UU, specified in TS 33.434 [4] is applied for protection of digital asset management interfaces such as DA-S, DA-UU as specified in TS 23.438 [8].
· When CAPIF is used as specified in TS 23.434 [7], the security mechanism for CAPIF specified in TS 33.122 [5] shall be followed for authenticating and authorizing a digital asset requestor (API Invoker) to access service API.
Editor’s note: When DA server has sufficient local information to authorize the digital asset requestor to access digital assets stored in the DA server, whether CAPIF needs to be used for digital asset access control is FFS. 
Editor’s note: Further conclusions are FFS.

[bookmark: _Toc188263229]7.4	Conclusion on Key Issue #4
The authentication/authorization server bases on the binding of avatar ID and user ID for authenticating a digital representation to represent a user or authorizing a user to use the digital representation in mobile metaverse services. 
Whether the authentication/authorization server should be SEAL server (e.g. SIM-S, DA-S) or CCF is to be decided in normative phase. 
The binding of avatar ID and user ID is based on the linkage information between avatar and user and mapping between avatar and allowed metaverse services stored in avatar profile.
NOTE:	It is assumed that user ID in mobile metaverse services can refer to user ID or VAL user ID defined in TS 23.434 [7] clause 7.  
Editor’s Note: Whether OIDC ID token is used for avatar authentication is FFS.
Editor’s Note: Whether Oauth2.0 access token is used for user authorization is FFS.
Editor’s Note: Additional conclusions is FFS.
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