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* * * First Change * * * *
[bookmark: _Toc161750976]6.6	Security procedures for CAPIF-3/4/5/6 reference points
To ensure security of the interfaces between CAPIF entities within a trusted domain, namely CAPIF-3, CAPIF-4, CAPIF-5, and CAPIF-6:
-	TLS shall be used to provide integrity protection, replay protection and confidentiality protection. The support of TLS is mandatory. Security profiles for TLS implementation and usage shall follow the provisions given in TS 33.310 [2], Annex E.
-	Certificate based mutual authentication shall be performed between the CAPIF entities using TLS. Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [2], subclauses 6.1.3a and 6.1.4a. The structure of the PKI used for the certificate is out of scope of the present document.
NOTE:	It is up to the domain administrator's policy to protect interfaces within the trusted domain.
* * * Next Change * * * *
[bookmark: _Toc161750980]6.10	Security procedures for CAPIF-3e/4e/5e/6e reference points
To ensure security of the interfaces between CAPIF entities between different trusted domains (CCF domain and API Provider Domain), namely CAPIF-3e, CAPIF-4e, and CAPIF-5e, and CAPIF-6e:
-	3GPP TS 33.210 [10] shall be applied to secure messages on the reference points specified otherwise; and
-	3GPP TS 33.310 [2] may be applied regarding the use of certificates with the security mechanisms of 3GPP TS 33.210 [X10] unless otherwise specified in the present document. 
SEG as specified in 3GPP TS 33.210 [10] may be used in the trusted domain to terminate the IPsec tunnel.
* * * End of the Changes * * * *

