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Decision/action requested

Approve the pCR below
2
References

3

Rationale

(1) Remove “Editor's Note: It is FFS if generating device Nonce twice makes the protocol computationally correct.”

See the revised text. The procedure includes two independent processes. They can be used independently.
(2) Remove “Editor's Note: It is FFS if the shared key needs confidentiality/integrity protection against physical attack in the device.”

This is a common issue in all solutions that use keys to protect the security of AIoT Devices. It should not be discussed in this solution. Therefore, this EN is directly removed without any additional text.
(3) Remove “Editor's Note: It is FFS how to prevent power and resource exhaustion in the AIoT devices when all of devices in the paging area always have to decrypt the Device ID.”
This EN is addressed in clause Evaluation.
This contribution also provided the evaluation of Solution#9.
4
Detailed proposal
*** BEGIN CHANGES ***
6.9
Solution #9: Device authentication and data communication security

6.9.1
Introduction

This solution tries to address the Key issue #3, Key issue #4 and Key issue #5.
This solution protects the privacy of AIoT Device ID by encrypting AIoT Device ID or calculating temporary ID using AIoT device authentication keys.
For AIoT Device authentication, only entities (AIoT Device or network) that possess the AIoT Device authentication key can successfully decrypt or verify the protected AIoT Device ID.
For communication security, only entities (AIoT Device or network) that possess the AIoT Device authentication key can generate session key. For each data transmission, both network nonce and AIoT Device nonce are used to protect the communication content.
6.9.2
Solution details

The security procedure for command operations is shown in the following figure. There are two independent operation processes in this procedure. The authentication process is used to find and authenticate a specific AIoT Device. The command process is used to protect command messages between the network and the AIoT Device. These two processes can be used independently.
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 Figure 6.9.2-1: Security procedure for command operations
0.
During the AIoT Device initialization phase, the AIoT Device Authentication Key is pre-configured in the AIoT Device. The AIoT Device Authentication Key is used to authenticate the device and secure the communication with the AIoT Device. Security policies for AIoT Device ID protection and communication may also be pre-configured.
1.
The AF sends a Command Operation Request to the Ambient IoT Function (AIoTF). The request includes the AIoT Device ID and Payload.
2.
To authenticate an AIoT Device, the AIoTF performs the following operations:

Generate a Network Nonce;

Use the Device Authentication Key and Network Nonce to derivate keys for confidentiality and/or integrity protection;

Protect the AIoT Device ID with the new derived keys to obtain the Protected AIoT Device ID; The Protected AIoT Device ID can also be a temporary ID generated using the authentication key and security parameters through HMAC algorithm;
Send a Paging message to the AIoT Devices through the AIoT Reader. The message includes the Protected AIoT Device ID and Network Nonce. 

3.
The AIoT Device performs the following operations:
Use the same method as the AIoTF to derive the keys, and then decrypts and/or verifies the Protected AIoT Device ID or calculate the temporary ID;
Check if the Device ID carried in the paging message matches the locally stored Device ID or locally calculated temporary ID;

Generate a Device Nonce;

Use the Device Authentication Key, Network Nonce and Device Nonce to derivate keys for Device ID confidentiality and/or integrity protection;

Protect the AIoT Device ID with the new derived keys to obtain the Protected AIoT Device ID*; The Protected AIoT Device ID* can also be a temporary ID generated using the authentication key and security parameters;
The AIoT Device returns the Protected Device ID* and Device Nonce to the AIoTF through the AIoT Reader. It may also return its Device capability.
4.
The AIoTF performs the following operations:
Use the same method as the AIoT Device to derive the keys, and then decrypts and/or verifies the Protected AIoT Device ID* or calculate the temporary ID;
Check if the Device ID carried in the authentication request matches the locally stored Device ID or locally calculated temporary ID; If they match, the authentication is successful.

5.
To protect a command message, the AIoTF performs the following operations:

Generate a Network Nonce;

Use the Device Authentication Key and Network Nonce to derivate keys for confidentiality and/or integrity protection;

Protect the AIoT Device ID with the new derived keys to obtain the Protected AIoT Device ID; The Protected AIoT Device ID can also be a temporary ID generated using the authentication key and security parameters through HMAC algorithm;
Protect the Payload and/or the entire message using the new derived keys according to the Security Policy that specifies how the communication message is protected;

Send Command message to the AIoT Device through the AIoT Reader. The request includes Protected AIoT Device ID, Security Policy, Network Nonce, Secured Payload and MAC.
6.
The AIoT Device performs the following operations:
Use the same method as the AIoTF to derive the keys;
Use the same method as step 3 to check the protected AIoT device ID;
Decrypts and/or verifies the Secured Payload and/or the entire message according to the Security Policy in the message; If the verification is successful, the AIoT Device continues to perform the following operations;
Generate a Device Nonce;

Use the Device Authentication Key, Network Nonce and Device Nonce to derivate keys for confidentiality and/or integrity protection;

Protect the Payload and/or the entire message using the new derived keys according to the Security Policy (either from the command request message or from the pre-configured security policy);

Send Command Response Message to the AIoTF through the AIoT Reader. The response includes Security policy, Device Nonce, Secured payload and MAC.
7.
The AIoTF performs the following operations:
Use the same method as the AIoT Device to derive the keys, and then decrypts and/or verifies the secured Payload and/or the entire message; If the verification is successful, the AIoTF continue to perform the following operations;
Return the Payload to the AF.



6.9.3
Evaluation


This solution addresses the Key Issue #3 by encrypting the AIoT Device ID or generating temporary ID for each operation.

This solution addresses the Key Issue #4 by using pre-shared key and nonce values from both sides to generate data protection keys. Security policy is introduced in the command messages to flexibly control the message security of commands based on the security requirements.

This solution addresses the Key Issue #5 by using pre-shared key and nonce values from both sides.

In order to protect data privacy, this solution requires all the AIoT Devices to perform cryptograph computing to resolve AIoT Device ID identification. It may result the power consumption to the AIoT Devices that are not the target AIoT Devices. This may result in AIoT Device power consumption for non-target AIoT Devices.
Editor’s Note: Further evaluation is FFS.
*** END OF CHANGES ***
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