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1
Decision/action requested

This contribution proposes to add conclusion.
2
References

[1]

TR 33.713
3
Rationale

This contribution proposes few conclusion statements that are not tied to any particular key issue in TR 33.713 [1]. The motivation is that since this is a new system which includes both new devices as well as network entities, there is a need to capture high level security aspects for the deployment as well as implementations. 
The first statement is related to network domain security. Here the proposal is that existing mechanisms such as SBA security as well as network domain security are to be reused for any new interfaces with CN or over the backhaul.

The second statement leaves the choice for support and usage of the network layer solution as optional, since the alternative is that security is provided at the application layer, which is out of 3GPP scope. 
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
***** START OF 1st CHANGE *****
7.X
Generic Conclusion 




Therefore, the following aspects are agreed for the normative phase:
1.
For the protection of any new interfaces, CN or backhaul, existing mechanisms are to be reused to the extent possible such as NDS/IP from TS 33.310 [x] and SBA security from TS 33.501 [y]. 

2.
 
Editor’s note : Application layer security related conclusions are ffs.
3.
The network layer security solution to be specified includes the following capabilities: authentication (one-way and mutual), protection of the AIoT data (confidentiality, integrity and replay protection) and identifier privacy over the air interface.
NOTE 2: The exact capabilities to be supported depend on the intended usage for the device, i.e., inventory only or inventory and command. Which capabilities to be mandated depending on the usage is to be clarified during the normative work.


4.
Establishment of a secure connection at the network layer is 
between the AIoT device and AIoTF.

· 
· 
· 
· 
· 

· 
Editor’s Note: Further conclusions are FFS.
***** END OF 1st CHANGE *****
�Add reference and remove mention of new services


�Remove bullet and enhance the note or work on integrating both bullet 2 and note


�Open for discussion in the call. t


�Thales only accepts this if AIoT deployment are SNPN


�Pending Qualcomm response


�Pending Qualcomm response






