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-
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1	Impacts
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	X
	
	
	X
	

	No
	
	X
	X
	
	

	Don't know
	
	
	
	
	



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
 
	
	Study 

	
	Normative – Stage 1

	X
	Normative – Stage 2

	X
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	
	
	



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	{optional free text} 



Dependency on non-3GPP (draft) specification:
None
3	Justification
SA3 studied the key issue (KI#4.1 in TR 33.846) on the protection of SQN during AKA re-synchronisation, for mitigation against the privacy attack introduced in the scientific paper titled "New Privacy Threat on 3G, 4G, and Upcoming 5G AKA Protocols" (https://eprint.iacr.org/2018/1175.pdf). As a result of the study, SA3 concluded that solution #4.1, which proposes to use the MAC-S as another input to the f5* function, is chosen to be described in an informative annex as an optional to deploy solution. As concluded, a new annex (Annex J.1) was added in TS 33.102 by the contribution SP-220209. Annex J.1 uses the name "modified f5*" for the new f5* function which uses MAC-S as an additional input. To have a well-defined "modified f5*" function, based on SA3's request in S3-220541, ETSI SAGE has designed the function called f5** for MILENAGE-128 and Tuak, which provides security against the resynchronisation attacks. ETSI SAGE has shared this new algorithm with SA3 via the LS S3-240252 titled "SAGE-23-02 Resynchronisation protection f5** for MILENAGE-128 and Tuak". As a final step, SA3 needs to publish this new f5* function because Annex J.1 refers to "modified f5*" but there is no 3GPP specification defining the function. 
4	Objective
The objective of the WID is to specify the f5** algorithm for MILENAGE-128 and Tuak.

TU estimates and dependencies
s
	TU Estimate
(Normative)
	Other 3GPP Group Dependency
(Yes/No/Maybe)

	0.5
	No



Total TU estimates:  0.5 TU
5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TS
	35.XXX
	Specification of the f5** algorithm for MILENAGE-128 and Tuak; Document 1: Algorithm specification and test data

	SA#105
(September-24)
	SA#105
(September-24)
	TBD

	TR
	35.9XX
	Specification of the f5** algorithm for MILENAGE-128 and Tuak; Document 2: Security Analysis

	SA#104
(September-24)
	SA#104
(September-24)
	TBD








	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	



6	Work item Rapporteur(s)
TBD

7	Work item leadership
SA3

8	Aspects that involve other WGs

9	Supporting Individual Members

	Supporting IM name

	Ericsson

	Thales

	Idemia

	Qualcomm

	KDDI

	




