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1	Decision/action requested
It is requested to approve the KI
2	References
[i] 3GPP TR 33.784: "Study on security aspects of Core Network Enhanced Support for AIML"
[ii] 3GPP 23.700-84: “Study on Core Network Enhanced Support for Artificial Intelligence (AI)/Machine Learning (ML)”

3	Rationale
This pCR proposes a solution for KI in TR 33.784
4	Detailed proposal
**** START OF CHANGE ****
[bookmark: _Toc164765889][bookmark: _Toc164765992][bookmark: _Toc164766030]6.Y	Solution #Y: <Solution Name>Solution for VFL member authorization
[bookmark: _Toc49376119][bookmark: _Toc513475453][bookmark: _Toc56501633][bookmark: _Toc95076618][bookmark: _Toc106618437][bookmark: _Toc48930870][bookmark: _Toc164765890][bookmark: _Toc164765993][bookmark: _Toc164766031]6.Y.1	Introduction
Editor’s Note: Each solution should list the key issues being addressed.
[bookmark: _Toc56501634][bookmark: _Toc48930871][bookmark: _Toc95076619][bookmark: _Toc513475454][bookmark: _Toc106618438][bookmark: _Toc49376120][bookmark: _Toc164765891][bookmark: _Toc164765994][bookmark: _Toc164766032]This solution addresses KI#2. 
The concept of the solution is similar to ‘X.9 Authorization of selection of participant NWDAF instances in the Federated Learning group’ defined in clause X.9 of TS 33.501 [5].
In the VFL case, NWDAF and/or AF can participate in the VFL process. Please note that internal AF information is available at the NRF as a part of AF's NFprofile and external AF information is also available at the NRF as a part of NEF NFprofile. Please refer to the section 6.1.6.2.48 NefInfo of TS 29.510 [x] that contains pdfData that contains AF connected via NEF.
6.Y.2	Solution details
· NWDAF/Internal AF or NEF (on behalf of external AF) updates their NFprofile in the NRF with VFL information, including its VFL capabilities (e.g. privacy protection supported/not supported, supported role (Client/Server/Active/Passive, etc.)), interoperability indicator per analytics. The NFprofile also includes allowed VFL capability per consumer.
· The consumer NWDAF/AF or NEF (on behalf of external AF) sends an access token request to the NRF. The access token request may contain the Analytics ID, source NF, interoperability indicator/vendor Id and target NF's VLF capability for the requested VFL process.
· The NRF authorises the NWDAF/Internal AF or NEF & external AF based upon the information received in Step 1. If the authorization succeeds, NRF generates the access token with the claim, including the target VFL capability.
· The consumer NWDAF/Internal AF or NEF (on behalf of external AF) sends the service request, including an access token, to the producer NWDAF/Internal AF or NEF. The producer verifies the token and allows the VFL procedure.
Editor’s Note: Capability and privacy protection details are FFS. Why VFL capability is per consumer is FFS. 
Editor’s Note: Whether the NRF authorizes the NEF or external AF behind the NEF is ffs. Secondly when NEF registers AF details are FFS.
Editor’s Note: Rational for adding target VFL capability into token and how to verify it is ffs.

[bookmark: _Toc56501636][bookmark: _Toc513475455][bookmark: _Toc95076620][bookmark: _Toc106618439][bookmark: _Toc49376122][bookmark: _Toc48930873][bookmark: _Toc164765892][bookmark: _Toc164765995][bookmark: _Toc164766033]6.Y.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
TBD

**** END OF CHANGE ****
