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1
Decision/action requested

This contribution proposes an IOPs based solution for key issue #1.
2
References

[1]
S3-240930 Draft TR 33.700-29 v0.1.0
3
Rationale

 This contribution proposes a solution to key issue #1 using the IOPs functionality.

4
Detailed proposal

It is proposed that SA3 approved the below changes for inclusion in the draft TR [1]. 
**** START OF CHANGES ****

2
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**** NEXT CHANGE ****

6.Y
Solution #Y: IOPs based solution for UE to satellite security
6.Y.1
Introduction

This solution addresses key issue #1. 
It applies to an architecture when a complete network is deployed in the satellite.
6.Y.2
Solution details

This solution applies to the case that the whole network, i.e. both serving and home network, are hosted in the satellite. For EPS this includes deploying an HSS in the satellite. In this case all the security procedures that are used between the UE and satellite are the same one as used between the UE and network in regular 3GPP access. 
Such a type of solution requires the pre-configuration of credentials that are used to authenticate with the UE in the satellite. In order to enable different keys to be configured in different satellites for the same UE, it is proposed to use a solution like the one described in Annex F.4 of TS 33.401 [3]. 

NOTE: As all the parameters used in Annex F.4 of TS 33.401 [3] relate to the authentication between the UE and network and are in effect under an operator’s control, solution similar to one described could be used. 

The solution described in Annex F.4 of TS 33.401 [3] uses bits of the AMF field in the AUTN parameter and also possibly the IND part of the sequence number SQN, as described in Annex C.1 of TS 33.102 [aa] to calculate a root key for the authentication between the UE and particular satellite. This means that a different key can be used between the UE and each different satellite. This is achieved using existing information and hence requires no update to the signalling that is used between UE and regular networks.
Editor’s Note: It is FFS whether the solution can support roaming scenarios.
Editor’s Note: The performance impacts on HSS/UDM processing, authentication latency, and service-link capacity is FFS.
6.Y.3
Evaluation

TBD
**** END OF CHANGES ****

