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1
Decision/action requested

It is proposed to approve the key issue for Ambient IoT Service. 
2
References

N/A
3
Rationale
In some use cases (e.g. inventory taking), if an attacker impersonates the victim device and reports fake identification, the accuracy of the inventory result will be impacted. To mitigate such attack, network may need to authenticate the Ambient IoT devices to validate the reported ID. Device authentication in network side impacts the service result (e.g. accuracy of the inventory result). Device authentication in network side should be studied as a key issue.  
4
Detailed proposal
*** Start of 1st Change ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[xx]
3GPP TS 22.369: "Service requirements for ambient power-enabled IoT"


*** End of 1st Change ***
*** Start of 2nd Change ***
5.X
Key Issue #X: Authentication between AIoT devices and network side
5.X.1
Key issue details

This key issue will address the authentication of Ambient IoT Devices. Specifically, there is the need to study the device authentication which are under operator control.
Considering that Ambient IoT Device capabilities and service call-flows are different with normal UE, whether the existing authentication method is suitable needs further study. For example, the inventory service is mainly to collect the device identifier without additional steps. 
5.X.2
Threats

In the air interface, an attacker may impersonate the victim device and report fake identification to the network side. If the network is not able to validate the reported identifier, the result exposed to the service consumer (e.g. AF) will be impacted. For example, in the use case of inventory taking as specified in TS 22.369 [xx], the main purpose is to discover what goods (e.g. boxes, containers, packages, tools) are present in a specific area. If the fake identifications are collected, the inventory result will be not reliable. In addition, an attacker may send fake command request to the Ambient IoT devices. If the devices are not able to verify the command in the request message, devices will follow the fake command.
5.X.3
Potential security requirements
The 5G system shall support the means to authenticate AIoT devices in network side during inventory or command operation for the Ambient IoT service.
The 5G system shall support the means for AIoT devices to authenticate network during command operation for the Ambient IoT service.

The 5G system shall support the means for authentication between the AIoT device and the network.

*** End of 2nd Change ***
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