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1
Decision/action requested

This contribution proposes to add KI for TR 33.784.
2
References

 [1]
3GPP TR 33.784 Study on security aspects of Core Network Enhanced Support for AIML
3
Rationale
The contribution proposes to add an KI on security aspects on enhancements to LCS to support AIML.

Based on conclusions in 3GPP TR 38.843 and RAN approved WID RP-234039, 5 use cases (i.e. case 1, 2a, 2b, 3a, 3b) which will be studied by RAN. And as agreed in TR 23.700-84, only case 2b and case 3b (i.e. model is on the LMF) will be studied at this stage, and the main issue is to study model transition between LMF and NWDAF. Thus, the authorization of ML model retrieval should be considered. 

For case 1 and 2a, the model is located in UE side, and for case 3a, the model is located in gNB side. There is no ML model transition, the only issue may be privacy of collected data, so it is based on RAN conclusion.
4
Detailed proposal

It is proposed to approve the following changes in TR 33.784.

***
START OF 1st CHANGE
***

5.X
Key Issue #X: Security aspects on enhancements to LCS to support AIML
5.X.1
Key issue details

Based on conclusions in 3GPP TR 38.843 and RAN approved WID RP-234039, 5 use cases (i.e. case 1, 2a, 2b, 3a, 3b) which will be studied by RAN. And as agreed in TR 23.700-84, only case 2b and case 3b (i.e. model is on the LMF) will be studied at this stage, and the main issue is to study model transition between entities. For key issue about enhancements to LCS to support Direct AI/ML based Positioning in TR 23.700-84 [x], the following aspect will be investigated.

 Which entity trains the model for direct AI/ML positioning and if the entity that train the model and the consumer are different, how the model consumer gets the trained AI/ML model.

If AI model training entity and AI model consumer are different, the authorization of ML model retrieval should be considered. 

For case 1 and 2a, the model is located in UE side, and for case 3a, the model is located in gNB side. There is no ML model transition, the only issue may be privacy of collected data, so it is based on RAN conclusion.
5.X.2
Threats

In case of AI model training entity and AI model consumer are different:
- If there is no authentication and authorization mechanism for AIML model retrieval between model consumer and model training entity, AIML model may be leaked to unauthorized entities.
- If model is not well protected during the transmission between model consumer and model training entity, it may increase the risk of model information leakage during the transmission.

5.X.3
Potential security requirements

If AI model training entity and AI model consumer are different, authentication and authorization of AIML model retrieval between model consumer and model training entityshall be supported.

AI/ML models for LCS purpose shall be protected between the entity which trains the ML model and the entity which consumes the model.

***
START OF 2nd CHANGE
***
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***
END OF CHANGE
***
