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1
Decision/action requested

This contribution proposes to add new key issue to TR 33.745.
2
References

[1]
3GPP TR 33.745: "Study on Security aspects of 5G NR Femto."
3
Rationale

TS 33.320 specified that authentication mechanism for mutual authentication of H(e)NB and SeGW is mandatory, and the authentication procedure with IPSec is documented. Other authentication mechanism may also be supported, but the procedure was not specified in TS 33.320. 

The contribution proposes to investigate other potential authentication mechanism(s) that may suit more appropriate for 5G NR Femto.

4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ***************
5.X
Key Issue #X: Authentication of the 5G NR Femto
5.X.1
Key issue details

5G Femto gNB locates outside of operator’s controlled network and accesses operator’s core network via insecure backhaul link. Mutual authentication the communication peer's identity between 5G Femto gNB and operator’s core network is necessary to guarantee the validity of transferred messages and further ensure the security of operator’s core network. 
TS 33.320 specifies that authentication mechanism for mutual authentication of H(e)NB and SeGW is mandatory, and the authentication procedure with IPSec is documented. Whether the security architecture and authentication mechanism can be reused needs to be studied. The key issue proposes to investigate potential authentication mechanism  appropriate for 5G Femto.
5.X.2
Security threats

If no authentication, the following types of attacks could potentially occur:

-
Malicious attacker may claim to be genuine 5G Femto gNB in order to request certain services (theft of service) or information (data leakage), and mount further attacks towards the core network.
-
Man in the Middle attacks between the genuine 5G Femto gNB and the operator’s core network.
5.X.3
Potential security requirements
5G system shall support the mutual authentication between 5G Femto gNB and the core network to ensure overall security of the 3GPP system.
*************** End of the change ****************
