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1
Decision/action requested

It is requested to approve the chapter 4 content.
2
References

[x] 3GPP TR 33.702: "Study on Security for mobility over non-3GPP access to avoid full primary authentication."

3
Rationale

This pCR introduces the solution for  KI#4 for  FS_Non3GPPMob_Sec study.
4
Detailed proposal

**** START OF CHANGE ****
6.Y
Solution #Y: solution for UE connecting to a new WLAN AP connected via the same NSWOF.
6.Y.1
Introduction

This solution targets KI #4. In this solution, AUSF maintains the MSK after the authentication so that further MSK can be derived or refreshed without performing full authentication. The concept of the solution is:

· After successful NSWO authentication, the NSWO UE context is maintained in the AUSF with the newly created NSWO UE Reauth ID and MSK key for future use. The AUSF also shares the NSWO UE Reauth ID with NSWOF along with MSK.

· NSWOF provides the MSK and NSWO UE Reauth ID to the WLAN AP, and the WLAN AP provides the same to UE.

· When UE moves or tries to reconnect to WLAN2 for NSWO, the UE provides the NSWO UE Reauth ID in the EAP-ID response. NSWOF/AUSF identifies the UE based on this NSWO UE Reauth ID and refreshes the MSK and NSWO UE temporary ID.

· A newly generated NSWO UE Reauth ID and RAND are sent to UE via WLAN AN. The UE shall refresh the MSK based on the RAND and secure the connection via the MSK.
Note: Instead of AUSF, NSWOF can also maintains the context and derive the further keys.

6.Y.2
Solution details

Detailed procedure of the solution is:
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 Figure 6.Y.2-1 UE connecting to new WLAN AP for NSWO

1: UE connects to NSWO and performed the authentication as defined in figure S.3-1, TS 33.501[3], step 1 to 15.
2: AUSF generates NSWO UE Reauth ID along with MSK and stores the same in the AUSF context. 
The AUSF shall send Nausf_UEAuthentication_Authenticate Response message with EAP-Success, NSWO UE Reauth ID and MSK key to NSWOF. The AUSF may optionally provide the SUPI to NSWOF.
NSWO UE Reauth ID may contain AUSFID, TEMPORARY_NUMBER and Homerealm, where

Temporary number can also be generated at UE and network independently using the shared constant value. 
NOTE: This AUSF ID in the reauth ID will help NSWOF to reach to the right AUSF.
3. The NSWOF shall send the EAP-success, NSWO UE Reauth ID and MSK to WLAN AN over the SWa interface.
4: This step is similar to figure S.3-1, TS 33.501[3], Step 17b to 18d. And UE and WLAN secure the connection.
5: The WLAN AP provides NSWO UE Reauth ID to UE via EAP-Req/Notification.
NOTE: EAP-Req/Notification is already used by different flow to provide the data to UE, please refer to figure 7A.2.1-1, step 10b of 33.501[3]. Alternatively, NSWO UE Reauth ID can be provided to UE via EAP-SUCCESS.
6: UE moves or connect to WLAN AP2 for NSWO and connect to WLAN AP2 and perform step 1 of figure S.3-1, TS 33.501[3].
7: The UE sends an EAP Response/Identity message. If the UE determines to use the NSWO service, the UE shall use the NSWO UE Reauth ID if available otherwise use the SUCI as defined Annex X of 33501.
8: The EAP Response/Identity message shall be routed over the SWa interface towards the NSWOF based on the realm part of the NSWO UE Reauth ID.

9. The NSWOF shall determine the AUSF address based on the  NSWO UE Reauth ID and send the message Nausf_UEAuthentication_Authenticate Request with NSWO UE Reauth ID, Access Network Identity and NSWO indicator towards the AUSF. 

10: Based on NSWO UE Reauth ID, the AUSF shall retrieve the context and refresh the MSK and generate new NSWO UE Reauth ID.

11: The AUSF shall send Nausf_UEAuthentication_Authenticate Response message with EAP-Success, NSWO UE Reauth ID, RAND and MSK key to NSWOF. The AUSF may optionally provide the SUPI to NSWOF. 

12: The NSWOF shall send the EAP-success, NSWO UE Reauth ID, RAND and MSK to WLAN AN over the SWa interface.

13: The WLAN AP2 provides EAP-SUCCESS and RAND to the UE.
14: UE refreshes the MSK based on the RAND. If MAC is provided, the UE validate the MAC before using the RAND.

15: Step 18b to 18d of figure S.3-1, TS 33.501[3], are performed and the WLAN AP2 and UE interface is secured
16: The WLAN AP provides NSWO UE Reauth ID to UE via EAP-Req/Notification.
6.Y.2.1
MSK refresh

When refreshing the MSK during the mobility, the following parameters shall be used to form the string S.

-
FC = 0xx 
-
P0 = RAND value
-
L0 = length of RAND value
MSK is used as root key.

6.Y.3
Evaluation

UE and AUSF: UE and AUSF need to refresh the MSK based on the RAND and handle NSWO UE Reauth-ID. 
NSWOF impact: relay the NSWO UE Reauth ID as received.
WLAN: provide NSWO UE Reauth ID and RAND to UE.

**** END OF CHANGE ****
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