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1
Decision/action requested

Approve the KI added to TR 33.784
2
References
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S3-240969 “New SID on Study on security aspects of Core Network Enhanced Support for AIML”


3
Rationale

In the SA3 meeting 115, the study item “Study on security aspects of Core Network Enhanced Support for AIML “ was approved [1]. The WT2 of the study item is to study whether and what potential enhancements are needed to enable 5G system to assist in collaborative AI/ML operation involving 5GC/NWDAF and/or AF for “Vertical Federated Learning (VFL)”. 
The security aspect of the WT2 includes supporting cross-domain (i.e.5G Core and AF) data transfer for AI model training using VFL, e.g. key exchange among members of VFL group if required, etc.
4
Detailed proposal

All content in the change part is new.

***************  Start of 1st change  ************
5.X
Key Issue #X: Secure AIML Data Transfer
5.X.1
Key issue details

VFL training involves different entities collaborating with multiple training cycles to reach the converging criteria before the trained model cab be used for the inference. During the VFL process, it is necessary for the training data, intermediate model, and final model to be transferred between the VFL entities to fulfill the training needs. The finished model also need to be transferred from the VFL server to the model repository where the model will be distributed to the VFL inference client when needed.
Therefore, the information transferred between the VFL entities should protected to avoid the attacks such as malicious modification, information revealing, model unauthorized usage, etc.
As the basic security need, there should be a mechanism to enable the security protection of data transfer.
5.X.2
Security threats

•
Privacy of AIML data channel user could be leaked with exposing personal data.

•
Integrity of AIML data can be breached without integrity protection.

•
Content revealing of AIML data is possible without confidentiality protection.
5.X.3
Potential security requirements

The AIML system shall provide a mechanism to enable the security protection of data transfer among the VFL entities.

***************  End of change  ************
