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[bookmark: _Toc138681517][bookmark: _Toc138679707]6.2.2.1.6	Integrity protection of user data between the UE and the gNB-CU-UP
NOTE 1: 	This is based on the security functional requirement on the gNB given in clause 4.2.2.1.2 of TS 33.511 [6] but modified as the gNB-CU-CP informs the gNB-CU-UP to use a non-NULL integrity algorithm. 
Requirement Name: Integrity protection of user data between the UE and the gNB-CU-UP.
Requirement Reference: TS 33.501 [23], clause 5.3.3
Requirement Description: The gNB supports integrity protection and replay protection of user data between the UE and the gNB as specified in TS 33.501 [23], clause 5.3.3.
NOTE 2: 	This requirement does not apply to the gNB that is used as a secondary node connecting to the EPC.
Threat References: TR 33.926 [4], clause T.2.2.4 – User plane data integrity protection.
Test Case:
Test Name: TC-UP-DATA-INT_gNB-CU-UP
Purpose: To verify that the user data packets are integrity protected over the NG RAN air interface.
Pre-Condition: 
-	The gNB-CU-UP network product shall be connected in emulated/real network environments. UE may be simulated.
-	The Ttester shall enable the user plane integrity protection and ensure NIA0 is not used at the gNB-CU-UP network product.
-	The Ttester shall have knowledge of integrity algorithm and integrity protection keys.
-	The tester can capture the message via the NG RAN air interface, or can capture the message at the UE. 
Execution Steps:
1. The NIA0 is disabled at UE and gNB-CU-UP.
21. 	The gNB-CU-UP is sent by tester triggers the gNB-CU-CP to send a Bearer Context Setup Request message with integrity protection indication "on" to the gNB-CU-UP.
32. 	Check The tester checks that any Uuser data sent by gNB-CU-UP after receiving the Bearer Context Setup Request message and before UE enters CM-Idle state is integrity protected.
Expected Results: 
Any user plane packets sent between UE and gNB-CU-UP over the NG RAN air interface after gNB-CU-UP receives the Bearer Context Setup Request is integrity protected. 
Expected format of evidence:
Evidence suitable for the interface e.g. Screenshot containing the operational results.
[bookmark: _Toc138681518][bookmark: _Toc138679708]6.2.2.1.7	Ciphering of user data between the UE and the gNB-CU-UP
NOTE: This is based on the security functional requirement on the gNB given in clause 4.2.2.1.7 of TS 33.511 [6] but modified as the gNB-CU-CP informs the gNB-CU-UP to use a non-NULL confidentiality algorithm. 
Requirement Name: Ciphering of user data between the UE and the gNB-CU-UP
Requirement Reference: TS 33.501 [23], clause 5.3.2
Requirement Description: The gNB supports ciphering of user data between the UE and the gNB as specified in TS 33.501 [23], clause 5.3.2.
Threat References: TR 33.926 [4], clause T.2.2.3 – User plane data confidentiality protection at gNB
Test Case:
Test Name: TC-UP-DATA-CIP_gNB
Purpose: To verify that the user data packets are confidentiality protected over the NG RAN air interface.
Pre-Condition: 
-	The gNB-CU-UP network product shall be connected in emulated/real network environments. The UE may be simulated.
-	The tester shall have access to the NG RAN air interface or can capture the message at the UE.
-	The tester shall enable user plane confidentiality protection and ensure NEA0 is not used at the gNB-CU-UP network product. 
Execution Steps: 
1. 	The tester triggers the gNB-CU-UP is sent by the gNB-CU-CP to send a Bearer Context Setup Request message with ciphering protection indication "on" to the gNB-CU-UP.
2. 	CheckThe tester checks that any user data sent by the gNB-CU-UP after receiving the Bearer Context Setup Request message and before the UE enters into CM-Idle state is confidentiality protected.
Expected Results: 
The user plane packets sent to the UE after the gNB-CU-UP receives the Bearer Context Setup Request is confidentiality protected. 
Expected format of evidence:
Evidence suitable for the interface e.g. Screenshot containing the operational results.

