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1
Decision/action requested

SA3 is kindly asked to approve the proposed new solution on security for unicast direct communication to be added in TR 33.893.
2
References

[1]
TR 33.893 v0.5.0

Study on Security Aspects of Ranging Based Services and Sidelink Positioning
3
Rationale

This pCR proposes a new solution on security for unicast direct communication to address key issue #4 in TR 33.893 [1].
4
Detailed proposal

*************** Start of the 1st Change ****************

6.0
Mapping of solutions to key issues


Table 6.1-1: Mapping of solutions to key issues

	Solutions
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	KI#4
	KI#5

	Solution #Y: Direct communication security for Ranging-based services
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*************** Start of the 2nd Change ****************

6.Y
Solution #Y: Direct communication security for Ranging-based services 
6.Y.1
Introduction 

This solution addresses Key Issue #4 on protection of unicast direct communication and Key Issue #1 on privacy protection for Ranging/SL Positioning services. 

6.Y.2
Solution details
As per clause 8.4 of TR 23.700-86 [2], it is concluded for control of Ranging/SL positioning operations that, Ranging/SL Positioning Protocol (RSPP) is introduced for SR5 over PC5 reference point between UEs. Though whether RSPP is over PC5-U or over PDCP is to be aligned with RAN WG decision, SA2 WG assumes that Ranging/SL Positioning signaling is carried between UEs over PC5-U, for which V2X communication procedures defined in TS 23.287 [3] and 5G ProSe Direct Communication procedures defined in TS 23.304 [4] are reused. Based on such conclusion, it is proposed in this solution that the following security mechanisms for V2X unicast mode communication defined in clause 5.3 of TS 33.536 [5] and for 5G ProSe unicast mode Direct Communication defined in clause 6.2 of TS 33.503 [6] are reused for direct communication of Ranging-based services:
-
Long-term credentials are provisioned into the UE to form the root of security for PC5 unicast link. Long-term credentials can be preconfigured in the UE by Ranging application providers or provided by Ranging applications on the UE. 
-
Triggered by the received Direct Communication Request (DCR) message, Direct Auth and Key Establishment procedure is performed for mutual authentication between the UEs, during which the key KNRP is derived using the long-term credentials. The authentication method is application specific and out of 3GPP scope.
-
Direct communication security is established between the UEs through Direct Security Mode Command procedure based on KNRP. 
NOTE X:
Procedure details can refer to steps 4~8 of solution #9 in clause 6.9.2.1.
-
If RSPP signalling on SR5 reference point is carried over PC5-U, SR5 security policies are applied for PC5-U security activation. 
NOTE Y:
Provision and configuration of SR5 security policies can refer to solution #7.
6.Y.3
Evaluation


This solution fulfils all potential requirements in key issue #4 for protection of unicast direct communication, by reusing the security mechanisms defined for V2X unicast mode communication in TS 33.536 [5] and for 5G ProSe unicast mode Direct Communication in TS 33.503 [6]. Hence the solution has no new impact on the UE or the network. 
As confidentiality protection is provided by the reused security mechanism, the solution also fulfils the second requirement in key issue #1 for privacy protection during communication. 

The solution applies to Ranging-based services provided by application providers. 

The solution applies to both V2X capable UEs and 5G ProSe capable UEs.
*************** End of the Changes ****************
