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1	Decision/action requested
SA3 would send an LS, informing ETSI SAGE on the latest information on ZUC-256.
2	References
[1]	S3-223902, Specification of the 256-bit air interface algorithms, 3GPP SA3#109.
[2]	A New Initialization Scheme of the ZUC-256 Stream Cipher, ZUC Design Team Chinese Academy of sciences, http://www.is.cas.cn/ztzl2016/zouchongzhi/201801/W020230201389233346416.pdf . 
3	Rationale
[bookmark: _Hlk126585191]In S3-223902 [1], ETSI SAGE gave assessment on 256-bit air interface algorithms. SAGE suggested that the algorithm’s security assurance be improved by increasing the number of initialisation rounds from 32(+1) to 48(+1).
It is noticed that, the ZUC-256 draft has been updated and published on the internet. In [2], the ZUC-256 design team has increased the initialization rounds from 32(+1) to 48(+1), i.e., there are 49 rounds of initialization in this new key/IV setup scheme of ZUC-256, as follows:
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Figure.1 ZUC-256 Initialization Procedures 

The algorithm design team gave three kinds of analysis on the security of this version, and concluded that the new initialization scheme of ZUC-256 could provide the 256-bit security in 5G application settings with a large expected security margin. 
Observation: The algorithm design team has taken SAGE’s suggestions, and increased the number of ZUC-256 initialization rounds from 32(+1) to 48(+1). It is believed that the algorithm’s security strength is improved.
4	Actions
It is proposed to endorse to send an LS to ETSI SAGE, requesting SAGE to take above information into account. 
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. Load the key, IV and constants into the LFSR as specified above.
- Let By = Ry = 0.
. for i = 0 to 47 do

~ Bitreorganization( )
- Z=F(Xo,X1,X2)
~ LFSRWithInitializationMode(Z > 1)

.~ Bitreorganization( )

~ Z = F(Xp. Xy, X5) and discard Z
~ LFSRWithworkMode().




