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1	Decision/action requested
It is proposed to approve the pCR to TR 33.739.
2	References
[1]	3GPP TR 33.739: "Study on security enhancement of support for edge computing phase 2"
3	Rationale
User consent needs to have a well-defined scope of data, purpose and who it is given to. Rel-17 edge computing specification refers to user consent framework specified in Annex V of TS 33.501 [7] for exposure. That framework was designed for user consent required for 3GPP features. However, the framework is not intended to cover the control of the user consent in terms of propagation to API invokers when the data is exposed via NB-API. 
This contribution proposes a key issue to study this aspect in Rel-18.
4	Detailed proposal
Approve the following changes to TR 33.739 [1]. 
*** Start of Change ***
[bookmark: _Toc39138076][bookmark: _Toc125440706]5.3.X	Key issue #2.X: User consent for data sharing via North-Bound APIs
[bookmark: _Toc125440707]5.3.X.1	Key issue details 
[bookmark: _Toc125440708]User consent needs to have a well-defined scope of data, purpose and who it is given to. Rel-17 edge computing specification refers to user consent framework specified in Annex V of TS 33.501 [7] for exposure. That framework was designed for user consent required for 3GPP features. However, the framework is not intended to cover the control of the user consent in terms of propagation to API invokers when the data is exposed via NB-API. 
It should be possible to check if the user has authorised to share the data with the specific external party.
5.3.X.2 	Threats
There can be a breach of privacy if personal data is exposed to external entity without the user consenting to the exposure to that specific entity. It is not compliant with regularity demands, i.e., legal justification to process personal data.
[bookmark: _Toc125440709]5.3.X.3	Potential security requirements 
TBD.

*** End of Change ***
