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1
Decision/action requested

Approve the changes in clause 4 for inclusion in TS 33.526 [1].
2
References

[1]
3GPP TR 33.526 "Security Assurance Specification for the Management Function (MnF)"

[2]
S3-224123 "Updates to clause 4.3 of MnF SCAS"

3
Rationale

Based on the feedback received in the previous meeting, few editorial changes are proposed below to shorten the content. The changes are systematic and follow all the following rule. Given a clause of level L, if all the immediate subclauses (level L+1) do not include specific additions, then all the subclauses are removed and replaced with a statement that there are no specific additions. Observe that this document is approved then it must be revised in order to take into account the other approved pCRs (if any).
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TS 33.526 [1].

**** Start of Changes****

4.2.3
Technical Baseline 
There are no MnF-specific additions to clause 4.2.3 of TS 33.117 [3].







































































**** Next Changes****

4.2.4
Operating systems
There are no MnF-specific additions to clause 4.2.4 of TS 33.117 [3].
















**** Next Changes****

4.2.5
Web servers 
4.2.5.1
HTTPS

There are no MnF-specific additions to clause 4.2.5.1 of TS 33.117 [3].
4.2.5.2
Logging

There are no MnF-specific additions to clause 4.2.5.2 of TS 33.117 [3].
4.2.5.3
HTTP User sessions

For the requirement defined in clause 4.2.5.3 of TS 33.117[3]:

-
 The requirement "In addition to the Session Idle Timeout (see clause 4.2.3.5.2 of TS 33.117 [3]), the Network Product shall automatically terminate sessions after a configurable maximum lifetime. This maximum lifetime defines the maximum session span. When the maximum lifetime expires, the session shall be closed, the session ID shall be deleted and the user shall be forced to (re)authenticate in the web application and to establish a new session. The default value for this maximum lifetime shall be set to 8 hours." may not be applicable to the MnF product.
4.2.5.4
HTTP input validation
There are no MnF-specific additions to clause 4.2.5.4 of TS 33.117 [3].
**** Next Changes****

4.2.6
Network devices 

4.2.6.1
Protection of data and information

There are no MnF-specific additions to clause 4.2.6.2.1 of TS 33.117 [3].
4.2.6.2
Protecting availability and integrity

4.2.6.2.1
Packet filtering

There are no MnF-specific additions to clause 4.2.6.2.1 of TS 33.117 [3].
4.2.6.2.2
Interface robustness requirements

There are no MnF-specific additions to clause 4.2.6.2.2 of TS 33.117 [3].
4.2.6.2.3
GTP-C Filtering

The requirement and test case in clause 4.2.6.2.3 of TS 33.117 [3] is not applicable to MnF.
4.2.6.2.4
GTP-U Filtering

The requirement and test case in clause 4.2.6.2.4 of TS 33.117 [3] is not applicable to MnF.
**** Next Changes****

4.4
MnF-specific adaptations of basic vulnerability testing requirements and related test cases

There are no MnF-specific additions to clause 4.4 of TS 33.117 [3].








**** End of Changes****

