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1
Decision/action requested

It is requested to approve the updates to solution#2
2
References

[X]
3GPP TR 33.883 Study on security enhancements for 5G multicast-broadcast services phase 2.

[6]            3GPP TS 23.247: "5G multicast-broadcast services; Stage 2".
[Y]
3GPP TS 33.246: Security of Multimedia Broadcast/Multicast Service (MBMS)
3
Rationale

The contribution presents updates to solution#2. These updates are for addressing editor’s notes.
· One duplicate editor’s note is removed.

· Key derivation related editor’s note is addressed.

System impact and evaluation is also proposed in this contribution.
4
Detailed proposal

************ START OF CHANGES ************

6.3.2.2
Common MOCN TMGI

Current Temporary Mobile Group Identity (TMGI) is used within MBMS to uniquely identify Multicast and Broadcast bearer services. But this ID is unique to a particular PLMN. Different PLMNs uses their own TMGI id for set of UEs belong to them. 

Considering the MOCN for broadcast usecase in 5G, TMGI can’t be unique only to one operator and it has to be common across the different PLMNs. This solution proposes four possible ways to arrive at a common MOCN TMGI. Figure 1 illustrates these mechanisms.
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Figure 6.3.2.2-: Possible mechanisms for a common MOCN TMGI

1. MBMS service ID and default MOCN MCC and MNC configured by the operators. Values for MCC and MNC can be reserved for MOCN usecase and used across different operators.

2. MBMS service ID and AF ID instead of MNC, MCC. AF_ID is defined in TS 33.535[7].

3. Addition of new field to include AF_ID with MBMS service ID and with MCC=MNC=Zero.

4. Addition of new field to include MOCN_ID with MBMS service ID and with MCC=MNC=Zero.

Editor’s Note: Which of these mechanisms for common MOCN TMGI format should be standardized is FFS and needs to be aligned with SA2.

6.3.2.3
MOCN keys MSK MTK

Considering the MOCN for broadcast usecase in 5G, common mechanisms to derive MSK and MTK are required across the different PLMNs. This solution proposes three possible mechanisms for MOCN key identification. This proposal considers configurations of common fields for MOCN. For example, setting Key domain ID to a default value for all PLMNs involved in the MOCN. Figure 2 illustrates these proposed mechanisms.

MOCN MSK

1. Key domain can be set as default values or set to zero or new MOCN ID can be introduced instead of key domain ID. Differentiation bit must be set to show the difference between MOCN ID or key domain ID.MSK ID remains as before 4 bytes.

2. Key domain ID can be set to Zero or default value. MSK ID can remain as before with 4 bytes. MOCN ID can be introduced, and range of values are defined. For many such MOCN use cases, where different broadcast cases of RAN sharing will be assigned a MOCN ID value. MSK ID remains as before 4 bytes.

3. Key domain ID can be set to Zero or default value. MSK ID remains as before 4 bytes. AF ID is newly introduced and assigned the FQDN of AF & security protocol identifier. MSK ID remains as before 4 bytes.

MOCN MTK

1. Key domain can be set as default values or set to zero or new MOCN ID introduced instead of key domain ID. Differentiation bit must be set to show the difference between MOCN ID or key domain ID.MSK ID remains as before 4 bytes & MTK as 2 bytes.

2. Key domain ID can be set to Zero or default. MSK ID remains as before 4 bytes. MOCN ID is newly introduced, and range of values are defined. For many such MOCN use cases, where different broadcast cases of RAN sharing will be assigned a MOCN ID value. MSK ID remains as before 4 bytes & MTK as 2 bytes.

3. Key domain ID can be set to Zero or default. MSK ID remains as before 4 bytes. AF ID is newly introduced and assigned the FQDN of AF & security protocol identifier. MSK ID remains as before 4 bytes & MTK as 2 bytes.
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Figure 6.3.2.2-2: Possible options for MSK ID and MTK ID for MOCN

Editor’s Note: Which of these options for MSK and MTK for MOCN should be considered is FFS and needs inputs from SA2.



As explained in 3GPP TS 33.246 [Y] clause 6.3.2.1, every MSK is uniquely identifiable by its Key Domain ID and MSK ID. Similarly, every MTK is uniquely identifiable by its Key Domain ID, MSK ID and MTK ID. This solution proposes usage of a common MSK and MTK ID by all operator networks involved in MOCN by any of the options shown in Figure 6.3.2.2-2. This solution does not propose any changes in MSK or MTK key generation and delivery methods. However, ensuring that same MSK ID and MTK IDs are used by all operator networks involved in MOCN ensures that UEs are able to identify the keys uniquely.
6.3.3

System impact


This solution has system level impacts for MSK ID, MTK ID and TMGI formats.
6.3.4
Evaluation


By using common identifiers for MSK and MTK, this solution impacts only the generation of common unique IDs for MOCN scenario. Remaining procedures for secure MBS communications remain as per existing 5G standards.
************ END OF CHANGES **********
