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1	Decision/action requested
[bookmark: _Hlk51096721]This contribution proposes to update the Key Issue #5 in TR 33.893.
2	References
[1]	TR 33.893 v0.5.0
3	Rationale
This contribution proposes to update the Key Issue #5. Particularly, this contribution proposes to add a corresponding security requirement based on the security threats. 
4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
[bookmark: _Hlk110270469]***** START OF CHANGES *****
[bookmark: _Toc125400083][bookmark: _Hlk110270479]5.5	Key issue #5: Protection of groupcast/broadcast
[bookmark: _Toc125400084]5.5.1	Key issue details 
Editor’s Note: This key issue details may need to be updated to align with the conclusion in RAN2.
In TR 38.859 [10], it is mentioned that using SLPP unicast messages between UEs is the baseline for SL positioning. In addition, sending part of SLPP positioning signalling among UEs via broadcast/groupcast is also possible:
“Unicast/one-to-one operation is assumed as baseline for exchange of SLPP signaling between UEs. Unicast SLPP session-based operation is supported. At least “centralized” operation is supported, i.e., operation where one UE performs range and/or position calculations based on measurement/location information relating to itself and/or other UEs. It is feasible to send at least the following positioning signaling for groupcast/broadcast (in addition to unicast) from RAN2’s perspective:
· SL positioning capability
· SL positioning assistance data
Location information is not excluded and can be further considered in normative work.”
Furthermore, in TR 38.859 [10], it is also mentioned that security issues should be considered on how to protect the SL groupcast/broadcast messages:
“RAN2 will further discuss in normative work:
-	The security issues (e.g., requirements for ciphering and/or integrity) on specific information of SL positioning capability and assistance data in groupcast/broadcast. 
-	The use cases for applying groupcast/broadcast.”
[bookmark: _Toc125400085]5.5.2	Security threats
Failures to protect SL groupcast/broadcast communications will lead to the following threats:
-	Passive attackers can eavesdrop on privacy sensitive data exchanged between UEs.
-	Active attackers can intercept, modify or replay data packets exchanged between UEs.
-	The broadcasting/groupcasting UE may be impersonated by an attacker.
[bookmark: _Toc125400086]5.5.3	Potential security requirements 
The 5G System shall support a means to provide confidentiality, integrity and replay protection of  groupcast/broadcast SLPP messages.TBA
***** END OF CHANGES *****
