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Decision/action requested

Approve the pCR below
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Rationale

For the security for UE-to-UE Relay discovery, it is proposed to agree on using a single set of security parameters associated with the RSC for the protection of discovery messages, based on the following:

· For Discovery message content, SA2 has concluded that:

·  The 5G ProSe UE-to-UE Relay discovery message contains two sets of elements, i.e. direct discovery set(s) and a U2U discovery set.
U2U discovery set includes RSC, User Info ID etc. Direct discovery set includes for e.g. User Info ID of Source UE and Target UE.
· For Model A, SA2 has concluded that:
·  For UE-to-UE Relay Model A discovery, the Type of Discovery Message, User Info ID of the UE-to-UE Relay, RSC, list of User Info ID of Target UE are contained in the Announcement message.
· Usage of separate sets of discovery security material (i.e., one for U2U set, one for Direct set) is not compatible with Model A. Assuming separate sets of discovery security material:
·  The Relay would send an Announcement message that includes separate Direct set (e.g., Target UE's User Info) each protected with its specific Direct set security material (as received from each Target UE). 
·  However, the Relay announcing is not synchronized with each Target UE announcing, since each one is doing so independently, based on own periodicity. Also, a given Target UE may stop announcing once successfully connected to the Relay. 
As a result, the Relay would send Announcement messages that would include direct discovery sets with a stale protection (i.e., UTC counter-based freshness gone beyond the MAX_OFFSET limit).
· Discovery Security material provisioning and discovery message protection should be the same and independent from the application chosen discovery model (Model A or Model B). 
 Therefore, the same mechanism based on a single set of security parameters associated with RSC should be used, to work regardless of discovery model (Model A or Model B).

4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.740 [1]. 
*** BEGIN CHANGES ***

7.1
Key Issue #1: Security for UE-to-UE Relay discovery
For Key Issue #1, the followings are taken as conclusions:

· For UE-to-UE Relay discovery security, the direct discovery sets and the U2U discovery set are protected using a single set of discovery security materials associated with RSC.

· 5G PKMF and 5G DDNMF can provide discovery security materials to UE-to-UE Relay, Source UE and Target UE.

Editor’s Note: Further conclusions are FFS

*** END OF CHANGES ***

