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1	Impacts
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2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item



2.2	Parent Work Item
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	N/A
	N/A
	N/A



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


3	Justification
As 5G technology becomes more widespread, more attention is being paid to ensuring the security of network products. The 3GPP established SCAS specification for various components of a 5G network, including gNB, AMF, SMF, UDM, AUSF, NRF, NEF, SEPP and UPF as newer components such as N3IWF, NWDAF, IPUPS, SECOP.
The Unified Data Repository (UDR) is a critical function of 5G networks, responsible for the storage and retrieval of subscription data. policy data, and subscriber identifier. Unauthorized access to the data stored in the UDR can compromise the entire security functionality of the network. To ensure the security of this function, it is necessary to extend the Security Assurance Specifications (SCAS) to include the UDR. This would involve identifying and defining the security functional and baseline vulnerability requirements to be tested for security assurance of the UDR. To fully address security concerns for 5G networks, a separate SCAS specification for the UDR is required.
4	Objective
[bookmark: OLE_LINK68]The objective is to develop the SCAS for the UDR network product class, with the aims to:
-	identify critical assets and threats of the UDR not already identified in TR 33.926
[bookmark: OLE_LINK243][bookmark: OLE_LINK244]-	develop and/or adapt UDR-specific security functional requirements and related test cases
-	develop and/or adapt UDR-specific basic vulnerability testing requirements and related test cases

5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TS
	33.xxx
	Security Assurance Specification for Unified Data Repository (UDR)
	TSG#99
( Mar 2023)
	TSG#100
( Jun 2023)
	Ben Lorenz, ben.lorenz@bsi.bund.de
 
Joerg Andreas, joerg.andreas@bsi.bund.de



	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TR 33.926
	The critical assets and threats discovered during the work of 5G UDR SCAS
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SA3
8	Aspects that involve other WGs
None
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