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1
Decision/action requested

This contribution proposes to add a new solution in the FS_UC3S_Ph2 study TR 33.896
2
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3GPP TS 33.501 v17.4.2: "Security architecture and procedures for 5G system"

3
Rationale
Key issue #1 in TR 33.896 [1] addresses the checking of user consent for roaming case in eNA. As per TR 23.700-81 [2], both PLMNs (VPLMN, HPLMN) need the ability to control the amount of UE data exposed based on user consent, operator policy, regulatory policy and/or roaming agreements. If the consumer NF in the VPLMN requests the data collection or data analytics from the HPLMN, the H-NWDAF will perform the role of enforcement point and determine whether the requested data or analytics result is able to expose to the VPLMN. As the enforcement point, the H-NWDAF interacts with the UDM to retrieve the user consent parameters, which is consistent with the current user consent framework in Annex V in 3GPP TS 33.501 [3].
Therefore, this pCR proposes a solution to address Key issue #1 User consent for roaming case in eNA in TR 33.896 [1] for FS_UC3S_Ph2.
4
Detailed proposal

6.Y
Solution #Y: User Consent for UE Data Exposure to VPLMN in the Roaming case
6.Y.1
Introduction

The solution addresses Key Issue #1: User consent for roaming case in eNA. It aims to meet one of the potential requirements in Key issue #1 on check of user consent for the roaming scenario in eNA.
As per TR 23.700-81 [2], both PLMNs (VPLMN, HPLMN) need the ability to control the amount of UE data exposed based on user consent, operator policy, regulatory policy and/or roaming agreements. If the consumer NF in the VPLMN requests the data collection or data analytics from the HPLMN, the H-NWDAF will perform the role of enforcement point and determine whether the requested data or analytics result is able to expose to the VPLMN. As the enforcement point, the H-NWDAF interacts with the UDM to retrieve the user consent parameters, which is consistent with the current user consent framework in Annex V in 3GPP TS 33.501 [3].
6.Y.2
Solution details
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0.
The UDM stores the user consent information, operator policy or regulatory policy. The user consent information is associated with SUPI, and stored in UDM as subscription data. The regulatory policy is specific to the particular country or region, can be used in the roaming scenario.

1.
A Consumer NF in VPLMN requests/subscribes analytics to the V-NWDAF. The message includes Target of Analytics Reporting that is set to a group of UE(s) or any UE. In roaming case, the message may also include an indication for roaming UE and the PLMN ID of VPLMN.
Editor's note: Usage of roaming indication is FFS.
2.
Based on the regulation policy configured in or provisioned to the V-NWDAF, the V-NWDAF determines whether Consumer NF in VPLMN is allowed to request data/analytics in the home network. If the request is allowed, the V-NWDAF discovers the H-NWDAF and sends analytics request to the H-NWDAF.

Note X: 
The regulation policy in the V-NWDAF is specific to the country or region where UE is currently visiting.
3.
If there is no user consent info in the H-NWDAF's UE context, the H-NWDAF sends the Nudm_SDM_GetRequest message to the UDM to check the user consent information.

4.
The UDM retrieves user consent info and sends Nudm_SDM_Get Response message to the H-NWDAF.

5.
Once receiving the response message, the H-NWDAF stores the user consent info in the H-NWDAF’s UE context. Based on the operator policy, regulatory policy, roaming agreements of VPLMN and user consent, the H-NWDAF determines whether the analytics from the VPLMN can be provided to the consumer NF in the VPLMN. If the V-NWDAF is allowed to request the analytics at H-NWDAF, the H-NWDAF exposes the data or analytics in home network and sends the analytics response to the V-NWDAF.

Note Y: 
The regulatory policy in the H-NWDAF is specific to the country or region where UE is registered.

6.
The V-NWDAF obtains the analytics and send the Nnwdaf_AnalyticsSubscription_Notify message to Consumer NF in VPLMN.

6.Y.3
Evaluation
TBD
*************** End of the Change ****************
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