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1
Decision/action requested

This contribution proposes a security solution for key issues #1 and #2 re-using the V2X security.
2
References

[1]
3GPP TR 33.891 v0.1.0 (S3-221067)
[2]
3GPP TS 33.536
3
Rationale

This contribution proposes to re-use the procedures for establishing unicast security for V2X services given in TS 33.536 [2] for UAS.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****
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**** NEXT CHANGE ****
6.X
Solution #X: C2 and DAA unicast security using V2X unicast solution 

6.X.1
Introduction
This solution addresses both key issue #1 and #2. It re-uses the security procedures for unicast security for V2X (see TS 33.536 [aa]). 
6.X.2
Solution details 
TS 33.536 [aa] contains a method of establishing security for a unicast connection for V2X services. This solution proposes to re-use those procedures for establishing the security of C2 and DAA unicast connections. The relevant procedures are given in clause 5.3.3 of TS 33.356 [aa]. 
Editor’s note: Whether there is a need for discovery before communication will be base on an SA2 decision.
Editor’s note: More details on the credentials for establishing DAA connections are FFS.

Editor’s note: Details on authorisation for C2 pairing are FFS.
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Figure 6.X.2-1: Message flow for the establishment of unicast security
Figure 6.X.2-1 gives an overview of the flow for (re-)establishing security for unicast connections (see TS 33.536 [aa] for the details). The security policy relevant to the service (i.e. DAA or C2) will be used when establishing a connection for that service.  C2 and DAA traffic will only be accepted from a peer authorised to send such traffic. 
Editor’s note: The need for and security issues of DAA and C2 traffic sharing a connection are FFS.
6.X.3
Evaluation

The evaluation is FFS. 
**** END OF CHANGES ****
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