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1
Decision/action requested

It is requested to approve the update to KI #2 of 3GPP TR 33.882 v0.2.0.
2
References

[1]
3GPP TR 33.882: "Study on personal IoT networks security aspects2"
3
Rationale

This pCR proposes to update KI #2 in 3GPP TR 33.882 [1].
4
Detailed proposal

This contribution proposes to update KI #2 to include secure PIN policies provisioning requirements.
*************** Start of the Change ****************

5.2
Key Issue #2: Authorization of PIN capabilities

5.2.1
Key issue details

Some aspects of a PIN network might be configurable by an Application Function through the 5G NEF, for instance (depending on details defined in the SA3 study on PIN [2]) QoS of a PIN Element or URSP rules related to a PIN Element.

From a security point of view the scope of access granted to an AF needs to be restricted to the level of certain PEGCs or PINs and needs to be subject to permissions and consent granted by resource owners.
Moreover, the Application Function may be triggered by the PEMC/PEGC to provision PIN-related policies (e.g., QoS requirements, removing a specific PEGC) to 5GS. 5GS needs to ensure the PIN-related policies provided by the AF are identical to the policies determined by the PEMC/PEGC.
So far TS 33.501 [3] defines authorization of exposure capabilities on a rather general level in Clause 12. That is, authorization is based on operator policies using the identity of the AF (clause 12.2 in TS 33.501 [3]) as well as the OAuth authorization mechanism (Clause 12.4 in TS 33.501 [3]). No details about handling of permissions or providing consent to a specific application function are defined.

In case of PIN the requirements for API security might be especially demanding, since on the one hand a PIN network might consist of several UEs and on the other hand a single UE might contribute to several PINs.
Therefore, aspects related to ownership and possible operation models of PINs shall be included in the analysis of the Key issue.

5.2.2
Security threats

An application function associated with one PIN might use the NEF API to manipulate another PIN.

An application function associated with a PIN might use the NEF API to manipulate resources not assigned to the PIN.

After receiving the PIN related policies from the PEMC/PEGC, a misbehaving application function might modify the received policies and provide the modified policies to the 5GS.
5.2.3
Potential security requirements

The 5GS shall be able to restrict resource request from an Application Function associated with a PIN to the resources associated with the PIN. 

Application functions associated with a PIN shall be able to use APIs for accessing resource only with authorization from the resource owner.
The PIN related policies provided by the AF should be ensured that are identical to the policies determined by the PIN Element.

*************** End of the Change ****************

