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1
Decision/action requested

SA3 is kindly asked to approve the proposed new solution to be added in TR 33.896.
2
References

[1]
TR 33.896:
Study of Security Aspects on User Consent for 3GPP Services Phase 2
3
Rationale

Based on Solution #1 in TR 33.896 [1], this pCR proposes a new solution to address the RAN mobility aspect for the requirements in Key Issue #2.

4
Detailed proposal

*************** Start of the Change ****************

6.Y
Solution #Y: User consent obtained by the NTN-RAN with mobility between NTN-RANs
6.Y.1
Introduction


This solution addresses the Key Issue #2 on NTN specific user consent. Specifically, it addresses the mobility aspect between NTN-RANs for KI#2.

During UE mobility between two NTN-RANs, if a UE’s user consent preference is generic (i.e. user consent preference of one UE is the same at different locations across different NTN-RANs), the user consent preference can be transferred from the source NTN-RAN to the target NTN-RAN and used by the target NTN-RAN, without involving the AMF. If a UE’s user consent preference is NTN-RAN specific (i.e. user consent preferences of one UE are different at different locations or NTN-RANs), the user consent preference cannot be transferred from the source NTN-RAN to the target NTN-RAN, which means that the NTN-RAN specific user consent preference needs the involvement of the AMF for requesting the user consent preference to be used by the target NTN-RAN. 
6.Y.2
Solution details

The procedure for user consent with mobility between NTN-RANs follows the procedure for NTN-specific user consent in non-mobility use case. Therefore, the steps #1~#13 in the following procedure are the same as the steps of the procedure in Solution #1.
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Figure 6.Y.2-x: NTN Specific User Consent with Mobility between NTN-RANs
14.
When the UE moves from the Source NTN-RAN to the Target NTN-RAN, a handover is prepared by the Source NTN-RAN.

15.
The Source NTN-RAN sends a Handover Request to the Target NTN-RAN. If the user consent preference stored by the Source NTN-RAN is generic across different NTN-RANs, the Source NTN-RAN includes the user consent preference in the Handover Request. The user consent preference can also be sent in step #18 after the Target NTN-RAN accepts the handover. If the user consent preference stored by the Source NTN-RAN is NTN-RAN specific, the Source NTN-RAN does not send it to the Target NTN-RAN.
16.
When the Target NTN-RAN decides to accept the handover for the UE, it stores the user consent preference if received and then sends the Handover Request Acknowledge message to the Source NTN-RAN.

17.
The Source NTN-RAN triggers the handover by sending the RRCReconfiguration message to the UE.

18.
The Source NTN-RAN sends the SN Status Transfer message to the Target NTN-RAN. If the user consent preference is not sent in step#15, the Source NTN-RAN includes the user consent preference in this message.

19.
The UE completes the handover procedure by sending the RRCReconfigurationComplete message to the Target NTN-RAN.

If the Target NTN-RAN received the UE’s user consent preference from the Source NTN-RAN, the next steps follow the current standardized procedures.

If the Target NTN-RAN does not have stored user consent preference of the UE and does not receive the UE’s user consent preference from the Source NTN-RAN, steps #20~#30 are performed.

20.
The Target NTN-RAN sends the NGAP Path Switch Request message to AMF, which includes an indicator indicating that user consent preference for NTN access is needed or to be updated.

21.
If the message from the Target NTN-RAN requests user consent preference, the AMF checks whether its stored UE context already contains the user consent preference specific to the Target NTN-RAN by checking against the Target NTN-RAN ID. If the user consent preference specific to the Target NTN-RAN is not available in the UE context or the valid time has expired, the AMF proceeds to step #22. Otherwise, the AMF proceeds to step #25. 

22.
If the AMF does not have the user consent preference specific to the Target NTN-RAN, the AMF sends a Nudm_SDM_Get request to the UDM for retrieving the user consent preference specific to the Target NTN-RAN from the UE’s subscription data by including the Target NTN-RAN ID in the message.

23.
The UDM checks with the UDR for the user consent preference specific to the Target NTN-RAN in the UE’s subscription data against UE’s SUPI and the Target NTN-RAN ID.

24.
The UDM sends a Nudm_SDM_Get response to the AMF containing the user consent preference specific to the Target NTN-RAN.

25.
The AMF stores or updates the user consent preference specific to the Target NTN-RAN in the UE context. The user consent preference indicates whether it is granted or not for the UE to report its location information in the area covered by the Target NTN-RAN. If the AMF is able to determine whether or not the user consent can be granted to the Target NTN-RAN based on e.g. NTN-RAN ID, the AMF sends the user consent result (e.g. “granted” or “not granted”) to the Target NTN-RAN. If the AMF is not able to determine the user consent result (e.g. the use consent is time specific), it forwards the user consent preference to the NTN-RAN.

26.
The AMF sends the Path Switch Request Acknowledge message to the Target NTN-RAN, which includes the user consent result or the user consent preference specific to the Target NTN-RAN.

27.
The Target NTN-RAN sends the UE Context Release message to the Source NTN-RAN for releasing resources associated with the UE.

28. The Target NTN-RAN stores the user result or user consent preference in its UE context, based on which the Target NTN-RAN decides how to configure the UE.

29. The Target NTN-RAN sends the RRCReconfiguration message to the UE. If user consent is granted, the Target NTN-RAN sends configuration for the UE to report its location; if use consent is not granted, the Target NG-RAN does not send such configuration.

30. The UE sends the RRCReconfigurationComplete message to the Target NG-RAN.
Editor’s Note: The Need for including NTN-RAN ID in steps #22 and #24 is FFS.
*************** End of the Change ****************
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