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1
Decision/action requested

SA3 is kindly asked to approve the proposed key issue in TR 33.700-28.
2
References

[1]
S3-222864

33.700-28: Draft Skeleton
[2]
TR 23.700-28

Study on Integration of satellite components in the 5G architecture; Phase 2
3
Rationale

Based on the skeleton of the Technical Report for the study (TR 33.700-28) proposed in S3-222864 [1], this pCR intends to introduce a new key issue on protection of satellite coverage information used by 5GC/EPC, which is required in multiple solutions in TR 23.700-28 [2] for architecture enhancement.
4
Detailed proposal

*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[x]
3GPP TR 23.700-28: "Study on Integration of satellite components in the 5G architecture; Phase 2".
*************** Start of the 2nd Change ****************

5.X
Key issue #X: Protection of satellite coverage information used by 5GC/EPC
5.X.1
Key issue details 

To support mobility enhancement and power saving optimization, multiple solutions were documented in TR 23.700-28 [x], which require 5GC/EPC to move the UE into CM-IDLE state and provide power saving parameters or mobility management parameters properly, when the UE is about to leave satellite coverage. This requires that the satellite coverage information to be made aware of by 5GC/EPC. According to the overall evaluation in TR 23.700-28 [x], such satellite coverage information (e.g. in form of satellite ephemeris data or unreachability information) could be provisioned to 5GC/EPC from different potential sources, e.g. the OAM, the RAN, the NWDAF, a dedicated NF, the AF (e.g. DCAF) or an external server (e.g. Coverage Map Server). While the sources like the OAM, RAN or NWDAF could be trusted, the sources like the AF or an external server may not always be trusted. The authenticity of the satellite coverage information received by 5GC/EPC is essential for 5GC/EPC to support mobility enhancement and power saving optimization.
Editor’s Note: the terminologies are to be revisited for alignment with SA2’s conclusion.
5.X.2
Threats

If unauthentic satellite coverage information is used by 5GC/EPC, the 5GC/EPC may be misled to put a CM-CONNECTED UE into CM-IDLE state when the UE is still in satellite coverage, leading to service interruption; or the 5GC/EPC may be misled to provide inappropriate mobility management parameters and/or power saving parameters to the UE, which fails the optimization of power consumption. Both cases are a type of DoS attack on the UE.
Such attack caused by unauthentic satellite coverage information may be due to various threats:

-
Satellite coverage information falsified by the information provisioning source (e.g. external server, AF) is received and used by 5GC/EPC. 

-
Satellite coverage information tampered during transmission is received and used by 5GC/EPC. 
5.X.3
Potential security requirements 
TBA
. 
*************** End of the Changes ****************
